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JRE = B NS ST TR BRI, SEOR&RF AN 7 3#E ER. nI{EH di spl ay
menory-t hreshol d iy & kRA&F M- HETTRMAHR(EE, FHM4H undo nenory-threshol d
A R T T IRAE B E 0L, PRUE B TRIR A ANE T TBR A5 e Bl N BRI AT IR B4 acl. AR
HNAEE RO EISEE MBS R “EaifcE” i “B&EH,

WER FRTTEA BRI 0 R, TEERR H3C BRI HE.

3.6 ARHAREBITI S, {ECPUEHZERS, WfifFR?

A

WefE ] di splay process cpu an& R & A RN CPU M ARG, HAIZ TMTH
BEFER) CPU It m, mlEdan R 5 a0HEE : TMTH SRR DI ZRBERe, S s 17
BCE YA HYE R R, WA S AW ik AT up A, A CPU. 1EHEA T2
T W30 N AR o 28 (H 2 SR e i R 2 DS, WR AT, 18 Sk £ 11 F 30 shut down 2 J5 5
{§i ] display cpu-usage 4 #F CPU I H(EE, #ifr CPU fii R E 1EH .

R FIRTTIEARE AR UL B I8, 1T R H3C BEAR S HE.

IRF

4.1 18Im0 5 IRFin O 48 FHR R 2/ Fim O shutdown,  aAfATfi#

R?

B EL 15 IRF v 290 5E B #7875 22500 1 shut down, iRl FigR GRIR NI,
ANTR e & A RN BT REA T X )

<Sysnane> systemvi ew

[ Sysnane-irf-portl/1] port group interface ten-gigabitethernet 1/0/1

Pl ease shutdown the current interface first.

Plin i e Bon e, FoE IRF A EL R R

(1) # N H Ten-GigabitEthernet1/0/1 ¥, 4T shut down 4 5% FH 5 1 ;

(2) #EN IRFL/1 35 DAL & i I Ten-GigabitEthernet1/0/1 5 IRF1/1 i [ 455E s

(3) FFXEEAIG I Ten-GigabitEthernet1/0/1 #LF, #4T undo shut down 7y & JF J& i 11
(4) SERAEEYHEOEE, PUT save R RAFILE .
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(5) #4Tirf-port-configuration active frd G IRF YR i E .

[ Sysnane] interface ten-gigabitethernet 1/0/1

[ Sysnane- Ten- G gabi t Et hernet 1/ 0/ 1] shut down

[Sysname] irf-port 1/1

[ Sysname-irf-portl/1] port group interface ten-gigabitethernet 1/0/1

You nust performthe follow ng tasks for a successful |RF setup:

Save the configuration after conpleting | RF configuration.

Execute the "irf-port-configuration active" comrmand to activate the | RF ports.
[ Sysname-irf-portl/1] quit

[ Sysname- Ten- G gabi t Et hernet 1/ 0/ 1] undo shut down

[ Sysnanme- Ten- G gabi t Et hernet 1/ 0/ 1] quit

[ Sysnane] save

The current configuration will be witten to the device. Are you sure? [Y/N:y
Pl ease input the file name(*.cfg)[flash:/startup.cfq]

(To leave the existing filenanme unchanged, press the enter key):

Validating file. Please wait...

The startup.cfg file already exists.

Conpared with the startup.cfg file, The current configuration adds 5 commands and d
el etes 1 conmmands.

If you want to see the configuration differences, please cancel this operation,
and then use the display diff command to show the details.

If you continue the save operation, the file will be overwitten.

Are you sure you want to continue the save operation? [Y/N:y

Saving the current configuration to the file. Please wait...

Saved the current configuration to mainboard device successfully.

[ Sysnane] irf-port-configuration active

PRI AL IRF 3 LR E T AE, IRF e E s EF “BIMLEREERS” 1)
“IRF”,

4.2 ¥ O 5IRFIR O 48 ERTRM, R AR ?

JUAS H R 2R 25 e P SR R Ay

(1) FEEu DA RHE IRF 998 1. 15 AR E R S0 e 120 12 S CRHE IRF 98 1, %
PR IRF W8 114 LUEEAT95E

(2) IRF By A TARFE RS T o 0™ R IRF W3 0 TAR/E S g &~ (3
o3 DV TARTEYR A3 Ja I R o 6 N RIAT) o ST SR SR (007 it R 11, 335 B 4000 i o 11 B8y
FIERA ) TS IRF 3 1 TAE/E Sl R R .

(3)  IRF B uf 11 43 2EL A5 FH R 5] o
Wt BAR RS 04, R —A IRF i CAN BB [ — 4L B L1 . 7= ion IRF P38
O EAZERIES I “EMAEARRETRS” 1 “IRF” 82355 T,

WA PR ITVEARE R AR R I8, 1R H3C BIARSCHF .
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4.3 F13Rin 0 5 IRFin O 48 ERHE R R Lin O A —HFEBZRF X Lix O£
BRX A, anfArfE:

Y Py EL s 15 IRF iy 125 i 52 7R Bty 1104 — 21 75 B0 I ey 11430 0C B, i 2R el R HoR (42
ARG, A F e SR 5 B AT REA BT
<Sysname> system Vi ew
[ Sysnane]irf-port 1/2
[ Sysname-irf-portl/2]port group interface Twenty-FiveG gE 1/0/13:1
Check failed for reason:
Twent y- Fi ve@ gE1/ 0/ 13: 2, Twenty-Fi veG gE1/0/13:3 and Twenty-Fi veG gE1/ 0/ 13: 4 be
long to a port group, Please shutdown all of them before changing the working no
de.

FL & EAPAE IRF WP L% 208 P R, B — 2 b 204 A Dy sl 55 i 1 B A /R

IRF 880 11, {EiX8ei e FRY NG 15 IRF I 45, QiR KRG WrA [ 4 b T UP IR

A, WA RV E, 75208 A 20 43R E shut down GG A R Vrghae » Wbekss )& 1 [ —

AU E BoNE B L E R .

Pl B Ron o fl, BCE IRF B SRR T

(1) # A Twenty-FiveGigE1/0/13:1. Twenty-FiveGigE1/0/13:2. Twenty-FiveGigE1/0/13:3.
Twenty-FiveGigE1/0/13:4 % [T K, 4T shut down Ay 2 5 i 115

(2) HEN IRF1/2 3% OXLE, Bl &% 0 Twenty-FiveGigE1/0/13:1 5 IRF1/2 i 455 ;

(3) HUIENIGH Twenty-FiveGigE1/0/13:1 # ], #4447 undo shut down x4 JF/E i H. [F4H
g e, HAtOR S IRF S 1 985E B3 A oV IT S

(4) TERAEEYELN O9E S, HUT save fr > IRIFILE .

(5) #ATirf-port-configuration active frd s IRF PP AL E .

[ Sysnane] interface range twenty-fivegige 1/0/13: 1 twenty-fivegige 1/0/13: 2 twenty-fivegi ge
1/0/13:3 twenty-fivegige 1/0/13: 4

[ Sysname-i f-range] shutdown

[ Sysname-if-range] quit

[ Sysnane] irf-port 1/2

[ Sysname-irf-portl/2] port group interface twenty-fivegige 1/0/13:1

You nmust performthe followi ng tasks for a successful |RF setup:

Save the configuration after conpleting | RF configuration.

Execute the "irf-port-configuration active" command to activate the | RF ports.
[ Sysname-irf-portl/2] quit

[ Sysnanme- Twent y- Fi veG gE1/ 0/ 13: 1] undo shut down

[ Sysnane- Twent y- Fi veG gE1/ 0/ 13: 1] qui t

[ Sysnane] save

The current configuration will be witten to the device. Are you sure? [Y/N:y
Pl ease input the file name(*.cfg)[flash:/startup.cfg]

(To leave the existing filenane unchanged, press the enter key):

Validating file. Please wait...

The startup.cfg file already exists.

Conpared with the startup.cfg file, The current configuration adds 5 commands and d
el etes 1 commands.

If you want to see the configuration differences, please cancel this operation,
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and then use the display diff comand to show the details.

If you continue the save operation, the file will be overwitten.
Are you sure you want to continue the save operation? [Y/N]:y
Saving the current configuration to the file. Please wait...
Saved the current configuration to mai nboard device successfully.
[ Sysnane] irf-port-configuration active

P BRI IRF Y8 R EE RS, IRF &R ESEEE MR ERS” T
“IRF”,

IR FSRTTIEAS MRS 8, TEIR AR HBC BRSCHF

4.4 f£MHundo shutdown® & H B im O e R EEE —Hin O£ IPSIRF
i 4 E S £ BUHSE, anfafR?

i undo shut down i@ JT 5 3t 1 52 5 224 — 2 485 IRF 3 46 E B4 FHUH 95 € ,
RN RN (BRARBUNZR], AR o (5 BT BEA T XD .

<Sysnane> systemvi ew

[ Sysnane] interface Twenty-FiveG gE 1/0/13:2

[ Sysnane- Twent y- Fi ve@ gE1/ 0/ 13: 2] undo shut down

Bind all interfaces in the same group to | RF ports or cancel the bindings on all

of them

FELL % FAFAE IRF P B O 2 A0 P BR ), B — 20 3 100 200 43R DRy adi Ml 55w 1 B804 304
IRF P33 1, 7EiX % F18H undo shut down T A JF o I, 40 5 22 4 I [5) 2H 11 &
25 \RF i H485&, WA RV E %00 1, F5 28 1%0m 15 IRF 5 H 98 80k [F 2 H 4355 IRF
Ui LURBR R € Ja 4 fo T JE . 7E IRF 5 134T di spl ay this i UIERCL S IRF 5 4558
R O, R DU A E R R AR IRF Y8 1 445 B .

WR PR EARER IS, TEECR H3C HAR L #E.

45 SERRIRFRLGHRS . IRFYIBIROFLE, EREEZREZBIAMIRF,
Bt alERE?

EIIAR ST T IR E B3R

S B R E#UIRF FRC BT a0 R

o HHTYIELNG IS IRF b 45 SR E
o 4T save mrIRIFACE

e PATirf-port-configuration active 4% IRF ¥F i O E ;
o ERHMARATN IRF YL
HE 2085 B IRF FC BT 40 R -

o HHATWIERLNG Y IRF ¥ 146 E SR E
o T save A RIFACE

o AW TN IRF Y H G
o DI IRF B,
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AL RIRF MRS, SILRFECE N A S HE . IR ER I — 2% . 2 IRF LA
JEU RIS B SRR AL BT 1

4.6 #\fTirf-port-configuration activepy < E IRFHIIEIR OB E < /5
BRAHETXXEEN—HTEFKIRF, INfEILLIE?
EWAARRF B, #5300 J 5 £ TAFR R BT A () IC B 2R % i R R A L B AH A, LAY

AUWTHH ONFEP fh BRI AR E ar S W e, 7 dh i BARESRIE S I “ ML BRI
HIFT” T “IRFD:

o R TR Giliit syst em wor ki ng- node a4 E);

o MEMFHYEMRIT Gl har dwar e- resour ce swi t ch- node #ir4 it B B swi t ch- mode iy
AHLED;

o WHMIEARES GEHILIInk-aggregation capability & HLE):;

o ZMigmiEA (B ecnp node AHCE):;

o AR E GEE max- ecrrp numr 2L ED;

o HIZKT 64111 IPv6 M HHIhEE (JEid har dwar e-r esour ce routi ng- node i pv6-128
I E);

e VXLAN %0 GAid har dwar e-resource vxl an & HCED).

WEREAALEMA IRF A2 A 2 E R L & — B0 I B 540 R & AN, MITEEIA IRF.

f4n, 47 irf-port-configuration active a2 ¥#uE IRF Y5y AL E 2 f5 1% %% 5t o

TRRER:

[ Sysnane]irf-port-configuration a

[ Sysnane]irf-port-configuration active
[ Sysnane] %Jan 14 20: 53: 07: 484 2013 H3C STM 6/ STM LI NK_UP: | RF port 2 cane up.

The max- ecnp- numand swi t ch- node settings shoul d be the sane across devices in an | RF fabri c.
The | ocal max-ecnp-numsettingis 8, and the | ocal sw tch-npde settingis VXLAN. Pl ease check
the settings on the neighbor device connected to | RF-port 2.

%Jan 14 20: 53: 07: 864 2013 H3C STM 3/ STM_SOMER_CHECK: Nei ghbor of | RF port 2 can't be st acked.
%Jan 14 20:53:08:088 2013 H3C STM 3/ STM LI NK_DOMWN: | RF port 2 went down.

BRI, VSRR SR R (5 BB AN B il B B A i B, ORI B — 2. ARB% B3RS

BRHIATTREAR, AU SR {E B rI G BN B/ 24

(1) EEARRGABAEIRRE R ARG B Eom I 8 S/ % Hh 5 R 2% 200 BN BE 1 B U 5
FATC B 5 AR R . Ao S5 % B R 2R B0 8, AR B VXLAN . B8 Al 21 47 it
HH A R 2% B0 B B B U B B IRF-port 2 FE42 AT i i SR B8 A — 3

(2) A IRF-port 2 HE4 14T 5 il A a8 S5 % b SR ORI B 5 AR 2
[ Sysnane] display swtch-npde status
Swi tch-nbde in use: NORVAL MODE(default).
Swi tch-node for next reboot: NORVAL MODE(defaul t).
[ Sysnane] di spl ay nmax-ecnp- num
Max- ECMP- Num i n use: 8
Max- ECMP- Num at the next reboot: 8
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3)

IRF-port 2 345 14T & Bl 57 W e SN it 26 80y 8, R B 00 NORMAL, B A 53 545
N E SRR AR,

B BRI 25 BT S Bl D3 B0 % B B3 G 3T B 3 — 3. R BB B B I E, IR
HA IRF R IEA HA S A %, WA RE MBS HEE: BUsTERFRCE I
HF R, TR E AR A MBESAR &L E i

[ Sysnane] swi t ch- nbde ?

NORVAL MODE( def aul t)

VXLAN MODE

802. 1BR MCODE

MPLS MODE

MPLS- | RF MODE

A W N P O

[ Sysnane] swi t ch- nobde 0O

Reboot device to nmake the configuration take effect.

[ Sysnane]

<Sysnane>r eboot

Start to check configuration with next startup configuration file, please wait..

Current configuration may be | ost after the reboot, save current configuration?
[Y'N:y

Pl ease input the file name(*.cfg)[flash:/test.cfg]

(To leave the existing filenane unchanged, press the enter key):
flash:/test.cfg exists, overwite? [Y N:y

Validating file. Please wait...

Saved the current configuration to mai nboard device successfully.

This command will reboot the device. Continue? [Y/N:y

Now rebooting, please wait........

4.7 {ERX N B E X HFIRFIMSEIZIATN?

XTGP & i 2R IRF HERAZ L, ASTRF IRF AR EEZ

X2 SCR I B B UK IRF RIHER S, (M = 680U G B84 IRF I, ATRISCRARIE
R IEDE

AZHHLSZRF IRF R B HORANERINIMNE BB MCE “ AR ER S T “IRF”,

4.8 IRFEBRRRAT4BEREEK?
LS A bR TR

IRF 38T, B TEE, HERERT.

18 IRF FARMFRCERS, MR IEEE)E, A RAFRE SRR A NS E. 4
M JE BB I AN IRF J&, TN F RS E S IRERE, FENES ENIE
ER.

IRF BV RAS T 5 A 350 A ThREAS SCHE, MR DIRERIICE &= Rk

XFT oA A AL, RS KIAA B, ATRE S FEF R BB NVRAM A 2, NVRAM
LRI & R E R ARG B E R I, B&SUSREN T REs), && LEAMH
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it B 50 o XL LU 4 R Bl 5 BB R G TR] A& A R AT JIWT, a0k R G R BoR
M2 BTG E AARUCES, AT DL & 450 NVRAM SRR, 5B R ER s #  4%
R F L

4.9 LACP MAD# M B BY2E M BT ZE3k ?

LACP MAD & T IRF i H R S HERE AN AT & B N AT R 12, AL 3 oK

BEAS RO B A R B R B T (] B
S T e T ) 2% O BE I 55 I N Bh A R G A
Hh ] B % 75 B SCRFYTE LACP ), Eﬂ*lﬂu%ﬁ%%%ﬁﬁ H3C B

4.10 BFD MAD#MVLANB A PR& K& F =510 ?

BFD MAD £l VLAN 38 % 45 4n {58 FH PR il A9 = 5 10«

A RHFAE Vlan-interfacel #: H I3 BFD MAD &l I 68

R F A, TEHATW T ACE

o fEIRF & &MAE %% b, % HT BFD MAD £l VLAN.

o 1EIRF &M A a4, ¥ T BFD MAD il (4 B 42 DR hn 2 BFD MAD #6314
VLAN .,

o fEIRF ¥4 L, £z BFD MAD #:ll VLAN i VLAN #11.

WIER M FAEAEZ /S IRF, fEEL E BFD MAD B, % IRF 2 20{F FA R VLAN {E24 BFD MAD

% F VLAN

Fi+ BFD MAD 5l i) VLAN $22 156 R ) VLAN H1 H g4 BFD MAD #8011,

T AN ERG B LU Z VLAN . 4505505 75 248 H port trunk pernit vlianall

4 RVFFTE VLAN @i, 1548/ undo port trunk permt #4¥HF BFD MAD

VLAN Bk

==
A b5 =X

4o F A VS| 1S, 264 VLAN 3 0 R 484k 5 A T BFD MAD 42l é9 VLAN 40

2t F S5560X-El. S5500V2-El. ES5500C. MS4520V2 % 7| 4L, %5 %4 3581~4092 49
VLAN 42 R 484E 4 A T BFD MAD #9049 VLAN 1 ,

st F S6520X-Sl. S6520-Sl. MS4600 % 7| &L&HL, %5 A 3581~4092 #9 VLAN 1 T Ae4E
2 JF BFD MAD #4249 VLAN 1,

2+ F S6520X-El £ 7] %A, %5 4 3069~4092 49 VLAN 0 R4e4E 4 A -F BFD MAD #3
% VLAN 4212,

5t F S6520X-HI. S5560X-HI. S5000-El £ 7| L&A, %5 A 2045~4092 #9 VLAN 412 T4
4 % A F BFD MAD #1149 VLAN 39,

%t F S6813&S6812 % 7| M, %5 A 2045~4092 49 VLAN 0 <4845 4 F -F BFD MAD #&
M &g VLAN 31,
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e IRF &I BFD MAD fxill hRERT, 154507 EE: JF/8 BFD fdl D EERT VLAN #2101 H ge &
AT BFD kill, A feirisdr FHdlk 55 .
o JF/a BFD K ThEERT VLAN #2210 H fEfic B mad bfd enable Al mad ip address #ir4. WiE
MPBCE 7T H eSS, RSzl 55 UL BFED Kl ThRERIIELT
o BFD MAD faill Dhe 54E s Dhae B R, fEFF)E 1 BFD MAD £l DhRE 1) VLAN $2 X6
VLAN WY (193 1 E, TEASEETT Ja AR b s

5 MAC Hihik3%
5.1 RA4E&TLEELIFEMACHIEEVLANEE ORBMACHILEAY RS ?

RCAFE N 5 MAC bl R VLA A 25 D) REAL T-JT JEIRAS I, B 2 Bl B ST MAC
Huhk 5 EA MAC Ml R TICEL . W RA7E MAC Hihik 53R SCHIUE MAC HH R T, (HR I
A AN SRR SO 3 1, W B FE%IR O, X T MAC #ihik/2 VLAN #:1H) MAC Mk i
W, FREAEN N VLAN FTEER ZE8 0 ER RO F 5§ MAC Hiuhk R UL o ks 25 D) ig
REFE RZIME . TE R 1% UL AL E D IRTEXT Y. VLAN FT7ER) 280 FORHIZIhRE
(Wi &
(1) HFARGHE.

systemvi ew
(2)  BEANTJZLURMEE O

interface interface-type interface-nunber
(3)  TEEEET ESRIAMCNEE L 5 s MAC HbE R IILRC K 75 2 At -

undo mac- address static source-check enable

BRAATEI T, O ERHRONE D 5 MAC MR IILRCAS & D ae sl T-I1 5 R3S

2t F A %+ undo nmac-address static source-check enabl e 444 =% (4
S12500X-AF/S12500F-AF/S6890) , | R R 3bie 4,

O znsxa
6.1 BO8COEERENIZEEEFIW T FRE?

L BA R E ORI RE ST, —BCARRE B PR el , i DAAS S50 B o i XU A R

JeH BPRERE T B R 2E, IRt D2 LA PR R AL G, BT BLRES ROt DR R
(R AR 80 B AR ORI o SXFEAVII AT (0 e B AR, i — S, HEEEA
B E B A RAEE. REOGELR, DENEADCIRAGHET I, #8655 EE bl

faray
=Fo
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6.2

6.3

HL I B0 H B R AL AT OEA AR 2 A5 .

o BRAFAFFAMRIE L, XUTHERAIE R R LBCE UP, W LLE R 22k T M A S 1
A JC T EREIE R AN TR ZOR, WA AR, T EORECE

o WITTr I8, E AR B3 AN # R E SR TATE R, A fevE i
E PR, — i e B R AR, A fe v R BLE N L7 s A B R, FFE A fe i R
BEEERM AR EN T

ComboORf+AARUP?

Combo #M12—/MZHEH M, —A4 Combo 2 NP _EXt B & AR - — AN DA —4k . f

HHNG MR E R R, FEARRN TE CHBiEEFr—MEOR, B—Mg0mss

S TEEAPIRZS ), P Al R 2H 09 75 SR B A e 8

o IHMRIE AT L MIFRIR T 1% Combo #2145 . Hilln, B &aiR LriE 2
A~ 10/100/1000BASE-T H i& &7 A Wity T ATET 2 A~ SFP 1 (i 14528 9. 10 4% 1 Combo
B,

E6-1 BIEIR Combo 1EOREE

AAV2 AR BATA NV - : “ _ -

.,,._m, bl T
® O

(1): 10/100/1000BASE-T f i£ & v & 5% 0 | (2): SFP®

. it di splay interface %A% Combo #E LR, WHREREETME “Media type is
twisted pair” , RS HE O TEERRE, B0, WA DA THEIRS.

e f#iffl conbo enabl e { copper | fiber } 4% Combo 2 0 A HL D B3% 6 1.
ReEOMmpREONE.EBWLLEK?

BOMAREHR, AN, AR S ESRAE, 5 L SERRg o

o HIMAERSAEN, WO EREEREEMRSEOAR, MZZEOARIAREL.

o RIMAZKSAN, WRED ERJEMEREEN RS DA, MZE O IR &4, H
T AREFIRES

BHMAREA )G, ALLTMAEDL, AP G ERAE, 35 Bl SRRt oL v

o RIMARGHE, ARBEEE DR IEECE.

o EIMMARGYE, WLMEHEEOREIERACE, Ha PEEROANAREFIRE.

Kb ARG FARES TR ISR 3 D ANRES SRR I Fe R, A7 QB b b LIRS IO VR 4138 5 A5 7 i

“ CIRBAR—LURMISC B BT T BURINBERR RS 7

JEVERRC B AL A R E A A IR 6-1 k.
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6.4

*6-1 BMXERENAE
BB BES

Sty 11 o 29 Ui 1 A2 TS OB B 4L s 11 T P s 1 Bl 25 2

QinQIit & 5 I QINQINEEIT B /25 IR A . VLAN TaglITPIDME . VLANIELL.
VLANM G Uiy 150 B % FhVLANBUR G R .

i b fe VR VLAN. 35 B VLAN, 55 85287 (R Trunk. Hybrid. AccessZ&%Y) |
VLANFC & s A TAERE (Elpromiscuous. trunk promiscuous. host. trunk secondary#z) . JFIP
TMEVLANIE & . ET U AVLANE E . VLANIR SO B Taght & .

O R G AR, EBAFE T PR

o AEBG RS IR A4

o PEX " EBAHMK G LR — PEX B D8 A— PEX A A — Z AR PEX
4% 0 o [RIR A 20U FH [F] R 51 PEX s AT RE R SR & o A % PEX TEAIN 2815 S WL &7

BRI E RS,
BEHERMmINEEREEREN?
SR L Y A A RIS A A PR, T BB P S M B AR R R ARt 0 TR B
RATEA L, Hoik s 77 AT IR

o XIFERSREH, F R EORIEAE R —BER P At AR ARSI — Bk, AR
HIRETVEIE R .
o XITEISEEEHA:
o TR HERG W (B % 2 E BB i R B Y ) i 1 AE % B RS AL B IE R ARIE IR
PP R 5 ORAE A 3 3 5 1 — S P s 1 0] ot R AR SR B i, SR G ThmeRI AT IEH A .
o AR EHEM I B AR E T, MBS 34— 1 3 Lah &R & 753

6.5 WAIRERR B S AE ISR a)R] ?

EEREAN RN 5537 5%, K R A 504007 AR AN A (1) o 24 HE I % 56 6 B 20 4R 35 S0 1) )
A DUEAT W0 T 2208 67 880 7 P AN 1 (1) i)
o BB HHIRNY
A RGME R | i nk- aggr egati on gl obal | oad-sharing node #4142 R
PR HRRAL A pLIe v] Lol it R &4 O E R | i nk- aggr egat i on
| oad- sharing node iy 2 I GH OMFA T HHRAL . BARSCRAI S 4 40 2870 DL i
SRR L HE o
RORNEINZ N P R S eV
o XFIPRIC, FTLAFETVER IP shhlok H i 1P bt iE47 fa sk /48 .
o XFF RO, LA TIE MAC Hhbika% H £ MAC Ml 3E1T 52385048
o RMIAHMRIIE K IIRE
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¥ IRF i W& E 55+, nIBUEH undo |i nk- aggregati on | oad-shari ng node
| ocal - first #rd XA K6 .
WEERE, 5 IRF AR EAREE K, BRIATRERZm IRF RAFRE.

6.6 FRERESMMSRSFEIR?

SRS, FEARESRE D NMEH | acp edge- port iR AR OB B NRENLED,
R N RABENHFET/EENS KA.

TEMR S48 AR BC B 2N A TR A BN, 2RSS 45 M B4 R EE RS o] DUE A, xR &4 N Br
A R G T ERVE S A B VG R ARSL, M PR IR 28 Sty 18 4 5 9 285 18 #5110 1) 22 25 BE % T LARE L &% 1
HATEENE . FEIRSS B e A B E AL B R, H ARG B i b T IR H KIS LACP R OCJa, Mk
% BRI SRR B A R R s T 2 B B R, NI 5 A 4 i W B2 IR 1A .

7 DRNI

7.1 DRNIZEWAETEIPHlt B i A @A abiE ?

DRNI 25 [ i 55 B3 AT LA N 5

o  FHEARLGWUIKTE IPP 1 FAEE undo mac- addr ess static sour ce-check enabl e
i, KROS5 MAC Huhl R UL ALK 2 Th &g .

o DREIMX vk g5 it E frfE VLAN il .

e  DRNI E&K&HE MATERE&IER, SLIITR&EN.

7.2 DRNI+VRRPEM A, HiEREADRIZER, 0{EEE % [E—ICMPIRIC
HDRE L FULEIFRIX ?

7E DRNI+VRRP M5, 7% DR & FEE—4 DR # 0 0 FREE ) VLAN B, Z5eE
VLAN N E VRID ) VLAN 2 156 M ) VLAN .

8 VLAN

8.1 A AER4SVLANTGEE T Trunkim [ ?

#73 VLAN Joikisad Trunk o1, FTHEE 2 H P ARKEAIN T VLAN IO E] Trunk S . A5, A
# Trunk S B VLAN 1D AR B3 3im 1504 1 Trunk S R BRE VLAN 1D 20— 2, 75 4Rk
SO ARBERE K o B AZ e U, W UGBS di spl ay v an iy AR EE N VLAN Z S T Trunk
Ul . AN, ATLAZERECALE T port trunk permit vlan fy4 i EAMHNK VLAN JI
A Trunk [, [FIRFEE port trunk pvid @74 IERBCE Trunk i L) PVID.
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8.2 Wi IFFAME B £ 1F 5 EVLANEL £ ZBVLANIE T Trunkis [ ?

BT Trunk i ) VLAN R BEER: AL TGS, IEFRCE P RINT
(1) HARGHEAE.
systemvi ew
(2) HAECOMEAE.
o HBEANTELCRMHE ALK,
interface interface-type interface-nunber
o HEANTRERELIUE.
interface bridge-aggregation interface-nunber
(3) e B o R R 2R TN Trunk 28%L.
port link-typetrunk
BRBIEOLT, i EEER AN Access 2871,
(4) FiFfEER VLAN B4 #8 VLAN @i 45T Trunk il .
port trunk permt vian{ vlan-id-list| all}
BAATHOL T, Trunk 5 H R S8V VLAN 1 fRkoCi .
(5) & Trunk 3 ) PVID.
port trunk pvid vlanvlan-id
BRATEIL T, Trunk 3 ) PVID 24 VLAN 1.
WP EMEH port trunk pernit vlan all @54, PABHIEARBZAL VLAN [ H P Zim
17 i) 52 PR B3 U

8.3 A AIEEZFIREAZIP PhoneBIMACHE LI ?

WA IKEUAE] IP Phone ) MAC Hihil, FIRERIZIEHLAIE R & BE B OUl kb, W52 P AR
fic B A5 BT SE EE B S ML OUl Huhil, 4R)5 4447 di spl ay voi ce- vl an mac- addr ess & &,
BRI AFAE XL -
W &
(1) HARGME.
systemvi ew
(2) A E Voice VLAN 51 OUI Hihik.
voi ce-vl an mac-address oui mask oui-mask [ description text ]
Voice VLAN JE 3 Ja A 6148 (11 OUI il A %84 OUI LRI VEAI N 41, 12 W&k “ =
JEHR-DLK AL E 18 T 7 i “VLAN” .
7ETC & Voice VLAN [#) OUI i :
. OUI thlib AN feAE) FEHibk 3 Al Rtk , L ARE &4 O Byl
e OUIlEZ mac- addr ess fl oui - mask SHAH5 K145 R .
] WA 2 CRFBCE OUI btk Hi DR ™ i SEBR RS A o
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8.4 BN PRHIIEIEAISEE ?

A LLE S R 5 B8 VLAN, KT S RCSCIRBIER — N VLAN P, A IR $I) I ia . 22
BALAT SZERR VLAN R0 7 REHE: BT 0. MAC Hilik. 1P 7M. Py kL4 VLAN. A
[ W& R BARTE DL, 155 %% KWL —ZHAR-LRM AL AL B8 S ) “VLAN it & 7
i

8.5 HIRALEEOMKAASHITAERREEAN?

TS EEIERAIX 43 = o RS IS

o Access: i 1 HAERIE—A VLAN PR, K ZMHSCAT VLAN Tag. — R H T AIARE
WU VLAN Tag 1 7 20 i & AHIE, B A TR ZE X 20 AN VLAN BT S

e Trunk: ¥ HREARIZEZ A VLAN BT, &2 1506 FEE VLAN K3 SCA T VLAN Tag, H
fit, VLAN FFRSCHER L 200 VLAN Tag. 38 % FH T X 4845 40 % % 2 8] 1 B 3%

e Hybrid: %l 1§ IEZ N VLAN FIHRIC, B 1 H 25 RSO TR 95 75 2200 B 2L VLAN 3K
A VLAN Tag, 26 VLAN I3 SCAH VLAN Tag.

SR G MR 12 1 R 4RO IR 75 75 BT VAN tag B0 75 R rsE K 24 VLAN IR SC, {8/ port

l'i nk-type fir A i D S8R ey 1 A 32 1 270

DIz B R R

o Trunk g FIANREE BV A Hybrid 4 11, R 850K Trunk i TECE N Access i 1, FRECEA
Hybrid % 11,

o Hybrid 5 IANAE ELEE VIR Trunk 35 1, R AES0K Hybrid i D BC S A Access i I, FEACHE
N Trunk i [ o

8.6 7tVoice VLANFHIIFREFTHIRZ NI SHIFEERBTRAELN?

£ Voice VLAN R AL 55 5045 5 A5 0L, 134T undo voi ce- vl an security enabl e fi
4 Voice VLAN HZ 8. RN, W& 253\ Voice VLAN &4 (114 3¢
BEATYR MAC bl DUECKE 2, X T AREDTAD OUI HUhEfdi SC, K HEFE. BRI R EAEAE
Voice VLAN H [l i A fifs 3 AL 55 04l . ndf A L7522, 1 1A Voice VLAN HZ2 A5 5%,
Y55 s o p B 5

8.7 A%k #FiH O AYVoice VLAN T {EHEK ?

HEHE 3 1 0\ Voice VLAN IASE 7 R, 7T LK Voice VLAN ) TAERE RS A s A Fahis =,

EFTTAUT .

1. BEER

H TG A T AU 1P B iE B ICE N (o 1 [R] I A% 4 5 250 AL 55 ) r92E 7 =X,
&1 8-1 s
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[E8-1 E#l5 IP BRIEHRIKIENLEME

Voice gateway

Host IP phone Device

2. FahiEt

FUEH T 1P G RIEE N G AR RE SO A T, W& 8-2 fin. %4 M 7=
AT DA Z s & B AR SE S 5, R PR R Gl 45 B S S B AL S s . SR N E H
T IP 1k & H Untagged E& R SCITE L, A EZEA S5 F3CFF Untagged 8 & 2P RC B 225k, Wik
8-1 FirR.

[E8-2 IP HiE B miENEME

Voice gateway

Device

IP phone IP phone

<8-1 A[E3BuH O #r Untagged 1B S #IREC EEK

: BEYHE
V‘;‘}?ﬁéﬁ'\' BO%E | Untagged i& REEK
SHIE
Access R ¥ F i\ Voice VLAN
T st Trunk XHF PVID 41 Voice VLAN, H#2 N 1 78 ¥FPVIDIE L
. . PVID i Voice VLAN, HARVFPVIDHIR CAFVLAN Tag
Hybrid CHE it
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O s
9.1 HABRATEELRESE ML RO ?

HAHHERL G g RS E55) LRISIT AR L. Sl LS X S A IE i
FERE 7 AR S0, D20 RO ERAS T REM A 7235, £ Up/Down EAMEBEES; 84 o 46
PRI o A 7R BT 5, S BGZ R 1 — B 18] 5 A4 REE N AR S 1) X0 — Lo 7 2 v i
HAE R VE BRI A AR L 55 AN T2 o O 1k IR IR, 75 2K S P I e 4 43 1 o 1
Fe B NG o 0% VRS2 Up Ja il BLPGEE AR AORES, IR AAZKIE TC 3L, A
SN HAIBAT T A R BT I 288 3 AR

9.2 AHEAMFRIN, TREIEVIRE ] ECE R FRYE B TARRG ?

H3C WA RIS AT AL B DL, A ] ) 8 46 [ AR AS T AR B AR T LA AR e . Hore

o MSTPHRATLAFZ RSTP HA M STP #i, RSTP #iz\r] L34 STP fix.

e XIT Access ifi[1, PVST /(T & VLAN F#ffE 5 HAt R R B ARFRESS: % T Trunk 3 H 8%
Hybrid % [, PVST BN AEGRE VLAN 1 6e 5 H AR A B A HEZ .

VA O it B & N HAR = i 4, VO I %5 H3C W i A —Fh TAERES, DLl

PR 22 7 10 LD AN SHE 25 1

9.3 AREMMNNE, FIBEHPL S EERFMEHRTINITRE ?

TEAERE T 2E OB UM I X 28 R, A i T 55005 B ZE IR 2 — 2 I8 %, AT e 30T AT &0 R B 2 b

BESCREU BN . SRk S B A R, SRR @R R B ik SR e AR R T SR iR E, DA

PRI I (1) — 28 i -

(1) IRMRY

FE—SSH ER I, F PR AR R A BN AR BT I AR R A R B, S ECH R & AN

I, BONHETIRARST, 51 R AR R 0 ZE BTSSR N 45 1 2 7

AR I T B 77 T e A R A AR

o WRMMAELS SEMMUTE, BUEBR N e gm, A& stppriority s,
B E RGO E Y 0 BUERUNITR R, LB B8 € Bk B AR R AR IR () B
o

o HIACE stp root primary @4, P ARG RENE RN R, FEEERZE, 3
W — BB E AR Z G, (AR B SOZ A IR B

o WERWIER NG, TP AR IIRE AEFE ALK FECE st p root - prot ecti on & /&,
Iz OHERTA MSTI _E i 1 6 K B v dia e o 1. — Bz CCEISE MSTI AR 2644 58 i 1)
BPDU, ZRIEZ MSTI by 18 EONIRRAS, AN FFE RARSC O 24T 1 iy 11 AF 322 (1 5 % D
). M7E 2 £511 Forward Delay i [i] (5441504~ Forward Delay i) 15 7)) A YR
FIEALK) BPDU I, i KSR JFR I IEFARAS . ARORIThRE, AT DARE G PR DR I B
Buiky S AE S SR A B S

(2) MELZ A BPDU fRY
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SFENZEBRE, SO —BREZESH P2 (0 PC) SCHF MRS S AHIE, BR8N\ i Rl

W B NI S 1 DASEIUIZ Sl D PGEER . IERE LT, BN AR ROZ S P 2028 A B

) BPDU 30,  ansRiiE] BPDU i S n] RE 2> 51 M 25 Fh A a5 i 284k, 18 R % 72 35

AR PR CER T BPDU fREFIIEESR MR R IX KR B A2 REE D WE TR E stp

bpdu- prot ecti on &5, WHRLZE ULE] T BPDU, R Ly ¢k, [FI @& P

X AR A BSR4 A AR 1 e — s B T [ B 2 K A i, X NI i) i)

W rl @it shut down-i nterval 4R HE.

(3) HLE IR

U AR EE AN WU 15 4 0% ) BPDU SRZEFRFAR iy A0 HAth BH ZE iy L1 FPIRES o W R B T

PR AP FE B LIV R A, X e SO B BT BPDU, I T Ui A A 2 BB R i 11 A

B, FECF IR IR S AR AR e a1, 1 PH S a1 i B8 B RORAS, BB M 4% e A

7N%

FE R I 04 AR i 1R 5 i 11 _E3Eid st p | oop- pr ot ect i on A AL EIAEKARI ThAE G, TTLL

M) R A RIS T ISR DhRe MR 1 b, FCETE MSTI IR#IUGIRZ53°4 Discarding

KA iz YK E] 7 BPDU, 1X%8 MSTI Af U7 IEH FPIRASITFS: B, X2 MSTIHK—E

4T Discarding RS DA G20 25 1) 72 A2

FEERME, THEAAESH D &imME s O B ERBRAS Thae, &M% 0SSR —EikT

Discarding R 1M Joik 1B H #% P L

(4) FCHEB; TC-BPDU M4 Thk

TEI8 52 3] TC-BPDU B IHAT AN, W& S BRI Kb R I, R A &R TR

KAHH, Bl B N2 Fa e M. i AT LT S B TC-BPDU Xk R4 DhRE,  LAIRE Gt 2 s il B

R HBER T, ZINRER W T

o HERGME FIITstp tc-protection w4, T LIJIFEE TC-BPDU B ff4 Ihfi .

o TERGMETHATstp tc-protection threshol d nunber @4, 7] LA & 7E # A7)
(HEE RN P, BE&UCE] TC-BPDU Ji 37 BIURIH 5 2 b bk 2 30 1) st v VR

o JFEADIREE, WHRBATERAN ] ([FEE R AUkE TC-BPDU FIIRECK T nunber
Wy AL ARALX BN ) 2 ¥ R AT nunber RIS & bk 2 0B 0E, 16 T8
number KABEE TC-BPDU, W& & 7EIX BN A]d J5 F 48— HEAT — R ik 3 001 39 (1 351

9.4 & Z SRR TCIRSTRHZAn a3k ?

BRI TC G AT W R MR AR
(1)  TCHICHTLE R Sk & MAC Hohik i A B8 )
£ MAC Hbbib R B3 5 ) i R, 7= AR R AN BB 2 S UM 28 it &2 it
(2) TCHRICPTFER SEHlfih & ARP $R I .
ARP #2330 ARP |7 iE R SCIEM 28 iz i3k, BN % i di.
WER AL R TC RS, MK AT LA e, XM= Erid, FHER
RGO — AT R AN PR AT HE A R R
(1) e ML T B TC .
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i HEGER, B2 DR TC R, #iEin e, #—DHE 5 1%0m Xt
BRI HEEE, RS2z s & B RS2 H N —JB AR TC . KRB
A7 BRI G 8% A1) TC L.

==
A AR

PVST X T 2 4% TCHR LGS, BHKIARITHPH A58, TR E stp | og enabl e tc
G4 BuE £ PVST X Tk §40m R4k 3) TC %E«xﬂﬂTﬁP B EZEAR

(2) HhERAIE S TC LI ER .
WA TT A B RSB L R, 3% 11 UP/DOWN, T 4577 A TC RS0 B0 B A7 7 5 145
% UP/DOWN 5L, (S AE 4 TC 3o
(3) WHERTCH#IL.
R B EAFAE S HAE UP/IDOWN, W) 3 A1 7€ firsim 11 UP/DOWN [ JR PR G fig ke, BT B
WAL= TC RIS -
USRI JCIEHEE ™ A TC RO i R BTG fif ¥ 1 UP/DOWN I8, mf DARZRE4n ks 77 =X
HEAT I B R 2 -
(1) ﬁﬂ%ﬁlﬂﬁlﬁlﬂi‘%ﬂ’] YL A, TG B g 1 OiA S 1 GETd st p edged- port @A ACE )
Uit VBC B il 2o 1 )5, %9 1 UP/DOWN B, ASFEP24E TC R,
(2) Sz X R AR A B A, R R PR AT S A -
o JFJi TC-BPDU &R #IDhAE GEid stp tc-restriction a4 FFE, BREHEN FAT
KHPRED . HFFE T 3 F TC-BPDU A& RE IR M ThRE 2 )5, %35 KA T 1) B i A5 3
TC-BPDU, AR AL % Kt bk R 11

o JFEBi TC-BPDU Kilif# i Ihhe GiEid stp tc-protection dJFE, SR&HENR Fib
FHBIRE), FHiELE B UE TC-BPDU Ji 7 R R e bbb 28 30 F) e e BSR4 il Il 38
i Gl stp tc-protection threshol d A ECHE, HATENLNTE AL E ([FH
ENTFE W, WAEAYE] TC-BPDU Ji 3z BRI &% & M bt 2 30 1 i s e 6) o

9.5 FREMMIMNLIE, JA1TE: 5 X H ith 4R IE A RF2ME ?

5 H A AL 5 T R AL W ThRe 5, 2l A IE o 1 A0 BPDU RSN, 51 A H:
At P 2% BTV 552 B , 3 B 2% 7 1 o LI JE I FiC B BPDU BT AE, W] LA AN 0% BPDU
WAL, PLGx Hopth X 2838 A R B2 . 335 %0 7 # DL e BB 0T R U S 1 1Y) BPDU i g Th g

(1) HEARGME.

systemvi ew
(2) BEAEOMK.

interface interface-type interface-nunber
(3) M Euu K BPDU i JETHE

stp port bpdu-filter { disable | enable }
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10 sewm
10.1 B SEEE R B A R (2

TBEA% LA AR I ] ) 585 5 36 A0 R M 41 SCOR A 2 7 15 A CE PRI, T I ] 8 583 ALK A A it AL P It
TR o [ BB 18] (] B P8 T %A I 7E. Block #EXR No-learning A5 T i 1114 52 1E #
FORZSTRSE . I [R) TR RRs ]y, i ROV AR, PABRAGHIN () ROy, S BRI R G 58
VSRR 5 IF TR TR) BBk A, i 11 PR VRS2 T PR, PABER ARG ) SR BTG, o5 P Ve ) R G SR YRR/
T FH PRI e 26 SE B DU I B SR B3R, SR TE L A G P ] T o o

Al F3 ZE R, FABRAIIAE Shutdown BEECT, 5GP AR 3 11 R VRS2 A S22 e D[] 18] e )
SN, TMEAE shut down- i nterval 4 Ho B A3 RSN E I S9N e, 50 1 E 3Ky uP
WK

10.2 IRERAE A0S B ThEE B LAR] BB & S ?

AN ECE, B EAT A A b 5 B A —Z B Tae, wRpIE FNICE, mTReHh—&
FE 53— PR IA G BT DT RR 73R, 3 BRIA BRI Dl BE AN A R O T e AN AR A0SE i)

11 s

11.1 REAFRMIKORGAEESZ T —PMENRO, BETIEELEMN
ANEZNHWIROEALIE?

By vees b, AH S N BHRZH SCHRF I E 24 H o

o scas b, Al DR AASRFRCE 2> H s 1, BRI E 5 A B R O 4t 3
LINN EYCE:

<Sysnane> systemvi ew

[ Sysnane] mirroring-group 1 nmonitor-port HundredG gE 1/0/26

Mrroring group 1 already has a nonitor port.

XA R AA SR RCE 2 A B R D%, AT UEALZ R SR VLAN SEBUA I (R 4152

2 A H i .

1% 7 AR Z A B P B G ISR FE B 1R VLAN ) 38 R I6 1 S B s i . HARSZ B 7 50

e

(1) EARMES EOIEEFE RS G A . LB VLAN RIS o 1, A e & b % B2 W 4 4%
112 AN 1IN Z VLAN.

(2) BGHCEEFEEL VLAN F 7 i R Mo g O k% 25, sSiilB 8GR ek iz s £
A H H 1

HARRE TGS “ M E BRI ERS” T “BR7.
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11.2 RE—_EriEmARGE, ATASRGELXNEOFFENRER
mm?

BE XL OB MAR Vs VLAN F1, w2, 1§ 554 701 0 815 VLAN
B . S AEBE 1% VLAN T 85, AN RAEHAD A S, WA B85 T 0 D i Nz 24514 VLAN.

11.3 ECERGENIRImOKY, FIRERIREEBMRL?

15 WL EA S B D 9 11 S Y SOHRp R 0 PR AR AT — N2 1 SR PRI (R 26 5 L B PR A
EIINZIE COR S SR IO E VBRI 1, FRal A4 0. VLAN #1554 R 1. VLAN #21
—IRASCRHE NGRS L, TETCE VLAN S R A BRI . BREH RS EN
BAREEOSRASAR, il CMEEANRERERS” M CMREENEE G S
7 P “HIR .
—ANE O AT ME SR I I B AR L5 H 32 4 SCRP IR 1L R A
o WA b —NEDOOCCHHE N —AMBURA M L, Rz D E 8 ZANGHR A R
PR 4 1 SR TS (B B, R iZd% 1 g it BN HAR AR A )5 1 -
<Sysnane> systemvi ew

[sysnane] mirroring-group 2 mrroring-port ten-gigabitethernet 1/0/1 both
ten-gigabitethernet 1/0/1 is a mrroring port of mrroring group 1.

o HROIAS L AR R IR 1 2 AT BUIMA DY AN BHR AL, DX Y 552 AT LA
ANPABEARA, B LN a] s AT e P R UM =GR 4. i R
VRN BEAG W 1 E E  75 L o PR 1

BRI BB, AR EIRTTEAREME A 1] 5 R R BOR S

11.4 A 4B ETEEKRVLANBVLANE O EESHE RIS E 2

W RIS VLAN BCE T XM VLAN 8210, 448550 B i MAC Hihk 1E 472 VLAN B2
MAC ki, #SCHT =28k, Ao NG H M Dkt . @O ERLE A8 VLAN 11
VLAN #11.

12 DHCP

12.1 7ZEDHCPHbiit i B Tl & & PinMACHEIIE 5 IPHIE BRSS9 E, &
e =X

7£ DHCP il R R T4 st ati c- bi nd i p- address i p-address [ mask-1ength |
mask mask ] har dwar e- addr ess har dwar e- address [ ethernet | token-ring] }

TEERNRE, MEFAYER, LA IR E ) MAC Mtk 5 52b5 1 MAC ik OR¥F—3, Jf
HECE ) MAC Hihik 202 4 300 MAC Mtk (MAC Hihik iy 4~39 M FRFERFE, FRrH o H g
BFFENBERIEON <=7, HIEAN H-H-H--+, BREJE— H &R 2 frek 4 AN sefil$osh, Hibty
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FEor 4 ANk E 414 aabb-cece-dd A R % P i i F ik, aabb-c-dddd il aabb-cc-dddd
RTCREI B P S ik o) o

12.2 {EEZOSIBAAEEHDHCPREES EME?

AT A4 dhcp policy policy-name 6l DHCP $m&, 7645 &8 O F #4T dhep
appl y-policy policy-name 45| FHZHEIE G, %48 0HE] DHCP 3 KRk S, AR
B IF AN ILEC DHCP K% HiEid cl ass i p- pool w415 5E M DHCP /3%, 42k DHCP
SR SCAIHE 5] FH Y DHCP SEBS ANELEEITAC ) DHCP FH 7 28 5CHK ) DHCP Myl AN A ERT
IP bk A AR S 200 Bl 2 R

12.3 HusbWIPKE SEEMKN N T & EFA?

R ER IP MBNEEE /N, 2SS4 ER) 1P HlkyE B Wk a = Wbk, DHCP k% 2%
TeiENTIAH) DHCP & P sy Ee e hl, Rk 3R P A FR] 1P MEBSEHE, RIEATH & imdl e
SRELE] 1P ik,

12.4 BLEDHCP Snoopingzfa, TR P ASKENPHbLIE

BB REIL T, #EJF) DHCP Snooping ife)a, 4 LA 3+ DHCP Snooping JiAg s 1145
SR . A 12-1, FE@E dhep snooping trust frd-ZEHE: DHCP RS 2t 1 ¥
BN AT, IF BB 5 (E30 1 55 DHCP % 7 S K 3 1 4 7E Rl — > VLAN Y, LU DHCP
Snooping % & IE ¥ ¥ & DHCP k5% #5 R4 L, fR1E DHCP %% /' i BE % M 512 K) DHCP filk 5% &%
FRECIP Huhk.

El12-1 fEEmAAIEEERD

DHCP server

DHCP client Unauthorized
DHCP server
" DHCPRIZRIC
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12.5 FAMNE FPuimERiFIPHELEET, {EADHCPARSSZERIVEIZ Z RV 7L &L
E FEARE?

XFF4bF VPN FA R A1 b B P Mk, # V5 &AEN DHCP k45 4%, AS75 257E DHCP ikl
HWRGRE VPN 2, % Sl il DASREX S 1P dthhik. {524 V7 &41E N DHCP IR 250, FHEAEA
Jo7 Hh bkl P G B e R VPN S I andiF VPN S245] abe WA P i TG 1P HihER, 7R
£ DHCP JIgR %525 FXxFRif) DHCP il B F 4447 vpn-i nst ance abc #r4k46&E VPN S
abc, JR[H /& DHCP %528 1T DL 28 K17 oA IUAT VPN FAR,  ARECE VPN JE PR kbt X1 o
FIAM, BLE T VPN J& M r bk Rl o 2R VPN RARY,  IX R AR 45 d8 o] DARE AT (FE A 0E
(bR R A 7 v o PR R 20 9 HAd Sz & im RS (S

12.6 BCEDHCPARE 22k DHCP 4k SRV BTIR 242
HEXEZRGAE TH#AT dhep enabl e /74 )5, DHCP k45235 DHCP F4kfic & 4 e AE 3K

12.7 iEEDHCPZE Fif Pt EMACHIIE BRI X &, S BB HINE ?

A EIL T , DHCP Snooping & LR DI REAL T R APRES , A Hoth 45 (9] &1 1P Source Guard)
FIHEAF X LR IS ., 7T DAE RS KL VLAN #LE L VS E a8z DR R $44T dhep snoopi ng
bi ndi ng record fiy44m DHCP Snooping %4& . F&EFERRZE, A& RICFITE
DHCP snooping ZREFZFR I K DI RE AL EIA T, 15 DA A& SE a9t

12.8 EF#fiE MU S ECRYIPHIILSEERY, MiZEEMHA?

7t DHCP i AL ~, £/ addr ess range 2B CAATERISIAS S B 1P HihEyEE R, B
1 1P Hiuhil ¥ [l 75 2278 55 2 AT 1% DHCP bbb O Be 2509 1P Hutik, SR GZSHERBLEH =, W
B PARITE AR LS, FE{EH reset dhcp server ip-in-use BB HuhEAL
Y15, Fi#4T address range A HLE .

12.9 DHCP Snoopingfy{5Eim OFIEEFEimOREETLAMNE £?

P2 FR a0 AP AERL F AR AL DHCP iR %5 2%, W] RE 550 DHCP %% /7 diig SR EL 2 H 1% 1 1P kAl
W25 BiC B S 40, AT ETEIE #0085 - N T DHCP & 7 i g il i A 7411 DHCP AR 4528 3K 1P Mk,
DHCP Snooping %A= HLil 5o 7K iy 115 B A5 AT 3 1 RTASE AT 5 11

7t DHCP Snooping % # -5 1] DHCP JIi 5545 75 1al iy s 11 75 B EONAE AR 11, Fofthsg % oA
EAEu 10, MIIERIE DHCP % P i H B8 A2 DHCP iR 4525 3K B0 1P Mk, FAH 22% %) {h DHCP
Jik 45 %% JCi N DHCP & F it 4 i 1P Hbhik

12.10 Z#H{EADHCPARSS R, WAECE A REEME PR ZIRISEE
IPE A5 EBIPHINEAYIE & & 4 ks ?

AEHANER DHCP RSS2 A% P i 40T 1P Huhik, @R AR5 PR A3 [ i 1P Mk, AN 2R AL
SREL 1P Huhik. W] DLYE DHCP Ml M R, f# M st ati c- bi ndi p- addr ess 4t B 1% % /7 i
A IEGEE . & P G 1P HibEES, RS S SRIER F & P 1D 5 MAC Hiubik o) i [& 2
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1P Hutk. filtn, £ DHCP Hudikith O H1C & 4% /3 1D Jy 00aa-aabb FI%F o, [H 52 73T 1P 3
ht10.1.1.1/24.

<Sysnane> systemvi ew

[ Sysnane] dhcp server ip-pool O

[ Sysnane- dhcp- pool -0] static-bindip-address 10.1.1.1 mask 255.255.255.0 client-identifier
0OOaa- aabb

AR ML R i Canoe. FTP RS 4%) 5 T DHCP g5 23 bl b (1 1P dhtik, Jyik e
DHCP 55 #340ixX 2L 1P Huht 7 BeH 25, 512 1P Huhibyh 5. W5 7E1E N DHCP & 28 B4 1 R A
KI~, % dhcp server forbidden-ip iy &t B 42 AS 5 H 3 4 FLH IP Hihik; 507E DHCP Hhtikith
MET, flif forbi dden-i p fy 4 & bl AN S5 B 3h L 1P stk

12.11 At 47EDHCP snooping2EM T, DHCPARSFZ&FHIER /7 itk Fo %k 5

Bic?

DHCP Snooping 2t % i MAC Hitik. DHCP 458 DHCP & /i /- lic i) IP Huhtk. 5
DHCP & P82 1 11 J2 VLAN Z5(5 2, FRAEgh e R . —Reae 2pE 2o H R4 e 2 S AR B
1224 Thée, W IP Source Guard.

24 DHCP Snooping % - A FELE e R, HA MAC HuhbAH R % 7 i L 28 g 1P Hihkis, &
THIRZ 2R, WRILEX S REEH P EZ2ARER P Ui E &M, Bl DHCP Snooping %
BASBROARIER, NN FEE i ek kg 1P Hlk. =7 LLUE i % DHCP Snooping # %
I E R

13 P k45

13.1 A 2ABAEERZIRIBNEIE—EEM, BRI AIWebEIETT
HEFSHIAIR?

HAr, #0MSHacbl, BRASCR Web &5%, HHJ B Vian-interfacel #JiC & 7 544 (1 1P
bk, F P SRR EITENRE B IP (58, ATRIREGZbNE, % 1P Rk iR A
255.255.255.0,

2 GEREEL 1P AR F) 1 LUK A AL N R — R 3 B, AT REER 1P bk b R S U0 6 5%
Web & H T LS 5 N . 15 FEREIT Console M &R xc#dl, J7E Vian-interfacel #1101 R
iHit i p addr ess fABCEHHY IP b AIHERD, VEECHTECE M 1P Hubk SA7EZ R I B, H
5 HAD A 1P shhEASR5E

13.2 AFLASEIMMTIITAF, {EREEPINgIEXT A IPHUEAYIF R ?

7Y IP Mk fERE Ping i, 156 & 2 (8] A% B rl Tk HAS S R, IO IEE IR .. A
IX A H B D T HT AN R B FT R S Y R A A R BE e B RS I ZE L B K 2 4 TR W) @iE, TCP
MSS {Eid /).
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S FEERRHZE N B, ATLUE AL E QoS TRME ok FE S LA 77 SORGHM: X T 15 kbl 22 4 TR ms 1)
L, E RS A U B B KRS SRS TS JE T Web ARSs: XHF TCP MSS B/ 1) i, & t cp
mss val ue a4 ¥ TCP MSS 1A% 3| — NS HEUE GEF IE 1460).

13.3 RELHIEI Telnetd R LR &R N ANBERARHARR?

PVELBERR N TIN I L 2 LV EE 1P Mk ph R 2 3B Telnet & s Bl o ST

13.4 |IPHIUEHREESE I 2 HPE?

IP bbb, fEAE 2 FENE & AR IEFIBE . B WA IR A
o Joik Ping i HAR B A BGIEA HoAth ¥ 4% Ping i

o LIAEF: Web LA EE S5 NIB

o Telnet HEFE &I T 1%

o fHH FTP. TFTP &7 &4 SO i S5 Wit

13.5 & #FPingM ALt BEE, RILAMNRLE S EHEE?

(1) MERSAEGIESE R T IP HbkXT M) ARP R, BI4#4T di splay arp 4 &E
ARP R I ¢ [P Myl %t 57 (1) MAC Hidik /2 15 AT SEBR ¢ MAC Hidik—%. Wil —3%, 8
ARP I, 5 82% R A5 N S 80 WA, WA RS (P bk o) @, 5%
BHTH(2). ) B IHEE.

(2) 1P bR E AR B0 IRAERDAR R B TP R DG 1P ASTE R — /N W B St i, EERTIC
BB IER 1P HuhkRI T

(3) 1P kbR o A5 Ry RN P A A X 28 A% 1) 1P bk 5 e A BRI G 1P Mk b R () 1 0, EE
oy Be— A 5 A 1P kB aT

(4) BRI RS PR R B VBN B RS WA, BRI 15 O U R
HE PR R AT B R A

(5) MU ERRESALEER, W] LAE Ping fOCHTIE & @ e TRARES 1T TF Boein
FAMAE, M — D e MR E .

13.6 AR EVIAIPHLLE TRI—MEL, (B2 # 1% &2 INERHIIIEM L,
A SCINFR & EVL 2 B RIARPHR M IE E1B(E?

Al DATE 4% i B 0 ARP JfE.

WER ARP &R 2 M — AW ENURAE R — W BENATE R — B 2% L1 5 — & 0L, Ibadss:

AT EA R ARP DhREM B2 5 r] AN Z %15 3K, XM FERREACEE ARP (Proxy ARP).

FREE ARP DIRESFI 170 B B N 40X — s, A AR, HRAER — M E 4 L.

B ARP 73 9B A ARP FUAHACEE ARP, 35 [ S H 50 BT IX il

o IEACHE ARP N RN MBE @M FN 0 ERE R RSENAR =280 F, Hixtex
HUANFE [ — AN &3 BB AL R 34T proxy- ar p enabl e 4RI A JF 5 i@ EE ARP
ke
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o AHIAE ARP HIS Az S N, ME @R FHIEREIIR SR —N=Z480 F, HxEE
AEFR—AT . O T84T | ocal - proxy-arp enabl e [ i p-range
start-ip-addresstoend-i p-address | 2RI I B AHACEE ARP ThiE

13.7 Z R #RHanfaIEL & 1Ptk ?

TEAZ AL LK s O JGVERCE 1P ik, A EER G 148 BIHES VLAN R, Fi451% VLAN X
) VLAN 22 ORCE 1P Huhl. DL 235 #ALH) GigabitEthernet1/0/1 % H I VLAN 10 3% VLAN
P10 10 BL B IP Hihik 192.168.1.2/24 9.

# A% VLAN 10,

<Swi tch> system vi ew

[Switch] vlan 10
[Switch-vlanl0] quit

# 411 GigabitEthernet1/0/1 It \F] VLAN 10

[Switch] interface gigabitethernet 1/0/1
[ Swi tch-G gabi t Et hernet 1/ 0/ 1] port access vlan 10
[Switch-G gabitEthernet1/0/1] quit

# B84 11 Vlan-interfacel0, FHECE IP Hudl.

[Switch] interface vlan-interface 10
[Switch-vlan-interfacelO] ip address 192.168.1.2 24

13.8 BLEFFSARPRINFIEE T =MLty ?

o TRMEERAS ARP EIMH IP Hikib Al MAC bk & IR AN B 6 & .

o A ARP RIIALHBNA ARP RIUE B . R I 4 h s ARP I DG I I % 455 % HH IR
Wb, BUE TR, 15 A T A EE S ARP R I,

o FA ARP RINASEA. HB&STH 1 ARP BRI KA, 1E R gD 54 ARP
R, DIAREmEhE ARP BRI . WiRELS ARP %Iﬁaéﬁaému%dz% PN
R R, T ATIBR S B A #E S ARP R I,

14 srvu

14.1 FANRPIAER, 2B AN IEZFIAUES?

PN INERT, T80 4% B0 5 J5 s HE B A IE 3k -
(1) B E A IE:
o X 802.1X NIEMH 7, J&fgilit dot 1x mandat ory- domai n @4, 7Ei I ER
802.1X F i F A s il A E 45k

o T MAC HulbGER ', ZFRiEid mac- aut henti cati on domai n 754, fEum H ik
4 JRTRE R MAC b RS, Hrpig O B8 e B VGESAR Se 2 a4 =R 48 2 AR

o XfT Portal HihEAUER F, /&+#8i#d portal domai n 8¢ portal ipv6 domain fii4
e 35 148 2 ) IPv4 Portal F P 8% IPv6 Portal F P B0 IEIS;
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(2) M4 “userid@domain-name” F#EH7[ ISP 1 “domain-name” ;
(3) WHKZRGHEN ISP (EiL di spl ay domai n @4 ) Default domain name 7] &% )

an SRR LA B RN e g B IESRAE e EANEAE, (2% Bi@id domai n i f - unknown fir & vk
R HERE T ISP I, W R 28 A% A5 [ ISP $8IATE, &I, AR ENIE.

14.2 Wl fE sk M BRER & BYISPIE ?

B ISP 1) TR

(1) #fT4 display domain, JiEid “Default domain name” 7B B E B EE LRI
A ISP 1

(2) iEi domai nisp-name w4, HENGRETEE K ISP ALK f#H A4 undo domai n
defaul t enabl e ¥HAEHCNIEGAE ISP 5.

(3) #itdomai nisp-nane 4, QIERISPIE, FiE NHALE; £ H a4 donai ndef aul t
enabl e FH AN ISP % B NEAE 1) ISP k.

IBRERE ISP 38, FFEERME:

o /ISP ML E NERE I ISP IS, AR MR, 2 S 4 undo domai n
def aul t enabl e ¥ HAEHCHAESE ISP 15, RS54 ] LAB I %

o RYGBVEETER system R BEMIETL, ASREMMN S

14.3 FAHHFRARERSZXESFEOMELRME? 2 RARSXEGH

2 7

AAA CRFIA A UE T 2R : B BRERAN RS B . XA ERE (AR 4. B
MR RAEL RN WFHERBERAN RS L, RO AREARH P . IEAMH P AEa)
AU P IR REAA I AL, SRS AEAS I R T A AR R R

25 SRR P T F X8 AR 55 2R A, @ 1t A AS A UE ARSI 0T, Gn SR F P o] LUfsE ()
M52R8, W P ek AE .

BREIEOLT, AHH P AR AR IRSS KA. AP E T, @it service-type #rdiX
BEH P DMEH RS KA, ZIRPATZWL, WTRARER P Z IR R IR S5 2K4
FLHE

o ftp: IWEHPWLMEN FTP ikS -

e http: fREMHFATLMER HTTP k%

e https: fRHEHATLMEH HTTPS k%5

. | an- access: f&%EM A LMEH] lan-access Ak%s. FEIGLUKMEEN, b ] DUE
802.1X AiE. MAC HidiF ) GiFFEN o

e portal : f&EH A LUMEH Portal IR

o  ssh: fREMHF AT LMEH SSH k%

e telnet: f5EM W LUMEM Telnet k55

e terminal: f5EHMHFTLMEA terminal k% (EIM Console &%) .
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14.4 RADIUSTAIERT At AFEZBLE nas-ip?

RADIUS I %% #5381 1P Huhik RAR IR N 145, FEARBE U 2 1 RADIUS # S BIYR 1P ik (R NAS-IP)

e 5 RS #8 I BRI N A T 1P Mk VT IE, SRV e 2 75 AL 3R HZ AN A& A UE BT 2R 1E 3K

NARIEE R 983 ST AT 4 R 4548 1B B2 O Ab B, BN bk I% RADIUS R SCfH F I 1P Hh

bz RADIUS iR 5545 E4a € I N 1) IP Mk PR 3F—2L.

BTN T, K48 E K% RADIUS RS0l YR 1P sk, B4 46 F ik RADIUS i 4528 2% e

HHE D IPvA HihkEk IPv6 Hulik 1 k% RADIUS RSCHITE IP Hudik. il N ik bR

RADIUS i 3Cfs F U5 1P Hidik 5 RADIUS 5545 E48 € BN BRI 1P HulibAS—3, "R A

nas-ip AT E .

TEN A FECE 54 KA RADIUS ST I 1P Hikik (B NAS-IP) BIJ76

. RADIUS 5 ZAKE N, @i FarAicE NAS-IP, HXIA RADIUS HEA L HMMe%mEmT 24
MLFE S T

nas-ip{ipv4-address| interfaceinterface-typeinterface-nunber | ipv6
i pv6-address }

o RHGMET, Wi R AEE NAS-IP, XA RADIUS 7 £H %
radius nas-ip { interface interface-type interface-nunber |
{ i pv4-address | ipv6 ipv6-address } [ vpn-instance
vpn-instance-nanme ] }

Bt & NAS-IP FJE R 00

o HNIREE DN E NAS-IP FIEIEE 1P KACE NAS-IP K7 AT RINAEH, JERCE A
e

o NIEEAMIBIRE IR DRSS AR IR B IR SCAN AT IS, ATE ] Loopback 4 I Ay Ak ik
RADIUS #f S HI 35 1P Hiudik.

14.5 802.1X#EZL R FPIEF I N B fEE I A ML ?

802.1X TELEHI F B FLhAe /e dh: 802.1X F I IELRIAIR], Vet a1 F o i B R IR 18 T4 S0

e, W POELR S IAT A . HAARYE, JEid dot 1x handshake 4T Ja & HITELRH P

BTN S, &% HYE dot 1x timer handshake- peri od i & I 8] (A bG, [FILELLH

KIZERFIG RIS (EAP-Request/identity), LLE B P IEL G I WR R SEESZ IR (8

4 dot 1x retry WE) WA ol &R L (EAP-Response/ldentity), N4 H P&

NTFEARES . JFIE 802. X TELEH F B F-Ihag, wILART 1k 802.1X F 7 (R S5 S R T 2k 1M 142 % TG v

TR

802.1X fELARE T I REAE R H U T

o 4y 802.1X K P AL S W AT TN H, EWARXMIEN T, #4764 undo
dot 1x handshake XM & MITELEH PR FIhRE, G 1% R B TELe FH P R 1B B4R T
RS T e ) 28

o  WRMELHPIZE, WEAW, FFEEUHINETFHFER CEdm4 dot 1x tiner
handshake- peri od ¥ &) AlFEANH 7 AEINIEE RIS HE KRS Gaid a4 dot 1x
retry WE), EHIHTIAMEER,
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14.6 L&A FPIEFREIsEEMLFERRSI?

FFRELH P ETFZ 258 (AIH4T dot 1x handshake secure @4 KHF/E) Ja, WLABIIELE
2211 802.1X WIFH S ARE & P i 5 B & AT R FAR O A B, i i ARERAT I . XU A
D% iNode 7 7 iy 1) 22 A s 25 D RE

TR

RA®E LRELH P EFURA THRIRER, Z2BF R4 2458

AR BELE iNode P it Al IMC IR 25 28 e &1 F 0 2H I R 5% AR 20

14.7 HARATREI B AELEFRINRCINEE?

i O EFF B ELE A PR F g (WT#4T dot 1x handshake @4 KHE) &, BEHHT, B&
%3 11 1 802.1X FELZFH P MTELRHRE T M&H 3L (EAP-Response/ldentity 30 J&, WA N1
PR, HAGE P b 0] BLAE L AR T IR 3¢ (EAP-Success 30D o fHZ, A4 802.1X %/
Sty 01 SR AT WSO 5 4% [ 7 fH) 7 2648 F i hR SC (EAP-Success 530 , s H 30 MLk N T i
PPt kA, FHEAE O FACE dot 1x handshake reply enabl e fiy 4RI JH KIE/E LR 0L
DR SCIRE -

HA 2 802.1X & J ity 5 LW BIFE LR TR SO, A T 2T )8 LR

14.8 BLE IR FInAARSSIRAVAIE. . HRAEEITEMHA?

BeEINIE BB THoRmT, TRORIE R &5 RS E —3, SWSSEHP BRI # LK

Bian LA B L 2 33 B2 R

o iR ARSS AR CLC B SR B vian Jy vian name, {H 5 £ HANELE XA name, SRR

o H#H L5 IMCREEMBEIELA—S, «FHE L,

o AW LECER Portal Z£F Portal WNIEARS 25 LECE I HA 2, S2 Portal IAIEAR
ZAOCIE S, Portal INIER S SRR 450 HIE DU . 7E Portal TAIER 5 2340 1] T 5 A
display this A EEBEANNE LERILE T Portal WIFRE &%, #HEARERH,
EANRALE; HACE TEH, 5 Portal WIEARSS S8 EH i p 340 pv6 fr B0 H,
BHLE Portal AIE/IRSS 2% E AT X N AR & S HIHE S, RN H N EH R E .

14.9 HAaBRA THFEREE R ITMACIEISINRE?

LV MAC IR DI REREAR, FCVFAELRAT 802.1X HI /™« MAC MUl A UE ] 5 Web tATE ] /3272 21133
H T 0 EEGE R B E i O R RIS VLAN (BB T E— R R IFR FTZE R VLAND 42
AN JE 0] LEFAE 42, v DUl 7E 32 O R 04T por t - security mac-nove pernit &K
THE eV MAC i D fg. SRETEGLT, fLVF MAC B Dhaesb TR HPRAS .

W, ANEVOTRZIhEE, RAEMH @R TSRS N #UOT E it Ihae.

TR

W T MAC Bl I # i, IRSS/ELH P B IAR B, WA MAC #iliEER A ).
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Xt F IR B F — i R B VLAN 2N B P MAC b A E £ 22 VAN B 20 A s 2 T MAC
T IThEE. 4P B i 22 VLAN #2858 GBI mac- aut hent i cati on host - node nul ti - vl an
wa) JE, WAREEAVH PR VLAN #d, T BEGAE.

14.10 WN{AIBE & FnEFE802.1X A A E A REHAIEE ?

E 3 8 2 s A IE I 802.1X H2 NFRAL T —Fh 22 A P i 5 « B A Az 1452 A1) 802.1X H
FOV A 8 A S FH 48 58 BIVGIESECRBEA T UIE s FBCRTH 2, AT b7 b P i i 2 AR B e 3k 5
A N2 o Sy ok, 8 B 53 T DS I e B 5 D E SO A [ g 142 N0 FH P 48 58 A TR BT GIE
B, D 7 HE R 802.1X 2 N SR 1) R G
BRBTEN T, K4EE 802.4X F /MK VAL, £ 2 UKW DM EE — 2R A8 00 E
GERAEF T EREOBAN) T, @it dot 1x mandat or y- domai n 4 A LG 22 H | 802.1X
F P48 s A IE R . 83 di spl ay dot 1x #ir4 ) “Mandatory auth domain” 7B ] L& FE
& EFE T 802.1X #HIAIE IR & .

14.11 SHHIISPEHAFRIEERFENGENBEAT, REFXNGTEZMTA?
An{a]BC EFRE R ?

TMENHPHET N ISP 3L, WA P &R ISP N R EAEMTIE. #3417, &
G BB FUAIE S A TH2R TV, 23 A HIAIE . AHBAR AR A T 2% . ARG B AU,

BRETEILR, ISP RG24 | ocal o £ ISP AL T, 7T LU a0 & e B
AT V2

aut hori zation def aul t { hwt acacs- schene hwt acacs- schene- nane
[ radi us-schene radi us-schene-nane] [ local ] [ none] | local [ nhone] | none
| radi us-scheneradi us- schene- nane [ hwt acacs- schene hwt acacs- schene- nane ]
[ local ] [ none ]}

T EE RN

FE— ISP dgHh, RAEHRLE FWIEABEAT & 5 H T AHE E) RADIUS 77 %0, RADIUS 280 %
A REARL

AI LA SE 2R R ALUTT 1, AE BT IR AN 7 12570 R0 4 HE G B8 X s FH %12 10 07 2 56
B, #ltn, radius-scheme radi us- scheme-name | ocal none ¥R, 64T RADIUS ##4%,
4 RADIUS AL TR BEAT A HIAZAL, 5 A i R AL A RN AN TEAT AL

14.12 {FHiNodeZ Fis{E}802.1XE FiskT, iNodeizin{aic & ?

LL iNode PC 7.3 A A5 BC B 2 7 B il
(1) B
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[E|14-1 iNode & FPin A HREE

[F -]
NdIERE R

B2 18R

(2) Hd 802.1X iEH%
B <Er SR, HEH dE R R S HHEHE
E]14-2 #HE 802.1X EHEREE

F ] ) i [ 3 e

| o EEER
| BEEE TS ITERM T,
| ) L Fie

RS SR s S T S R .

| ST R

ERWindows®[E] | EEERWindowsHIRF R | AR Rmih—R ) RETRE R AL
if . MEEEWiIndow-RTH,

(3) LR
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E14-3 802.1X A% . BlEEEREE

wEER

BEESPCEAEEECREE | e O R ENEEE,
=R BO2 1 ¥I=IE
BRAE detly
= B sesseesssnensand]
" x|

V] EERSE ¥ FrEs
AEREE | Irtal{R) Ethernet [210-T1 GhE MWIC v|
| EFEEREGE
ek | [T ] | w2 | [ ms |

FEVER: Node INIEEBI I % B JT LR B DA B 45 38 I = U ARAE L

EXRZS I TR,
F14-1 NIEHELE X RE
Noe JEER | saamFikiEsn domian HRENIALHS IMC eRE R S5
with-domain Y
X@Y Y
without-domain o
« Default domain with-domain Default domain
(B4 3R e I 15) without-domain I

(4) BwEEZRME
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El14-4 802.1X EERMHILEREE

EEEE
fERLEERIMEEY | R RS .

EfTAT FAFIEIR
[ BfTEEERAE [ sERAr & ek
[ EHLAE [ _Ef=IPvattsht

V| HEEFIREES (S 5 a5
M iAiERSsiearRPsm LSS =SSPt

e ] et P et
i VI st EE
© R
EFEERE (3 - |
O SIERY o
EHEEAR [sh x)
<k || 7= | =m || mE

TEEENE: I RIE R T “ bER P uR AT WA P b e SR R G T
&, fE_EALH P A RSO IR I PR A 5k 5 IMC RS 28I A AT INE . I ARG TR, )R
FAFRUET EAP R SCHHT S NIEE -

U E B HAE 7 28 RADIUS IR B A M E, T A IEAS e X 2 7 oy b A% (R A 5 33t
ITIRAN, IEAERIE “ AR PR S IR,

(5) Kt 802.1X &

SERHTEEIER S, iy iNode & P i f<IERE> 1, K 802.1X .

14.13 inOZ RN AMAEL? BEEZH, mOFEBETLAFH?

Ui [ 2 R AR 5] MAC 22 2] BRHAESR . SAETEGL T, 3 H 48T noRestrictions

3, SR Zo D2 A ThRESCHT, i AL T AN 520k 122 A BRI R A . @i port-security

port - node fir & AJ DAAC & o 22 2

o I MAC 2:2)2%: EFFIAE, W45 L H 315 > MAC Ml AIES I MAC Huhk2 o] i R

o NIE: FIA MAC bV GIEAT 802.1X I IENLHIRSZIL, ALHE RSP AE AN AR S22 Al
K.

7T B 1 22 a2 /i, o 1 e T B AL DL 461

o 802.1XNIEFRM.

e MAC il UESR M.

39



o HIRIIAMEFIAEA.
o X autoLearn #i3X, EF EAR AT i B i 1 24 SUVFAY IR % 42 MAC $hib %, (2 iR i 1
O LA autoLearn #ExUT, WG B i 1 24 4 U VR R K %2 42 MAC MLk %.

14.14 802.1XIFEan{a] SLIR LR umm 2 A E ?

TFJa 802.1X Lhfe )45 il LI e B i T E S48 MAC ki Sk SEal 2835 Ja il iE « SRAETE LT, K
Hic B AT MAC Hihik 2 10, 7T 3@t mac- addr ess st at i ¢ Ay 2 HC B 5 A MAC bk 45 5 i 11 .49 1«
FESLIAER &) MAC il 0001-0001-0001, Sz #AL G 1 GEL/0/1 i I AHE,
GE1/0/1 ¥ 1 J& T VLAN10, i#id 7E R 4L E T 4T mac-address static 0001-0001-0001 interface
GigabitEthernet 1/0/1 vlan 10 fiz %>, BB FA MAC Hihik e v 1, TSI S Ak .

14.15 & FRADIUS 155 BRI EHF 2N AL E ?

RADIUS 15 5 &% 4 Login-Service J& 1%, %)@ P57 £ Access-Accept 1k 3CH, B RADIUS %5
BT RGBR, FRRVIER PSR, FlanfEtEE 0 Fon Telnet M55 . &6 25 FH P 8 SR
FARE 2% 270 5 i 55 4% N R 1) Login-Service J&M T4 & LSRRG —3, WRA—SUUHF
IMERIE . BT RFC F1ifAk e L SSH. FTP il Terminal iX =Fll %% () Login-Service J& A,
U1 % JCIEEN G SSHL FTP. Terminal A P AT ML 55 28 8 — SRS £, v T SCREXTIX = Finllk 452
A EE, H3C M Login-Service J& & X T F RN REHUE.

#14-2 # BHY Login-Service B &

BitE ik
50 FIP flk 2528 9 SSH
51 FIP lk 55 KRN FTP
52 A k35288 y Terminal

A DL C B 15 £ 0 RADIUS 15 5 g e 277 2, il #2583 E [ Login-Service J& 1t

0T P AT ML 5 2R — B A A

o EREARAETTIC (strict): WA HARHE R ANY I8 A Mk 55 R AT A, %
F SSH. FTP. Terminal i /", 4 RADIUS ik # T & ¥ Login-Service J& PE{E 9 XT B 114
JEBUE R A R it A IE .

o MMEURETTI (1 oose): A bRUEE PEAE XS F P S R B TR A, XFF SSH. FTP.
Terminal i /', 7£ RADIUS 245 %% N &) Login-Service JEVEE AN 0 (R H k45267
Telnet) B A Ref% @I IAIIE.

7 RADIUS HEME T, #id#hdTattribute 15 check-nmode { | oose | strict }#d A

SR HC B 4T RADIUS Attribute 15 f 75 77 5

T 548 RADIUS RS 28 H e XHJEYE, ik N R ER Login-Service J@ ik, 25 B 4d X

2% RADIUS 55455t SSH. FTP. Terminal A ' #E4700IE, @il ¥4 FXF RADIUS 15 & VA %

FARA Bk A 7 20
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14.16 %t802.1XF FPiFH (TR EINIERT, &R AT AR IZFEIA
UERT 8] (8] pR ?

Xt 802.1X HIF BEAT FA JATE BLOANUERT, sl 12 B G 516 Bty D L e 35 B DR I ] [ o -

(1) RS E T AR B ENUER [F][R] b ;

(2) EEFEECOME TR dot 1x tinmer reaut h- peri od 4 HC & 1Y AT B DAL & I 28 M ;
(3) BT RGME FHI dot 1x timer reauth-peri od 4 Hc & ) AT AL & i 88 i1E ;
(4)  BAGRAE IR TE IR E M S A0{E: 3600 .

14.17 802.1XHYFree IPTIgER B U SimOZ £REETHEF?

7£ 802.1X 1) EAD PRI )7 £, WAV ARIE I A IE R 802.1X £ H 15 i) i 28 1 1P ik B,
% IP Huhk B A E L E — AN MR E RS A, TR EAD 2 7 i 1) R 3+ 2 8 sh A itk 2
Bo2 AR SS . X FPELRR N Free IP, wJiEid dot 1x ead- assi stant free-ip AT E .
T o 22 AP EAS 3CHF 802.1X [ EAD W ERIECE ThRe, 4R liaeum 2 Thek 2 ff EAD )
HEE DR, MRE O THE im0 %4, SFEE free-ip AR, B UUHER .

14.18 802.1XHYFree IPIhgE R GBI LA SMACHILEIAUERIRT /G ?

7E 802.1X [1) EAD PUEHE 7 Erh, Al Al i IAUE R 802.1X £ FH 7 i a1 F6 72 (1) 1P Mk B,
Z P ik B Ao o e B — AN AR e RS, TR 4E EAD 25 7 i i R 8 R EE A ki 7
Be&ER 55 . X PP BLFR N Free IP, WEIL dot 1x ead- assi stant free-ip frd#HTHLE
oy b, EAD PUEEE D)e R MAC #ibb ) E DI RE B
o weg b, SCRFFIIECE EAD PUE S Z MBI ThEE R MAC sl IEThRE, FHFEERME:
[F B 5 EAD PRidi &5 3E i Bh D) e MAC Hibb A uEZhRERS, MAC #ibik Ak H PR RIS
ZH P B MAC HiBEA 2 I NERBR MAC. £ IR%S 2% E3RAA AR P EE, MAC HilikAiEH
FUNIER S, 7555 EAD RIENZ G, A ReFR KRNI
e JI/3 EAD PIEHE Hi BN DIEE 5 MAC Hilib i iiE ) Guest VLAN. Guest VSI & Critical VLAN.
Critical VS| ThEe AR FINACE, 750 7] 58 580 MAC HhliAIER) Guest VLAN. Guest VSI
g%, Critical VLAN. Critical VSI ZhfETEiE EH 4 H .
o [AINITE EAD L #EE 4 BhThRER MAC sl IESIRERS, e FIN A E Web AEEL IP
Source Guard TJRgE, HMATEESE Web AEDL IP Source Guard IhRETLiEIEH 1 H .
o JfJ3 EAD PUEEREBIThEE S, X TEAERE EAD BROE S E HBIThAE 2 At IR ER MAC 1
M, TSI MAC 2105 A fefil /K EAD RIS HRE TiRE .

14.19 Aft oA K E LibPortal A TR ?

TEBAN % LA portal del et e-user iy & HEffilH 7 FLRRS, HIEAN B TRBNRIE T Ll 51k
X F| Portal INIERS %5, Portal TAIEARSS 2% 23 FE 45 & 1) IRk S0 (B4 8 501000, {H 24
N RIE R 2@ K045 SC R B s T AT Portal IIE AR 25 8% BCIE 1) W Wil DR —2, § Portal WAGIE
R4S 2 TR B N B ARk SC, Portal AFARSS 5% EHIH P TEiE R R
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AE R A “WE” @R S R, 1 Portal GIEAR S5 28 BB AN RS K IE N ERIESR,
FoURuG 124 50100, $2 NGB 28R SCIT H s S P SRRSO R 11, kg 7 HEeE b
(RS, {845 Portal NIERSS 2% 7] LASCR R 26 S22 S0, AT Portal TAUE R 55 4% R - B R 42

ffiH display portal server 4 #E NN IRS & 10, IFAE RS E A
portal server aAMEERSSES N I, (AN Portal IAE R 25 %% 1 7 W W ot 1 — 5o

14.20 fraBRFBREE LM% TIEE?

X F AN SR B R 3% EAPOL-Start $7 30K e 802. 1X IAIIE % 7 i » 4% S RFAC B Y GIEfi & Thig

R 3= 3 n) i 1 _E % P i IR A UETE SRR AR 802.1X TAIE. &S ML 1 LUR PRI R AL AN

E il & D Be

o HFEMRIIEE: JEH T iZDhRe 2 (RIFE N @ 74 dot 1x timer tx- period
WE) H% Ak R % EAP-Request/Identity $5 SCIR AN 2 7 3 3 fit 2 INIE o

o HFRRIIGE: MMEH IR YRR MAC Hibk R AN RSO, 2 E B A1 MAC H
hE % K 1% EAP-Request/Identity R 3C, #7%i I E4R & I TR - Gt 4 dot 1x ti mer
t x- peri od WE) &AWEIR 7 B, 0 AR (R R BOEE 4 dot Ix retry
wE .

BRI, AR DREAL T IR EARAS, Bkl R DRest TG RS .

FE S kR T B FH B AR A R THREASEE IR TS, AR AIEROCE R R 3% .

14.21 48R TimAd< A Critical VLAN?

802.1X Critical VLAN Zhfg v A fEINIERT, BT D IERR S 28 0 AN AT I8 B4 O T U 1) 2 — 4 e
VLAN %3, XA VLAN #7224 Critical VLAN. HHT, H%H RADIUS E 5 B T, 18
Frfi RADIUS RS 2R TIAfG, 3 A2 A Critical VLAN. #5KA 7 H e AuE A=,
5 IASZE N Critical VLAN .

14.22 imORE RIFRRKXHPENEE[R RS ?

Uiy 1 22 4 SUVFHEAN 0 VN A 2 AN PN, (E2 SV 00 P B0 Rt e 1 e KB

it B ity 11 SOV 9 K 2 4 MAC ik %o w AN

o N M AVFHEN S BB R P . X TR A 802.1X. MAC il A IESE i 41 & T A
INIE2E 22 220, oy 1 SV A B oK R P $00E T por t - securi ty max- mac- count
max-count [ vlian[ vlan-id-list] ]#a4HEN max- count (5NN RVFA
WEA % max- nunber  GEid dot 1x max- user max- nunber 4 Hd & 1 _E i % R vEE
i N 802.1X FH P4k, ik mac- aut henti cati on max- user max- nunber 4Nl E
Ui e 22 o RSN MAC HB3EDGIE FH P 80 i 5/ ME

o Pl autoLearn Bz T i AR E IR NI B K 224 MAC ik, WRECE T vl an XHEF, (H
AfEERAAR vl an-id- 11 st i, AT¥EHEE D R VFR RS VLAN A #)ER %24 MAC Ml %
TN FREHITEE vl an-i d- i st AR 4 MAC Hiht%.
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14.23 [E—ixOT, EFH#FITMACHNBAIERIZR imIT %0, EFNAUERTE
B PR iZ AN I & ?

P #EIIA Guest VLAN B Guest VSI 2 J& , Heas- 1 AR & [ IS 1] 8] B8 0t 2 FH 7 58 3918 68 38 AIE
Ali#d mac- aut henti cati on guest-vlan re-authenticate 45 Guest VLAN #
FURIEHAIELSRE GEE mac- aut hentication guest-vsi re-authenticate w4 /a
Guest VSI 1 H P EFAEDIEE), 368 T )5 Guest VLAN Fl Guest VSI A1 B HTAIED)
At

Ly R #EAT AGIER 2 80K T 300 B, @il mac- aut henti cati on guest-vlan
aut h-period 4K ¥ % X Guest VLAN A [ F f 33t 47 5387 A GIE /i 8] 8] B (ol i
mac- aut henti cati on guest-vsi aut h-peri od 4K &%+ Guest VSI H 1 P 3E T 5 5
WUE R ENATRE D B 30 #P LA |

14.24 |P Source Guardzi7S 48 F= 10 o] LASKR T ML ThgefE LR ?

IP Source Guard Jggit # Be B AR M 1 F, Gl T TG B alah 3R HA R U0 & Ui
BT PR, DABTIEARE PR SGEE,  ATBR A 57X R 28 BRI AR IR

fEiET i p verify source B i pv6 verify source i ECE T IP Source Guard 2448 &)
REffI#% 0 F, 1P Source Guard o] L it 54 R FL A A2 i IP Source Guard #7545 & & Il

%14-3 IP Source Guard S ENEEEE &R

EOXRRB IPv4 RIS FARIR IPV6 FRIGRRIER
DHCP Snooping. ARP Snooping DHCPv6 Snooping. ND Snooping
YV NTEAR
802.1X 802.1X
=AM DHCP 14k DHCPv6H4%. ND RA
HVLANEEH DHCPJ 4 DHCPV6 i 45

TEVERE M. ZSLL IP Source Guard &40 hae IEW M, 1ERIEMZSH 1) 802.1X. ARP
Snooping . DHCP Snooping. DHCP #4k. DHCP 45 %55k ND RA it & 5 %% H T/E IE % .

14.25 B E TIP Source Guardgas4iE RN, AL ENEERERL?

4 fReiE O E s i p sour ce bi ndi ng 74, FIECE IP Source Guard F 48R, X
HFRIBEEO TNEL i p verify source fiAHBLE IPv4 #0482 ThRE, A EIT IR IELE 2RI
eI ST X PRSI N R AR L B IPvA B A Y0 T B H e B IR B IPv4 Sh2545
SE FEION 42 1 3 B AR SO AT i JE Bl Tl A B R A OG22 2 R 55 -

14.26 Portal HTTPSE E BT ANER?

HTTP EEH & —Fo 7 1 HTTPHTTPS i R4 2 A8 2 URL 775, XT HTTP 53R,
TEHRATAEFAEE, WA HTEE A, ST HTTPS R3¢, SEEXN HTTPS ) 3CHAT
S A N BRI 5 S, B ST g A .
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FABTEDL T, X HTTPS $RSCHEAT 52 ) 1) A 38T i 145y 6654, 9 T 3k i -5 R F BURSS
AETH, AR P BT s -5 A2 A U s 5, HARER I e 2T TCP Yl ks
G (e A RS AR TCP w5 A L L display tcp A &F). i@t
http-redirect https-port @4 HEEN HTTPS ) SCEAT 5 5 7] 19 P S0 W ot 115 o

14.27 A2 EER ERADIUSIR I Z254R 7

RADIUS % fiiii 5 RADIUS AR.%5 2808 F MD5 SyEHE L =R AN 25 P A IR IE T, #%2 )7IRYE
W BB S P RIS TE R AT TT RO Skt . RAEIL =P — B OL T, A seR o 75
RR BRI AT o

MW, fERS EEE RADIUS DA/ 97 Ik 55 a5 B[R N FR € 5 3/ 8 RS A X B IL =%, BE
4N primary accounting. primary authentication. secondary accounting.
secondary aut henti cation. it By 4§ e M5 a4 i oK [N AC B 3L %80, 75 2
£ RADIUS 77 ZHLE T AT key fir %KL E RADIUS Rk SCHISE =3

i EER AR DARIERCE B E R P] 5 RADIUS k55 a4 LRI 5E 42—

14.28 REAAARIB ARG ITERSE, TSRS LFTISPHE BT X
il

ISP 3B A T+ 9% 575 8 | ocal , BIARHIT 9%, KL, RMEEAIREERETT RS as, Wk
BE accounting default none &R 4T ISP BB E i AR ENA LR, BT
BUH P VAERIK

14.29 ISP T, BECEAAANEAENATE S AFEANRADIUSHERER
FE, AAANIEARIT BT ESE NG ?

TE ISP T, HHCE AAA VIEMAZAUT 2 7 i5E4E H ) RADIUS 77 RAEAE, AAA R/ 3R 7
HEARSAR . LT di spl ay radi us schene @& &E ISP 8 N AAA AIEAZAU T2 5 %
8 E N RADIUS KRB, Flantn FRCE

[systen] domain aaa

[ system i sp-aaa] aut hentication | ogin radi us-schene bbb
[systemi sp-aaa] di spl ay radi us schene bbb

The RADI US schene does not exi st.

AR N login F P B AIE 72468 € 7 RADIUS J7% bbb, {H RADIUS J7% bbb SZBrANEAE, T
PARC B ARG

14.30 ZEEfRN BiInED, EEERITIMCIRSSETALEACL, NMiZin
B =
LN s, FHEET IMC IRE 2 T A% 4 ACL, KR & L@ radius

sessi on-control enabl e #7475 RADIUS session control Zhfg, 75 0#H 24 ACL ik
e
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iIMC RADIUS %5 #3d H session control i SC 7] % & K ERAE S (B3 ACL/VLAN/H P4
IVSI/EETF MAC) KN B S0E SR DL Wi &R >R . 7EfEH] iIMC RADIUS Jik 45 2% H IR 55 28 75 24t
P BRUE BT A ealan sl P R T, U410 RADIUS session control T fg.

14.31 802.A1X#EZH P#ZAT, FARPEWNERRRECZ iR ?

4 RADIUS fif %5 28 MANATIAAE ARl IARS, 4bF Critical VLAN 5 Critical VSI H i P B 2 B OR L
WiE, fE& & | 802.1X LM B Z MM T, wiidEid dotlx server-recovery
onl i ne-user-sync w47 /H T RADIUS R4 N ATk 5 1) 802.1X fE4L H 5 B FIP TiRE,
SRR [F I AT AUE R P 3 BOR, TS 80 P 2 AR K.

Al AP AT undo dot 1x server-recovery online-user-sync fird %M1 802.1X fELH 15
BRI IhEe, A EAE AR .

14.32 ARG & E T ERBAENS02. 1XINEA FELESH A PH R L%
5281 ?

WA RIJCIR BT 802.1X WNIEFH P B 26 BUH 7 R B4R, T8 H AT a0 R J UM 7 90T DU O

e FfTdot1x of fline-detect enable fiy4FF/aum I 802.1X IAiE NI ThRE, #iX
BAE— AT RGN E I 23808 2 P, AR 1R 3 802.1X ZELR ] T IR SC, DB ) i%
F &S, A I8 A RADIUS IR 55 #8345 L0 oA k4701 9% .

e T port-securitytraffic-statistics enable 4 JFa 24BN T E
it Thfe, WASRYE 802.1X ML /' (1) MAC kGt BE B, B S EdE R4t
PWRSsER. EorriANSCRR I TT 2.

e 4T port-security mac-nmove pernit @& FFE RV MAC IERIhAE, WA MHE—
gt 1 2R sy, M SR VFZAE 2 P e d & r e O b (e 1 & 45 -5 2410 & T 17—
VLAN) KHEINIE. Sz 7 fE B N s 1 EAIE Rl W) 2480 120 K% 0 7 Sr Bk T
NAAEFE AR P A 2T s s A 7 AT R, SRIEZH A — AN AT
FEERE

14.33 BEE802.1X Guest VLANIHEERT A BPLLR? B /4 ?

i ® 802.1X Guest VLAN Z i, 5 E i TUL FHECE HE %
o fAIEFEFE N Guest VLAN £ VLAN,
o TEEAFEEHITT AN MAC-based i [ 1, friFs 28405 Hybrid, % ) MAC VLAN 1
REAL T(EREIRA . MAC VLAN ZHAE AL E E S I “ EHAR-DRKMCHEERS” T/
“VLAN”,

14.34 i OEENIEHI X A Port-based T A] LARD & B 1% At & T HERS ?
98 i 52 00 Bl R D E G T BE A B0 7 0 MAC-based IR 2 £ 1B A7 5
Port-based AL F #L Ak K Jfe,  FTAES: S EUH P IEH Tk L4
I8N, LIRS A AR D R RS, WS UIEA S S R
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14.35 WA{A[HEE EMACHBLEALE B P {ER KSR ?

TR MAC i3 E S, B8 ERE FH T 1 MAC sl A N P & fn iy, Hdhg i/ Ng, BAR
WEFFF “-7, Al LLEE 44T mac- aut henti cati on user - nane-f or mat #r4KAl & MAC
HEAIEF PRI S 420, MAC i AIE P AAIERE, SR R A P 4248 RRF & e B O
X BN, B FBOIERY.

FEVERMSZ: mac-aut henti cation mac-range-account @4 (FSRAECE TR € MAC Hulik
YO 1) MAC b DAIEH P 44 A RS DI %6 205 T mac- aut hent i cat i on user - nane- f or nat
. BRATET, FXHEE MAC HbEyE R 1) MAC sk GiE 5 B F - 2 F2 S, MAC Mk
NIEH P R mac- aut hent i cat i on user - name- f or mat 4B & K 7 4283 N E %o

14.36 FF/2802.1X8 MACHILIEIAEXT ik [0 22 ThEE B A 520 ?

MR L AHHFE T 802.1X 5k MAC HihEAIE, TTEik (G 1224,

2 WRTFE T 2 4y, WIASEETT JE o 1 B 1) 802.1X DL MAC itk iE, A REE S 802.1X
Uiy 14 NF2 1) 7 XA DB BCIRAS . EAT1 A sl o 1122 R0 oo th KRG .

Al LI undo port-security enabl e fiy4 A %4, (HFEEIERAL, Eim EHH P
FELBIEOLT, KM N2 REAELH P R .

PAT A RE B P 22 a2, i 1 A SR IC B 2 B NI RS

o 802.1X i H N 77 XKk 2 N macbased:

o 802.1X i IR BUREIKE y aut o,

14.37 gm0 L &R ?

TREUKMEAS ) ZREEEOMWET, @47 port - security port - node 4] fic B i
A, AT, AT noRestrictions #i5, U Z i 22 & ThEe IS, o AL TR
i 1 2 A PR PIRES o

3 1224 CL4A8 A H 241035 1 %2 2R 2 noRestrictions I, 85 8 SUA8 s 1 224, A
Je#47 undo port-security port-node fiy &k R i 1% 215 CA noRestrictions #E3; FE
DB T e i

Ui 1 EA PR RIEOL T, I 0 2 e A TeE R .

Uiy [ 22 AR 5 0 R B 802.1X VAIEAERE . i I NF i 77 20, o FHBCIRAS BA & 3 1R 1) MAC
HHE AR RE L B BT .

15 we

15.1 BRABCENTENEEE RS FEMSL LI MPLERE, i THE
&7

A RES IR
o AHMHLELENLB A BB Ping AEEA 1P bk
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o EHLICIEESI BT M AZ AL B 45 1 web TUTH

o STHRMLEIEM B WA TCE VT R AR N 4%

o ML SIANTEE W BB A ) ARP R

o ITHHLENAH (Hhhk s i EaE, H e Rk e K sE B CEE B

FEHERS I Hh 19 2 1, 7 AR R 4 T P BB R, I EL A LA 1 1P b kT B IE A REBER

RAMSE,

o IR ENUIE I S HANTCTE VT 0] oA BB A, W T B A B AL RO E T IR 1 O
bk G SAEE AN TCIEVT ], T T Ak A 1 A AL ) i R T

o UNRASHHLTCIE T 0] H I 2 Lk (1 1 2%, D) 55 A A A8 bl A VA Bk E I X 2 bk 1 %
H R B A A A B PR LA R0 Bk 4 e, DL R B B8 A IER I R FE % e

N 15-1 fiws, 24H P E SwitchA FRECE T XA RS %% B FT{EMEL 10.2.2.0/24 (¥t 5, i A

WA TiEE R4 B #HTE G .

E15-1 ZRBERER

Switch A Switch B

IP network

Host A Server B
10.1.1.1/24 10.2.2.1/24

— ML At A FIIR S5 2% B 2 18] R385 A2 WU T, BEAMY SwitchA 245 %1 10.2.2.0/24 f#E H
T H SwitchB F25 %] 10.1.1.0/24 A H . Fik, A 78 SwitchA FECE 7 294 k%548 B AT
EM B 10.2.2.0/24 [)ig H 5, B SwitchB g E 44 %0 A FTEERIR B 10.1.1.0/24 K1 .
76 R R R X AN, it A 4 Re 5 R4S 88 B IEHIE{E .

15.2 #EE— & LA EAVPNREFAMMEAERE, Mo ?

SR B R 2 2% o 7E R — e LECE R VPN B W R B[R], Foft e 72 5%
RSO, AL SEe £ ELERK H1 0T — Bk, AN VPN I BERC E # AS#  F — Bk, F2 ping
AN 7R B M BB IR SOy FA R B bk AR A R ]

15.3 RERIZHE E R IR FBPing M B EEIN{THE ?

BCE T SRIRE S, 2 — 8 SR AR AIIR S Il 1 SR I F AT 1 8 B R (e BRSO T
—Bb). ARSNGB AR, W RS SEUR ST KR
FEN AN PR EE FO S G E, IR AR R
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(1) 47 displayippolicy-based-route w4, BECLHEMFNE. WREE T 5HKIEHK
B, MgkEEHAT F—2.
(2) 4T display ip policy-based-route setup s, &HCENHRERSKHER,
Fror i I Ay A B E BARSS A SRS S S
o 4T display ip policy-based-route |ocal iy, AN LR ERER
MG HE B
o 4T display ip policy-based-route interface %, THEED FHEKFIRE
H AL EF EMSiHE B
o AT display ip policy-based-route apply @4, && VLAN £ N A S0%

M AHFIHE R
o AT display ip policy-based-route global 4, BELRFKSE LK ERE
BAGHE R

o AT display ip policy-based-route egress interface 4, A& VXLAN
B 22 1 HH 7 [ S s 2% e O TG B4 B S (E R .
(3) MRS i f-match TAJEE 7 ACL ULEHN, 7@t di spl ay acl w4 #%E ACL
(RIC B RS AT 1500 o
(4) BUCREEHHE, RIER&EREEE~ER.
o LN SRR SIS A VCEC KL B apply T-A) SR EREAE, 7 EAS SRS % B ULACET
M appl y 1.
o NG TREE S B FH B R R, )RR EE AR B 0T R4 O SRS B tHAC &, P EHDR SRR

N BER R O b
o HRZRJNLIH 4R SRR By A M S % C B A R, U RR B BUE N MR E,  AHEEOF
TN FH SRS i e o

15.4 ESEANEEORUPS SHPIng A HEIE?
FENC B B IR I, FRE R DR 208 UPIRES, B WER AR AN AR
15.5 KR FWRREEN X, SFBUBEHED?

SR AURAMIAE A 2 AR, S A i B A S I B AR IS, 20 B % R B
WI5G, I HAREE M e # 2 8] 75 20 B 20E H A R B % H

15.6 At A ERENEFSEBEAREATER?

Wk FECE T RA H P B R 3 RS AR B S e, 2 3 R SR, 1 T BER S B
R, & SR IS S AR L AR S BRE R K.

A B E AR O BE track T, 85T track BESh nga o 32 A BE R HEAT R I . 24 32 T B R kA I
VA% Ae S R I S B B, R A RS I B i SR T3 s W I i 5 (1) s e e 38 B
ik,
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15.7 AT 4B E TE7SIRE KB trackIn, ANJiA@id track R BXAYE M1
BRI B A€ 0 33 % 5P 2

TR Ly AT R

(1)
(2)

e HF AR I AL B R T Y, R AR, P T T PR,

R A R A B B OCHEK track T B2 A 2. #4147 di splay current-configuration |
include route-static A AEFHSHHNACEGN. (AL EF SR HBR, ™%
HrE A% BN F R E S NS, BN E R, K, description ZHUsTHA
REMCE HAh 24, HAtMANSHSHBMRER.

15.8 BGPAEXARENHE ILIREBWLE ? anSRALIR I 2 HIPE?

ARSI 1% WL R A o AL A

BGP Rk 3 kANl

ACL it 7 TCP ¥ 179 i [

e B AT R AS S 4

ARJER 1P Hudik/IPv6 i id & 4R

KL E peer enabl e %

H Loopback [ ZE 748 fEm A BLE peer connect-interface
HHEEER EBGP 45 KL E peer ebgp- max- hop

peer valid-ttl-hops It &%

Xt E 7 peer i gnore

3 ity ) b 1 AN DG

LS E

(1)
()
®3)

(4)
(5)

(6)
()
(8)
(9)

(10)

f#H pi ng &K B & S8 .

o2 % PR 3R PR T A7 AE B A0 R AT % E

{f[] di spl ay tcp verbose 48 di splay i pv6 tcp verbose g4 e TCP i&E#
REIER.

K& S hCE 7251 TCP i 1 179 i ACL.

$47 di spl ay current-configuration iy BEYAIACE, KMALSEN AS SEHEZR
1EHf.

47 di spl ay bgp peer ipv4 unicast 45 di splay bgp peer ipv6 unicast
A AR AT AR JE ) 1P Huhit/IPv6 Hhhk & 75 IE

L A# ] Loopback #11, 2 EECE 7 peer connect-interface %

WY FIEEEN EBGP 485, KA RERACE T peer ebgp- max- hop 4.
WRKCE | peer ttl-security hops a4, iHREN G HALE [ Zmd, HIARIEX
JFHCE M hop- count AN & ¥ % SL b 75 B4 k2

F A P e TR AL E | peer i gnore, MR ALERR, $4T undo peer ignore
A A EA
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(11) iHRE BGP & if Wi bk i fE /& B ULES. Fltn, #57 BGP VPNv4 SR, 75 2 i 4R
FA{E BGP-VPNv4 Hitib i ML E v 4 peer enabl e.

15.9 EAEEBNOELE FNBASTE?

M BIIK A — H bk ) 2 555 0 % 1 IR SR B0 T 508 SCRFI R OR SR 0T, BB (19 55 0 % EH oV A
CAFTE RIS % B — 1 T R A 3 40

IR A ] DLEE RG0SR I O S I HH R 2R

e AT di splay max-ecnp- numdrd R ERRG SR IPvA SRS B HH 2530

e FAT display ipve max-ecnp-numiid HRIER RS SCRE IPV6 fo RS B 2650
T U i A T DL 2R G0 SRR I B OR S I EH P 2R

o T max- ecnp- numr & 5 SCRFIIECR IPvA S50 % b IR 2R 40

o HATipv6 max-ecnp- numdir4 HRELE RS SCRR IPV6 S RSN H 1) 26 2

A A AN SCHFIC B RGOSR IR RS I IR 25 8, 7RIS #% b, my DU I % 2% eh P SO0 P )
maxi mum | oad- bal anci ng 4 HUE YU & A B G RrR R SN B 2680, B E RN
I, S % BB AT R 2 R A A I 254l ecnp mode 4 AT DARRESE A % AR
A REM B RBEROEDN A, ES N “IPEEHERERS” FH “IP B b6 7.

15.10 AEIVRFEAMEVRFIA@EE=EEOSSMEIA?

Al 2 M7 LA F VRE ZRIEA M S VRF 2 [l i = 24 1 SE B ARG )

o TEFSHHSCH ZZEEOMHE@E: /f£3047 i p route-stati c vpn-i nst ance @4,
A B 45 2 AN H A9 VPN 5245, SEBUASIA] VPN SE6 R = 28 10 2 [ fO#% i ol 23T i p
route-static vpn-instance fr&h, faE F—BthblE T AR SLE], SEIA M TR E
VPN Szl % i, ZE3T i p route-static i, FINHEE N —BkihtE T VPN
SEf, SEILA M S 4R E VPN S ) #% i L .

o TiCE BGP PN LI = EH 8% tH I8 : $44T i npor t - rout e 451 A [E VPN L4911
IGP %, SEH =24 1 #% tH HE.

o  TCEMMEEIIANIIGELI = EH O HEIE: /£ VPN SE6) IPv4 Hikib AL E S T
route-replicate 4, HAMEIAM VPN S4B d145 51 ANBIF6 & VPN sefld, 78
A5 1Pv4 HidE AL E R HAT rout e-repl i cate w4, B8 E VPN S2 2% S 8 5
ANF| AWM

15.11 & EEERIZE AT 64 MIPVeEEHE T ARER?

A3 i T EE I AR E A AT T B AT T 64 ALK IPVe B IIRE R E B W& S, IR T 64 41

1) 1PV6 2% A A48 A= s a2 AT AN A

o E/7 MBI di spl ay switch-routing-node status @A EERTZ AT 64 A7) IPv6
M ThRERIRC B 5. #Id swi t ch-rout i ng- mode i pv6- 128 f AT BRI KT 64 A7 i)
IPv6 % HH T RE .
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72 ihiEid di spl ay har dwar e- r esour ce rout i ng- node 4B E BT KT 64 Hif)
IPv6 %t ThAE AL B 1. 183 har dwar e- resour ce routing- mode i pv6- 128 4
TFIE AT KT 64 711 IPV6 5 HIhRE

15.12 #PEBOSPFE, RtAFTZEEIBEXRR?

OSPF 40 J& Jo v 37 ) i WL R 2 B 65 .

VIBLERE AN JZ WAt
A up

Wi 1P i bk AS7E [F] — 9 Bt
Router ID Bt & 28

P 3 [X 2R T AN — 5

Wi OSPF Z 4L B A —3

T IR MR 20 PR BR

(1)

(2)

3)

(4)
(5)
(6)

f§if di spl ay ospf interface f-d®&H OSPF HEIHER. WEEIIRE N Down, #£

BH G4 1A ROE AT A 2% B P SRS, 1B A2 2 & up.

K e B ER: K N2 SOR R IE% 1247, AliEd pi ng Ik, 5 WAL tH 4% Ping X i

P A ANIE, SR B ELE AN R R O

KO FACE P OSPF 24, WARIESHAT MM AEMSH—5, XS MHEE, WMEEH

P A — 3 SRS 5 EE NN B SR AT AR o« REE 700F, 752 R0E:

o UIHRALH] OSPF XIREGHIE, 77 ZELRUF—/N DXk A BT 26 EH 45 0 56 E AR RN 90 UF 25 A 2 —
. WHRSIH keychain BiE 772, L2U#H OSPF BEWE SCHFHISIESR .

o UIRAEH OSPF #: I5HIE, 7 EARIER — M BE: O IR 7 A Ui F . s H
keychain JGE 7720, A 2U# H OSPF BEW8 SR I3 UE SV

K Er OSPF e 2%, 78 [F—#e 11 FARFE AR ] 8 %2 /by Hello i SC &34 AT [R] R 1) 4 £i% .

WA NBMA 4%, MR iZfE T peer i p-address 4T LiBESLE.

U2 AR R NBMA, 2/ — AN O g 2 e ok T %

16 s

16.1 {EIBEM, BNBRERE_REEE, HHLNEET. TiRS?

i ELIC B AR RN AR B IO E ST R

LORBCE EFF R IR EAE RO RER, R B BIAR AN AR BRI, SR A R EE R
SCHTIR T VLANNSE W 3 iZ405C. 2 2 e 8 i R EAR AL IR OO, Mah 278746 K&
FIRFIHFRIRSC, I SE R, Bl . Wi 16-1 Fis.

e B EFEAR AR EAR AR SCE , R B0 R 1 i f @i 5 AR A SRR S0, ANE VLAN/VSI
W R IR TR AR B A L, R BRI S B, AR
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El16-1 BB EFARAABBIERCINEERFRIXIEL

Sourcel Source2 Sourcel Source2

Device B Device B

Port A2

Device C
L1 PortA3

Device C
Port A3

Host A Host B
(@) Router port

Host A Host B

O Member port

— Unknown multicast packets

16.2 ¢AIBEWN, ZFEIENREFEE TIGMP SnoopingFlIGMP Snooping
drop-unknownIigefs, Rt 4BBERARINER?

FE RN E 4 IGMP Snooping fiiABL B N 3.

BTN, —E&&IFE IGMP Snooping Yift)s, & E# IGMP Snooping WiiAK 2. 4 =)=

B IGMP AT 7 EHLET IGMP A 3 B, 2 A& P EHLA XK IGMPV3 R 7

KRAWEIRLSG, TIEAE IGMPVY3 IR KRR, HAE VLANNSI T 1% 5.

¥ 24 IGMP Snooping A& 3 J5, IGMP Snooping & £ 7EHE] IGMP % 515 &1k 5

o, TR ILES VLANNSI N AT B B g im 8L R 2, Mz ST b H AL

N RR LI RE, R Z AR Sz TS A B .

o WURAAFAEZAIRA NG NSRRI, WO R R I, ¥ iZum D AE R shA R i D m
o 3R F, a2 e 38

o WIRCOAFTEZAIFA TR I FE R R, AH I o O B R A Bzt 1, WP LHE N E)
AR DA NS g D AR, JF R shIL 2k e i 28

o IR TAFTEIZA AN B T, H I H b, D8R AL S Zsh A i i o 1, )5 8 3L
LA 2%

16.3 FARATHREEEENR? BREAUEEZ M EfRE?

FEIZAT T IGMP IALHRINZ o, 2 — 6 =R HIR %72 IGMP &iff 4 . iZ & )48 1131 K0% IGMP
BWIRIL, RIS SRR YR AR R AR, NI 5 R AR dhe
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MHBEHMN P EAE =B R&N, o EREAR IGMP. W E A W& AU E R, &80k
AT AR R R SR A R %% LFF)E IGMP Snooping EiH 8 IfE, AT RERS 7E S
HERR 2B IR AR KR T

297 B 1k H.— IGMP Snooping £ 1 #5 & A i T 51 RS 2H 38k 55 W, 72 R — W Bx . [7]— VLAN/VSI
WA AL B 2 N E i . (HIEWEM T, F—MEB. [F— VLANNVSI W HFE - Eiet. $20
S RN R A RER BRI, HARFRICE 2B E 2 0 R BRI, SEW
BRI,

I AE R FITF S IGMP Snooping £ #3126 25 D) RE AT LA JLX AN iH) @ . 162 H () IGMP Snooping
WA KA R TGVE RS TAES, VLANVSI N & e 2 BBk 45 B 1) IGMP Snooping 2 ) 25 PA
TR IR 5 IE R .

16.4 [E—PIMIBIA, BB =EHENRER, =—BABRENTE?

ARSI 1% WL A o AL 4

(1)
(@)
3)
(4)
(5)
(6)
(7)

B B AN

KIFJE mul ticast routing ThRg.
KIEFHELE PIM F1 IGMP Thg

XFT PIM-SM B3R PIM (2%, WAHARLE RP 5 RP {5 BA Ef .
R HRBIE D ERE T ARRL R

XFF PIM-SM B3 [H] PIM [2%, BoE 45 R 2 A i I8 SR .
PRI

o] K5 7 I AR R

(1)

()

©)

(4)

R 2H 3 e A% L PARR IS AR 75 IE R A pi ng v A A 4L R IR 2L R R AL T ) AR i
HEMIER . &5 pingi#, @ display ip routing-table fid&EKERIEH
TEAEBA H RN TR % . B, EeHE S g thiC BB 5 IR/ . 45 Sk
HEA 8, IEPAT SR (2) .

BEFTH = ZHE & FREIFE T nul ticast routing BhfE. BRETBILT,

mul ticast routing HAEATFXRMARE. ERGMET, (Hf]display this dHE
HIFE 7 nul ticast routing. #ATH —EARKR& EFFE T nulticast routing
Dige, HHATHIER (3)

KBS IEMEE PIM A IGMP Digt. EAMBE KA B, BRERHBRECE MW, 3
FEIFE PIM IO, ERAERCE O E, FEIFE IGMP Thit. fEE DMK, f#H
display this 4 &aE YR E FESEE T ignp enabl e (¥ pi m dm. pi m sm
LA & LR E PIM AT IGMP JRE:

a. X PIM SM 53 XU PIM (4%, 1EHATHIE (4) .

b. XIF PIM DM M%, EHATHE (5) .

T PIM-SM 531 [H PIM, &2 SEE 7 RP H RP (5 B AL E &S 1EM. £ B

di spl ay pi mrp-info &HEANE KA LM RP{EEEE LR, EERAW R 7E: Scope.
Group/MaskLen. RP address, fii\ik5sTAHRIZHFRALN RP Hikik 2 SEM . &SR
(1) PIM 3N . 4 RP 5 EAIEM, WEEATH S LIAT c-rp/stati c-rp - AR kA
K45 RP HihEBC B o —5, 7 RP {5 BEE Ef, HHITHE (5).
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(5) MAEAFEERKBE LB ERE THEE L. R ABEEE 0 T
di splay this %, BF#EANKERFETLEEE nul ticast boundary #4. #AF
fE, ffiH undo mul ti cast boundary ar MR IAACE . HAEE, HHITEE (6).
(6) FuEAHE KT FREEE 7RIS IR . R IR KA b, 3N PIM AL,
ffifl di splay this fid&AERGAE I source-policy 4. HHE T, MR
R IR . A SRS AN IR, 1B MRz IE SR EE 1T sour ce- pol i cy i AR A #%
AR ER I . AR TCE, WEPITHRER (7).
(7) HAEHBFBRIZEFE.
a. J@it di splay pi mrouting-table i fEiks b PIMEHRIGESAAE. T HE
B IR E R, Wi EROZAEAE (%, G) I (S, G) R, X TRAERRCE K
PIM B¢, W& ERGZAFAE (S, G) K.
b. j#id di splay multicast routing-table fldisplay nmulticast
fast-forwardi ng cache AFEHFFM HRMAFFIE L KRS B X 2RI
AL, HIRIRSC T KR
c. it bAuA, HARFRIFE, HBREERIIRE AR, IHWERIUE L, REIHEWAT
IR (8)
d. HHBERBAEAE, HPATHE (8) .
(8) IHIKAR H3C HiARLFEA MR

17 z2

17.1 AT AELE T EBRITHIAIANE R ?

BAITR R E R TR, 25618 4 R i | D Be .
(1) HARGHEA.

systemvi ew
(2) THEAER T DI RE .

password-control enabl e

17.2 w&1EASSHARS 2R, AHAERETNTPEERA LRE?

W& 2RI T password-control ThRE, IR IT S J5 W & K 25 65 [ 2 1 5 e 4% . 7B
password-control IREFFJE B, BEAGAE/EZ AL (], WARCE | NTP J5 RGN ] R AR, %
1. BERAIIETS console & ki %, K] password-control TifgEI AT .
(1) HARGME

systemvi ew
(2) %I password-control THEE

undo password-control enabl e
RYN B SE G, W18 password-control ThEE, TIEH 5. T password-control [
MWRBIES WA “Z BRI T “Password Control”,
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17.3 Aft A TEERIRE TR ?

K% &SI E T password-control Ij6g, M Re 3 i %5 05 58 (1) /N i 1) 18] B D e BRIA I )
B, B SE #4228 Cannot change password until the update-wait time expires. it
I AT i@ d passwor d- cont rol updat e-interval interval 41530 58T & /)N TR JA]

b o
17.4 @EAERSSHIRS R, AR FEEERATBIEIE?

BRATEOL T, SSH A A UE R B[R] 60 F5 .

NTBIEAER PR TCP %R G, AbATH: FRIVETT = G, wiisHeaEH Ik
WGk, AT LA B AU I R, SRR E R (] P9 A 8 BOAE AR 48 1% 0%z .

W AN E R I B[R] ¢ B I A, P RE 2 i il SSH & ki 4 RN, #4512 [4] Authentication timed out for
X XXX CHSERR 1P kb)), HEERTE RGBT, {1/ ssh server aut henti cati on-ti meout
7 A T R A E R A B[] o

17.5 w&IEASSHE Fim, AAIMBRA S hrY4E EARSS 25 0 5H 7

BE&AEN SSH & P, RGN THAT del ete ssh client server-public-key AP
B A b SCAE A R i IR 25 2 A R

WAAEAN SSH % /i, 3% SSH k%% #5 )5 , 1E#27~15 5 Do you want to save the server public key?”
JEHIN Y, WA SIRIERS A HBIA M SO R SSH & P i & O IR 55 345 5 IR 55 45 BT A2
BT AR, 2B AHE SRS S5, SSH % i S xRS AR B aE
FFRM15 8 The server's host key does not match the local cached key...ixFifgsL &, v LU
del ete ssh client server-public-key WBRAH S A )46 7 AR SS 28 A B b

17.6 AT BATSSHARSGRIEEE, &PinEREEE &R ERET
it ?
AT ssh server enabl e #4734 Stelnet IR 5525 DhREIFRCE T AHN I 7 5, 75 il E
Stelnet % /'3y & 3R AT FH I VTY H 2
(1) HARGME.
systemvi ew
(2) HEANVTY 20K,
I ine vty nunber [ endi ng- nunber |
(3) HLEEFH I LME XN scheme 77
aut henti cati on- node schene
BAEN T, HPLNET 08 passwor d 75 .
LA B E 2 BVGIET 308 scheme 53, RS H BT, oZHE R W%
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18 ACL M QoS

18.1 QoSREGRDLPEE T ZFRIEMN, It ARE—F RN ETS T
AR AR ENe ?

TEIE R AN Z R 2 AR SC & or.

B MRS RPECE 724 i f-mat ch UK, e oI 2 8 KZEL RN “and” HT
B L ZRUL I 43N A 8 %38 ARt N 2 a2 RN “or” I, FdEa R

VG e L P AR Ar] — AN R Al g T2 )EHF'—ILJit rafficclassifier 7ﬂkﬂﬁﬁﬁ)\ﬂml§’$ﬂ9§
S

18.2 r“FHACL:&ﬁ?&fz g, ZERIPH# it Ry EH & B AVIRSCGEE, A
AR EMIR?

A ACL rul e $E e 1P Mk () S AD i B A 75 I
i ACL ULECHSCIIREL H 1 1P Hibkes, EHRE P bk A 8 RIS, 1A E /5.

Biltn, A BEULE 192.168.1.0/24 X4 1P #ihk B AT A 1P Hudik, #6748 ACL Hf$ifH rul e 74
BB R “IP Hubk+ 85 ” NoA “192.168.1.0 0.0.0.255” .

18.3 ZEVLAN#ZEO LN AACLIEFHITIRGHEE, M _EEREAIRIXAEM.

FIEE R PR R
o IiFK VLAN #Z 1 RS E OISO DEMIER, SRR EAR NI R UK 1 EE R E

o XT3 FFpacket-filter filter &M, fE VLAN 3 ML FECE packet -fil ter
filter all 4. LS HISAEN N packet-filter filter route, EJ#RCidiE
O VLAN $2 T = 25 2 oA 3%

18.4 A LIBTEHHIP Source GuardEIN, {BAIF XL LI ?

HHATUL M a4, ARG E 7 iocd k.

. di spl ay packet-filter

) di spl ay acl

HECE TR pE, BER S S K ACL PR B RSN . R, [ di spl ay
packet-filter statistics MAAFER RGP T IRCGLIEFH deny FLN .
RSCEIEAL S 2 T 1P Source Guard, it LA 24 SC[AJ i VL RCHR SO 8T IP Source Guard R
S EL SR

18.5 ACLHNIIILECINF =2 &% Ehy?

H—A ACL A& Z 4N, O3 I — @ T 5 X Lo kA7 VS EC, — FLUGEC b3 2R
fESEPRVLACE FE . ACL IR VTR A DA R P
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o PEENY: FLERING S /N EIREEAT UL .
o HEMHHF: L UL RN R BIEEATILES, AR ACL I “IRENLSE” HEFHEN
ik 18-1 .

Z i

“Ti#it acl 44F 45 match-order { auto| confi g} A%k45 T HN 4 EEIRA, auto & wi%
B ASHER (Bp “REAML” BN 8RF BTN EE, config R TR E)R5HATHN T
B, AT, ANE REIRA AR IS, B F 823 ACL REIFARLL, AN EEIRS R

HEABE IR,

#*®18-1 BB ACLH “REME” HFEN

ACL 7!

CREME” HEFFEN

IPV4FEARACL

O T 9

ST (UL RC 2R AR 2 B VPN S, it de
2R VPN SEGIEL SR OURH R, i B 1PvA LTS, BNk
AR \PvA HULEVE I AR R, AR E R R, SEREE

IPv4 52 ACL

T O O T 9

—h

S BRI Y DT AC 2 14 b A2 5 & VPN s2fil, &t

W VPN 2Bl S S RAHE, B GERE, fRefh 1Pva AR5
RS REA R, FEICELE IPva shhl T, BUhERL

WIRYE IPv4 HhEYE R AR, FE LR E B IPv4 HhBEYEE], BohE R

Wit BB 1Pv4 b FEAE R, B LR DU 2 10 (B TCP/UDP i 1) 5 B sEJa L, ¢
/NER G

WY R 05 B S G Rk R, R E G R, e E E Tk

IPV6FEAACL

O T Q@

SEFIWT R ULRC 2 AF P R S VPN Sefl, it
2R VPN SEGIEL SR BURH R, i BUALR 1Pve MUEYE T, BN ik
AR 1Pve HuUhEVE I AR R, AR E R m R, SR EE

IPV6 5 ZHACL

T O O T 9

—h

S BRI Y DT AC 2 14 b A2 5 & VPN s2fil, &t

W VPN 2Bl S S RAHE, B GERE, feef 1Pve AR5
R BGEREARR, FERIE 1Pve HibEYE R, BohEsE

WIRYE 1Pv6 HubkyE R AR, FE LR E B IPve HibEEE, BohE g

W H W 1Pv6 kil v [l AH R, i B 1 (R TCP/UDP i 1) SHIE R,
/NER G

WY R 05 ) E G E Tk R, R E G R, S E E T

—JZACL

o T 9

S EIE MAC HibESa L &/ E e
WIRYE MAC HihEyS A E], F LR H B MAC Hihbya R, B st
U H i MAC Hulbya B AR, E BRI E R/ Ry, Rt E & A
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= i

o AL IPVA HUHETE B 6 K, #EZELER IPVA MbAEIE FL S e AL 07 fni % “0” 1xA %,
SO AL, 18 E AT A (xﬂf’rliﬁ%%ﬂa) R i s oD e ] é’} “0” AT “IREL,

“17 AT AR, XE5F RGBT, Lo MGG 255.255.255.0 x4 i 6418 Be i 46

k2 0.0.0.255. sbob, BEAAEA T 6 07 K D TUARTRELL, ZAFTA MR EH
VAT IR AR, Z4e 0.255.0.255 #h2 —ANE-ik 698 B AT e AL

o LA IPV6 HuibTE 69 Koy, sHALER IPV6 MUk AT A K4E: ATAAMK, TEEA,

o AL MAC Huhbig Bl 6g Ko, #E2 0038 MAC #eibie s “1” (589 %y “1” a4 %, CEM
A

19 wsem

19.1 182 T VRRPENEMIVRRPIER AR, VRRP AT ALK T ?

VRRP S A des EICE R VRRP IRAS LA —2. JF HAan R #)2 VRRPV2 fiA, N
VRRP %m?&lﬂflﬂlﬂﬁmiﬁ%éfﬁﬁﬁ ﬁt

EE VRRP & 4 i w45 b, @i 47 di spl ay vrrp verbose w4, #&F& “Version”
ERI4HT VRRP &4 411 VRRP H}iﬁ, WIERA—3, EMAT vrrp ver si on i RA G —
o

U RRRA ) N VRRPV2 FiAs, M4k 4258 i3 #4047 di spl ay vrr p ver bose 74, &&“Adver Timer”
R ETEC B 1Y VRRP I8 & ST (A [aIBg, W RA—2 AT vrrp vrid ti mer adverti se
i AP IR 1] ] R 5 e — 28

192 VRRP#Z2¢AM, LiMasteri&F 1T IRSSdownfg, FHEAMT
205 B1R?

VRRP H & H A B4 HEHOR S MEE 11, 15 /E VRRP &34 1) Master %4 I, @id$447 di spl ay
vrrp verbose 4, #F “VRRP Track Information” J& 75 <HE T Track T, % GHCE, %
it vrrp vrid track 47t Master & _LECE VRRP 5 Track Bt#)). Track 5 NQA 5 BFD
Bz, SEIl VRRP Master ¥t il EATBEROIR S ThRE

19.3 FEVRRP S TrackEEsh 5l Masteri& & _FITHEBIRTS, TrackIRAs3s
HNegativelt, A AVRRPEMHEFT I EZRIFITYIH?

R A E Track IRAE Y Negative if VRRP & 2T E&UIHe, FEME 4% WAL Track T
RA&EH Negative B}, Master £ I Fe 0 PR 9% HEUE, {15 47T H Master & FIL e A
SEHNREH IS, HER&A 2 5 ECOHTI Master %45 .
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W 1E Master & & 347 di spl ay vrrp verbose 4, &% “VRRP Track Information” /&
HBHCE “Pri Reduced”, U ElCE “Weight Reduced”, WK IR EVE K 2SIRE, 5 H
vrrp vrid track i BECN MK Master B AR SE 2

WRBLE T “Pri Reduced”, H4k4:AE Master ¥4 “Running Pri” CYRIL%ER) ZEEKT
VRRP & H e st s, SMiEEH vrrp vrid track a0k “Pri Reduced” #¥fE, f#
73 Master W% BRI IR T H B R & MR %%

19.4 TIFHRBFRBIERT|3 M, BEEERRPPHEXINGEHAREFILE, &
ZERERRPPELEELERHAREA?

4 1E R A DA B Fip At RRPP BB 5 3 T A B AE T SRS T oSl B .

IR0 4 BONY)E, WAKIT I R HE

(1) A& RRPP I, &+ 14 ID AN domain 1.

(2) 87 X% VLAN N VLAN 4092, T4 VLAN A VLAN 4093.

(3) HBLELRY VLAN Wi | MSTP instance 0 F.

(4) BCE RRPP M RRPP 5 o W AL m, Hda e i DATEG . HE N RRPP 31
[ AR 3 S /NP E D 0 1, S 15 DR B S i g

(5) WE RRPP 1.

WA RN, et R IR ID T R HPRAS, ARG IT 540 T“ON"I, W& AZh 5l FIRE . Wi

FC B S AL B S PRSI R EL B 5, Bl Wfc B S fF ) RRPP domain 2, Jf48 2 Ha% ] VLAN

9 VLAN 4093, L RRPP domain 1 F#%ii VLAN AH[F], TIHC & P R

ikt G tH I DA b e, G SRR [E AR A SRR O T LI E, EF R T LICE WA SRS CRL

BT

20 muswmspe

20.1 PoEium O EIESHEBRE IR EBML?

W H I % T Ja PoE #: Mt fiThEJE POE 2 10% up/down, PoE 22 #edL H g5 #5431 PD IE

AL HL B POE AZHp L MR AR /R T A AR, wIRE2 T LU R R 51 .

(1) AKRIFEHE PoE Uiig

AR & IR A IEMEREITEN N, B LUMER di spl ay poe interface mdaERE

POE 4% M HI AL HUIRAS o W R {5 B PoE Status B¢y Disabled, 4% 1 PoE Thfg & < HPIRAS,

AT LAYE PoE #: ALK F#T#r4 poe enabl e KJF /3 PoE Jfg.

(2) AKIFEAEbriE PD K TIRE

2 H PD # 4 5r NbsdE PD fEERRUE PD, #rifk PD /2465454 IEEE 802.3af fil IEEE 802.3at A5k

PD & 4. WiRZdkbaitt PD i, RATEH G AEbrdE PD Kl Thee S5, PSE A X EbrdE PD fiEr.

W% CRFLLU R AR ERRUE PD RS ShREMIEC R, A TR — R & 7 I T8 ZIhRg .

o i ERGWETHITHS poe | egacy enabl e pse pse-id JF3 PSE fdE i
PD &0 &
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o JiET: {f PoE MK FH4THr4 poe | egacy enabl e Ff)i PoE O AEFRHE PD &
M5

(3) ARJIk PSE [l

AR B Rid 1. 2 R R S50 POE ¥ N Gk IE 7 L H, 1% i AR nf #8 & TR T+ 9% PSE [E 45

.
FEATAE LT RARAEAT, 1556 R H3C BORSIRFRUR ET PSE B ST o TH2AT LT P g
e

e refresh #:l: ERFEMEMITHTS poe update full filename [ pse pse-id ]
CHH Tz AT o Ry Fppldy,  — e ool R e s e 2O 2 PSE [0

o full #ix: ERGUWEIAITH4S poe update full filenane [ pse pse-id ]

T EE R B, 0 PSE & 444 i - o F2 PR 5 £ =1 A T R, 318 SERGE A ul | 07 SR I,

AW E RS ful | 7RI AT R T .

BAREAEDIR, VSR ref resh Bis{fELF 2 PSE 4 [l 44 A7~

<Sysnane> systemvi ew
[ Sysnane] poe update refresh PCE-168. bin pse 4

20.2 HALNMSIHZEMRIZEIRMREELRI R E?

NMS 1 Agent g% @37 SNMP i85, RATREE HI LA T R 38
R I TR A RS, NMS S0 ek I A BRI AR S 5 . NMIS eIk o6 & L 0 15 2
RS EE L TR LU U R T B AT R
1. WINRA—E.
W HINTE NMS F1 Agent FLE ) SNMP R A2 — 8. X r LA 4T v 4 di spl ay
snnp-agent sys-info AEKLSEEK SNMP i, WE NMS Al Agent Fit & ] SNMP Jiit
AAR—F, UL RFEME N AT 2 AT 4 snnp- agent sys-info version ALE
SNMP Jit A
B, BRI T TR FIPS fa, 328 SNMPv1. SNMPv2c Al SNMPV3 =Fhi AR ;
WHIBAT T FIPS BN, A 3CHF SNMPV3 fiiAs.
2. WhINEESL —H
itk NMS 1 Agent ] () SNMP JASAH [FJR, 412k NMS {5 ANRERLHE] Agent {58, 7T LA
AT A4 di spl ay snnp- agent communi ty #:& SNMPv1 8§, SNMPv2c ] 11642, 5 NMS
A1 Agent it & W H A4 A—F  wT DS BUT PR 7 2Cic & 211k
o ik ETHHEE SNMPvIN2c [k
A8 2512 ELAERAT i 20 AR LR AR =K
o VACM i7: TERGME FHATH4 snnp-agent community { read | wite}
[ sinple | cipher ] community-name[ m b-viewview name] [ acl
{ i pv4-acl - nunber | naneipv4-acl-nanme } | acl i pv6 { i pv6-acl - nunber
| nane ipv6-acl-nane } ] *
o RBAC #i: 7ERGME FHATA4 snnp-agent comuni ty [ sinpl e| cipher ]
comuni ty-nane user-rolerol e-nane [ acl { i pv4-acl -nunber | nane
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i pvd-acl -nane } | acl i pv6 { i pv6-acl -nunber | nane i pv6-acl - nanme } |
*

o JjiET: ETHPHECE SNMPvIN2e HfE
HAERGME T HITH4 snnp-agent group { vl | v2c } group-name
[ notify-viewview name | read-vi ewview name | wite-viewview nane ]
* [ acl { ipvé4-acl-nunber | nane ipv4-acl-name } | acl ipv6
{ ipv6-acl-nunber | name ipve6-acl-name } ] *f& SNMPvl/iv2c 4;
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	(2) 通过domain isp-name命令，进入当前缺省的ISP域视图；使用命令undo domain default enable将其修改为非缺省ISP域。
	(3) 通过domain isp-name命令，创建新的ISP域，并进入其视图；使用命令domain default enable将新创建的ISP域设置为缺省的ISP域。

	14.3   本地用户没有配置服务类型会导致认证失败吗？常用服务类型有哪些？
	14.4   RADIUS认证时为什么需要配置nas-ip？
	14.5   802.1X在线用户握手功能的应用场景和注意事项有哪些？
	14.6   在线用户握手安全功能有哪些使用限制？
	14.7   什么情况下需要开启在线握手成功报文功能？
	14.8   配置设备端和服务端的认证、授权、计费时需要注意什么？
	14.9   什么情况下需要配置允许MAC迁移功能？
	14.10   如何配置和查看802.1X用户使用的强制认证域？
	14.11   当前ISP域中未指定具体授权方法的情况下，缺省授权方法是什么？如何配置缺省授权？
	14.12   使用iNode客户端作为802.1X客户端时，iNode该如何配置？
	以iNode PC 7.3版本为例配置客户端如下：
	(1) 启动客户端
	(2) 新建802.1X连接
	(3) 输入用户名和密码
	(4) 设置连接属性
	(5) 发起802.1X连接

	14.13   端口安全模式分为哪两类？配置之前，端口需要满足什么条件？
	14.14   802.1X环境如何实现终端免认证？
	14.15   设备对RADIUS 15号属性的检查方式该如何配置？
	14.16   对802.1X用户进行周期性重认证时，设备按什么顺序为其选择重认证时间间隔？
	(1) 服务器下发的重认证时间间隔；
	(2) 通过接口视图下的dot1x timer reauth-period命令配置的周期性重认证定时器的值；
	(3) 通过系统视图下的dot1x timer reauth-period命令配置的周期性重认证定时器的值；
	(4) 设备缺省的周期性重认证定时器的值：3600秒。

	14.17   802.1X的Free IP功能是否可以与端口安全同时开启？
	14.18   802.1X的Free IP功能是否可以与MAC地址认证同时开启？
	14.19   为什么在接入设备上强制Portal用户下线失败？
	14.20   什么情况需要配置认证触发功能？
	14.21   什么情况下端口会加入Critical VLAN？
	14.22   端口安全允许的最大用户接入数有何限制？
	14.23   同一端口下，同时进行MAC地址认证的终端过多时，重新认证时间间隔该如何设置？
	14.24   IP Source Guard动态绑定表项可以来源于哪些功能模块？
	14.25   配置了IP Source Guard静态绑定表项，为什么绑定功能不生效？
	14.26   Portal HTTPS重定向为什么不生效？
	14.27   为什么需要配置RADIUS报文的共享密钥？
	14.28   配置AAA时如果没有计费服务器，需要配置当前ISP域的计费方法吗？
	14.29   在ISP域下，若配置AAA认证/授权/计费方法使用的RADIUS方案不存在，AAA认证/授权/计费方法会生效吗？
	14.30   在实际应用场景中，若需要通过iMC服务器下发安全ACL，应该如何配置？
	14.31   802.1X在线用户较多时，用户重认证周期过长该如何解决？
	14.32   如何解决设备因无法感知802.1X认证用户离线导致用户再次上线失败？
	14.33   配置802.1X Guest VLAN功能前有哪些配置准备？
	14.34   端口接入控制方式为Port-based时可以配置单播触发功能吗？
	14.35   如何配置MAC地址认证用户使用的账号格式？
	14.36   开启802.1X或MAC地址认证对端口安全功能有何影响？
	14.37   如何修改端口安全模式？

	15  路由
	15.1   路由配置不完整或配置错误会导致网络出现哪些故障，如何进行排查？
	15.2   在同一设备上配置的VPN网段和公网网段相同，会冲突吗？
	15.3   策略路由配置错误导致Ping不通故障如何排查？
	(1) 执行display ip policy-based-route命令，查看已经配置的策略。如果配置了策略路由，则继续执行下一步。
	(2) 执行display ip policy-based-route setup命令，查看已经应用的策略路由信息，并分别通过如下命令查看具体类型的策略路由信息：
	(3) 如果策略路由的if-match子句配置了ACL匹配规则，可通过display acl命令查看ACL的配置和运行情况。
	(4) 修改策略路由，保证设备间流量正常转发。

	15.4   静态路由的出接口没UP会导致Ping不通吗？
	15.5   终端设备如果未配置网关，会导致通信故障吗？
	15.6   为什么配置的备份静态路由未及时生效？
	15.7   为什么配置了静态路由关联track项，却无法通过track关联的检测模块及时检测链路故障？
	(1) 首先排查检测模块的配置是否正常，如果检查没问题，再进行下一步骤。
	(2) 检查静态路由关联track项的配置是否成功。执行display current-configuration | include route-static命令查看静态路由的配置情况。在配置静态路由时，应严格按照各产品命令参考里的顺序配置各个参数，否则会配置失败。其中，description参数后面不能配置其他参数，只能输入静态路由描述信息。

	15.8   BGP邻居关系未建立的常见原因有哪些？如果处理此类故障？
	(1) 使用ping命令检查链路是否畅通。
	(2) 检查路由表中是否存在到邻居的可用路由。
	(3) 使用display tcp verbose命令或display ipv6 tcp verbose命令检查TCP连接是否正常。
	(4) 检查是否配置了禁止TCP端口179的ACL。
	(5) 执行display current-configuration命令查看当前配置，检查邻居的AS号配置是否正确。
	(6) 执行display bgp peer ipv4 unicast命令或display bgp peer ipv6 unicast命令检查邻居的IP地址/IPv6地址是否正确。
	(7) 如果使用Loopback接口，检查是否配置了peer connect-interface命令。
	(8) 如果是物理上非直连的EBGP邻居，检查是否配置了peer ebgp-max-hop命令。
	(9) 如果配置了peer ttl-security hops命令，请检查对端是否也配置了该命令，且保证双方配置的hop-count不小于两台设备实际需要经过的跳数。
	(10) 检查两端设备是否配置了peer ignore，如果想建立邻居关系，执行undo peer ignore命令即可。
	(11) 请检查BGP会话两端的地址族能力是否匹配。例如，建立BGP VPNv4邻居时，需要两端都要在BGP-VPNv4地址族下配置命令peer enable。

	15.9   怎么查看和配置等价路由条数？
	15.10   不同VRF或公网与VRF如何通过三层接口实现互访？
	15.11   设备配置前缀大于64位的IPv6路由后为什么不生效？
	15.12   部署OSPF后，为什么无法建立邻居关系？
	(1) 使用display ospf interface命令查看OSPF接口的信息。如果接口状态为Down，表明此接口没有发送和接收任何路由协议的报文，请检查接口是否up。
	(2) 检查物理连接及下层协议是否正常运行，可通过ping命令测试。若从本地路由器Ping对端路由器不通，则表明物理连接和下层协议有问题。
	(3) 检查接口上配置的OSPF参数，必须保证与相邻路由器的参数一致，区域号相同，网段与掩码也必须一致（点到点与虚连接的网段与掩码可以不同）。如果配置了验证，需要保证：
	(4) 检查OSPF定时器，在同一接口上邻居失效时间应至少为Hello报文发送时间间隔的4倍。
	(5) 如果是NBMA网络，则应该使用peer ip-address命令手工指定邻居。
	(6) 如果网络类型为广播网或NBMA，则至少有一个接口的路由器优先级大于零。


	16  组播
	16.1   组播组网，接入设备配置二层组播后，为什么网络卡顿、延迟高？
	16.2   组播组网，二层接入设备配置了IGMP Snooping和IGMP Snooping drop-unknown功能后，为什么组播转发表项异常？
	16.3   什么情况下需要配置查询器？是否可以配置多个查询器？
	16.4   同一PIM域内，配置三层组播功能后，三层组播流量不通？
	(1) 单播路由不通。
	(2) 未开启multicast routing功能。
	(3) 未正确配置PIM和IGMP功能。
	(4) 对于PIM-SM或双向PIM网络，没有配置RP或RP信息不正确。
	(5) 转发组播数据的接口上配置了组播边界。
	(6) 对于PIM-SM或双向PIM网络，配置了错误的组播源过滤策略。
	(7) 组播转发表项未生成。
	(1) 检查组播转发路径上单播路由是否正常。使用ping命令检查组播源与组播接收者间的单播路由是否正常。若无法ping通，使用display ip routing-table命令查看路由表项是否存在到达组播源和组播接收者的路由。若没有，请先排查单播路由配置是否正确。若单播路由没有问题，请执行步骤（2）。
	(2) 检查所有三层组播设备上是否开启了multicast routing功能。缺省情况下，multicast routing功能处于关闭状态。在系统视图下，使用display this命令查看是否开启了multicast routing。若所有三层组播设备上开启了multicast routing功能，请执行步骤（3）。
	(3) 检查是否正确配置PIM和IGMP功能。在组播转发路径上，除连接组播接收者的端口上，均需要开启PIM功能；连接组播接收者的端口上，需要开启IGMP功能。在接口视图，使用display this命令查看当前端口上是否配置了igmp enable或者pim dm、pim sm。若所有设备上正确配置PIM和IGMP功能：
	a. 对于PIM SM或者双向PIM网络，请执行步骤（4）。
	b. 对于PIM DM网络，请执行步骤（5）。

	(4) 对于PIM-SM或双向PIM，检查是否配置了RP且RP信息配置是否正确。在设备上使用display pim rp-info查看不同设备上的RP信息是否正确，主要检查如下字段：Scope、Group/MaskLen、RP address，确认服务于相同组播组的RP地址是否在相同、是否在相同的PIM域内。若RP信息不正确，请在所有设备上执行c-rp/static-rp命令将为某组播组服务的RP地址配置为一致，若RP信息配置正确，请执行步骤（5）。
	(5) 检查组播转发路径上的接口是否配置了组播转发边界。在转发组播数据的接口上执行display this命令，查看接口的配置信息中是否配置multicast boundary命令。若存在，使用undo multicast boundary命令删除该配置。若不存在，请执行步骤（6）。
	(6) 检查组播转发路径上是否配置了组播数据过滤器。在组播转发路径的设备上，进入PIM视图，使用display this命令查看是否配置了source-policy命令。若配置了，检查过滤策略是否正确。若过滤策略不正确，请删除该过滤器或者通过source-policy命令调整组播数据报文的源地址范围。若没有配置，请执行步骤（7）。
	(7) 检查组播表项是否存在。
	a. 通过display pim routing-table命令检查设备上PIM路由表项是否存在。对于连接组播接收者的设备，设备上应该存在（*，G）和（S，G）表项。对于没有连接接收者的PIM设备，设备上应该存在（S，G）表项。
	b. 通过display multicast routing-table和display multicast fast-forwarding cache查看组播路由表和组播快速转发表是否存在。若这2个表项不存在，组播报文会转发失败。
	c. 通过如上检查，若组播表项存在，组播数据仍然转发不通，请收集表项信息，然后请执行步骤（8）。
	d. 若组播表项不存在，请执行步骤（8）。

	(8) 请联系H3C技术支持人员。


	17  安全
	17.1   为什么配置了密码控制却不生效？
	(1) 进入系统视图。
	(2) 开启全局密码控制功能。

	17.2   设备作为SSH服务器，为什么配置了NTP后登录不上设备？
	(1) 进入系统视图。
	(2) 关闭password-control功能。

	17.3   为什么无法修改设备密码？
	17.4   设备作为SSH服务器，什么情况下需要修改认证超时时间？
	17.5   设备作为SSH客户端，如何删除本地文件中的指定服务器公钥？
	17.6   为什么启用了SSH服务器功能后，客户端连接到设备时提示连接中断？
	(1) 进入系统视图。
	(2) 进入VTY用户线视图。
	(3) 配置登录用户线的认证方式为scheme方式。


	18  ACL和QoS
	18.1   QoS策略流分类中配置了多条匹配规则，为什么没有一条规则能够匹配到相应的流量呢？
	18.2   应用ACL进行报文过滤、禁止某IP地址段的主机发出的报文通过，为什么不生效呢？
	18.3   在VLAN接口上应用ACL进行报文过滤，对二层转发报文不生效。
	18.4   为什么报文命中IP Source Guard表项，但却无法转发呢？
	18.5   ACL规则的匹配顺序是怎么样的？

	19  可靠性
	19.1   修改了VRRP备份组的VRRP使用版本后，VRRP为什么失效了？
	19.2   VRRP备份组网，当Master设备上行链路状态down后，备份组为什么没有切换？
	19.3   配置VRRP与Track联动监视Master设备上行链路状态，Track状态变为Negative时，为什么VRRP备份组中的主备未进行切换？
	19.4   支持拨码开关的IE系列交换机，配置RRPP相关功能并保存配置，设备重启后RRPP配置丢失是什么原因？
	(1) 创建RRPP域，设备的域ID为domain 1。
	(2) 指定主控制VLAN为VLAN 4092，子控制VLAN为VLAN 4093。
	(3) 配置保护VLAN映射到MSTP instance 0上。
	(4) 配置RRPP环和RRPP节点。设备为传输节点，并指定主端口和副端口。其中接入RRPP环的端口中，端口号小的作为主端口，端口号大的作为副端口。
	(5) 激活RRPP域。


	20  网络管理与监控
	20.1   PoE端口无法正常供电的常见原因有哪些？
	(1) 未开启接口PoE功能
	(2) 未开启非标准PD检测功能
	(3) 未升级PSE固件

	20.2    为什么NMS对设备的远程管理和操作出现异常？
	20.3   设置本地时钟作为参考时钟会影响NTP客户端和服务器进行时间同步吗？
	20.4   配置客户端/服务器模式下的NTP，服务器端的时钟层数是否要小于客户端的时钟层数？
	20.5   NTP客户端/服务器时间不同步，时间相差若干小时的原因是什么？
	20.6   什么情况下需要配置PTP接口角色才能实现PTP时间同步，有哪些配置限制？
	20.7   为什么无法通过云平台（绿洲云）远程管理设备？
	20.8   设备产生的日志信息过多，如何处理？
	(1) 排查这些日志信息产生的原因：根据设备记录的日志信息内容，排查这些信息产生的原因，从根本上解决问题。例如：设备有大量端口的UP/DOWN信息输出，那么就要排查对应的端口是否有问题，端口UP/DOWN的问题解决后，日志信息就不再产生。
	(2) 修改日志信息的输出级别：如果无法阻止日志信息的产生，可以修改日志信息的输出级别，使这些无用的信息不再向指定方向输出。例如：只允许VLAN模块信息级别为notification及以上的日志信息（即等级0～5的日志信息）输出到控制台，修改方法为：info-center source vlan console level notification。
	(3) 禁止指定应用模块日志信息的输出：如果某个模块的日志信息管理员不需要关注，可以禁止该模块的日志信息输出到指定的方向。例如：禁止Portal模块信息输出到监视终端，修改方法为：info-center source portal monitor deny。


	21  VXLAN
	21.1   为什么设备上无法配置VXLAN特性相关的命令？
	(1) 确认设备是否支持VXLAN特性。
	(2) 部分设备上只有特定的工作模式下支持VXLAN特性，不同设备上工作模式的配置方式可能不同：
	(3) 部分设备上不同的角色需要使用不同的硬件资源模式，如果硬件资源模式与配置不匹配，可能导致配置无法执行。通过display hardware-resource vxlan命令可以查看设备VXLAN的硬件资源模式；通过hardware-resource vxlan命令可以配置VXLAN的硬件资源模式，修改VXLAN的硬件资源模式需要保存配置并重启设备。



