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1 ComwareV7 # BH&rS T E N5
1.1 @&

A48 ComwareV7 & F i 247 L&

WAL T FEE MIhEE, ANFEIThEEX NA FIFECE M a4 . NETH PR m L, k&
e OReRT o AT R Thaer RS m MBI, MERLE B IIReIE Adr on, B
NIX Z i 2 BT E IR . BRI ME— 1) & SUE M IPERTF, 9 i/~ fF[Sysname-vian100]
FOR AT A AL VLAN #LE], VLAN (4 572 100, 721K A% VLAN 100 (1) J& 1 247

Mo .
S MEER A ZE ), Wl R, 2P E, B TRANRGIE, =R NS AR
LR o

E1 S SHEREE

®

> ERHE

L » VLAN#LE

— S

MPE —  RAGHE —

— > AAHSUAE

L—» Probefi A

o HPEIRA S, AR P ALK P AL R ATHAT B R 1 B AR AR A IR R
AFE R, WE RGN, HF A, FTP M Telnet #:/E5E,

o MHPFHEF LA RGME . REGLE T REXT RS BTSHU AR DIREREATICE., ke
BEAN. REYGMER . BCERERSE.

o AERGME NRARE MRS, W LENANM AT, el RIhBERIBCE., Bl BEAE
PRI E 3 O 250 N VLAN LIS VAN PRI H 3t N P 22l BTG B 8 s B P i
JEE S GUEEA I 7 I EEE A A0 B B A R A . DR T T R A T
K, Biin NQA KL B b A & SRR, 52 LA DR A PR IR

RE T RS S ML R SOl e &, TR i S ML IR R AT JE AN <?>.

1.2 HANE

AFERLEREANTT N
o HPERA)S, HAEBEAMSE.



o MHFMEIAT system vi ew 4, T LLEANRGME .
o  ERGME THANFEMS, WLEEAFR TR . ThEELE T il Reib & AL

1.3 IREME

B RLEL Tel BEEMEL Python shell. 22 3L 3550 g 48 A0 BRI A SL 2 HALE A, FOARRL IR H

77 N

o TEMBIMLEHUT quit @A TTRE_E KL

o HPATreturn mAIREIHFE.

o RPUEBE<CU+ZSTRFIH SR, DifedEF T return .

AP RETHAT qui t a4 )E, SWFS5R&MERE; AP RE T ARMEM return @4

Tcl BCE M. Python shell. 22353 559 4EAN B A AL 23 A0 I 038 HH 77 2040301«

o  TelFLEME FEMA tcl quit REHFE.

e {E Python shell Fi&i#id AT exit () @4, M Python shell i& [ 31 F 41

o ALK T publ i c- key- code end R[] E—ZALE (AFEEFRED o A
SR NG (£ peer - publ i c- key end #r4iR [ RGHLE

1.4 BRIE

HPgswsa, WEANHEPRE, S E T 3T EE R B EERAE. WlERE.
PEEHEEE. BB RGN E. BEG#%. FTP fl Telnet # 1%,
FH P LB R T N< R G 44FK>, #illn, <Sysname>. F A LLEATHEL B R4 FR.

1.5 REGME

FERHFE TN system vi ew i, BIHEANRGMIE . 40FFios:

<Sysnane> systemvi ew
System View. return to User Viewwth Crl+Z.

[ Sysnane]
ERGMET, BRSBTS ER DRI S, Bl E 2 An . BEYGE R iE

1.6 Thaedil[E

FERGAET, AT RLor it A& ThREAL o
Bt N LK R332 AL -

<Sysnane> systemvi ew

[ Sysnane] interface G gabitEthernet 1/0/1
[ Sysnane- G gabi t Et her net 1/ 0/ 1]

il gk N VLAN #LA

<Sysnane> systemvi ew

[ Sysnane] vlan 2
[ Sysnane- vl an2]
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2 orA4T A B U

2.1 &9
KA e AT SR E B

2.2 EHaSITIELEEN

EmAATINEREF, WULEa AT MR A BRI <?> DR E R MEL T B . Mg e WL
RN Y5, RSEAH.
o THAEEMET, HA<?>REIAIRECZALE T o] DU A & L B iR .
<Sysnane> ?
User view commands:

archive Archive configuration
arp Addr ess Resol uti on Protocol (ARP) nodul e
backup Backup the startup configuration file to a TFTP server
boot - | oader Sof tware i mage fil e nmanagenent
...... ﬂ]’é

o ALY, FEUTHKEIIE<?>,
IR <?>ALE R BET, WIF H A7 SO R . .
<Sysnane> term nal ?
debugging Enabl e to display debugging | ogs on the current term nal
| oggi ng Display | ogs on the current term nal
noni t or Enable to display |ogs on the current term nal
HIR<?> (BB, MBI A KIS . i
<Sysnane> systemvi ew
[ Sysnane] interface vlan-interface ?
<1-4094> M an-interface interface nunber
[ Sysnanme] interface vlan-interface 1 ?

<Cr>
Hrf, <1-4094>F RiZSHINEUETEE N 1~4094; <cr>Fonin AT 4RI BE LS, HiE
N 8] ZE B AT 440047

o HINMAMIAERLE Y, H5SH<?>, SoRbhZFA Ik A o ot 7 N 3 E
B .

<Sysnane> f?
fdi sk Partition a storage nedi um
fixdisk Check and repair a storage medi um

f or mat Format a storage nedium
free Rel ease a connection
ftp Open an FTP connection

<Sysnane> di splay ftp?
ftp FTP nodul e
ftp-server FTP server infornmation
ftp-user FTP user information



2.3 ¥ undofs 3

A K undo XX — M HRIK ESE L. R Thae s MR Dk E . KB E S E
XN undo . B, i nfo-center enabl e 54 HKIFEEE S, undo i nfo-center
enabl e a4 H SRR HE B H 0.

2.4 S ITHIN

2.4.1 YREMSIT
IniRar AT, RGCFFUNE 1R BN 8RN 2.4.6 3. (3)K 4 Fin 4 A4k .
P A N 1T )5, %<Enter>8HATZ 2.
F=1 wEEINRESR

i Ihke

ARG DOR, WA R EDCh A B, I raRsehs (Ar 47 N AHT

Replikrds YN EAAAERIB T, Gt XA/ ABIIANFAF, W RG22 o X,
W] 5 BN P R TR0

iE % H<Backspace> MERSCAR AL B AT — 545, Jebriieg

FEothrt<—> JehR R B — AT AL E

Hothrt<—~> BIA AN FEY 2 22 R s R VA

Eothrt< t > U Mt i i

Ttbrt< | > ViR 2k P

BT BT 544 T <Tab>8, R4 H b KT
o IR UULHEE A SCHE TE—, T R G e B Sk B AU AN TR AT

BIR

o WURSZILEMRETAME—, N2 kiE<Tab>HE, REXEHERIH
DN S L P PN IPSe

o WIRKASHZILRMRET, REX MBS, FHHAT BRI

<Tab>##

& i

o EFSFRRIATHHAEN, 0RO DIDEEESSFRIBHREA KK (St
R &K A BILAFH), N 2 ATRFRATAME,

o EEEIMF, HL#4 version 7.1.xxx, Release xxx XA e 45k 44T B2 & #H THH
BB B 13 &.1aH; version 7.1.xxx, Release xxx A T it kX & E LB AT 0 3 AF L Eg R ARAZ &
XA AT R X B AL, (2T EEEAE T HITH xxx RFE £ % 5B T AT
versi on xxx (#l4ehfT# abc 3 # versi on abc) , #ATEAAETSR TR L, LIE
W BEX B AT O, XA AT P IRA B0 R, R4S T M R ERE,




2.4.2 STRING #1 TEXT EESHEMN

WERGAATH SN STRING K8, BB “?27. “"7. “\7 BRI L7475 (rf I
FLREXTRE) ASCI HS XAy 32~126), DLk &K% S Htk b as Joe M ag B8y, 0o B 4 Toik
bt W STRING REMSH R FREEAE LT "7, “\7, Wb OUE I CFRF “\” G,
RISERRRAA N7 “N7s IR, W F Z A 2R B A S s S, fila, SERE
FREESECN “my device”, NISZFRBHIA “"my device"”.
WRAASATHIISEON TEXT B8, WERT “?7 AMOHADFRH AT .

Tk S5 AT BEXT S A 2 NG, FEEES a2 IR E B UGS H PSR .

2.4.3 #ZORBRYIMA

i NF I 2RAURS, 4% SR8 48 2R AL SRR R T FR o o 2 1 BB (R AR, SCREAR 2R 7
RN A0 F 42 SR TY RIARINS, 020 N 8 BE B AR . PR 7 U N R4 L 2R B AN X 40 KN
BlnfEsI N i nterface gigabitethernet 1/0/1 W, B LUE 3 R A SR 271
interface g 1/0/ 1, HATLMEAE KM EH i nterface ge 1/ 0/ 1. BIB9S
Z RN ST, #aT U DE NEE OLE. RT N2 2 5/ &KX R RIES W TR,

2 FRORBMS IR IR R R

BEOXRBER O AR
Bridge-Aggregation BAGG
Ethernet Eth
EVI-Link EVI
FiftyGigE 50GE
FortyGigE FGE
FourHundredGigE 400GE
GigabitEthernet GE
HundredGigE HGE
InLoopBack InLoop
LoopBack Loop
M-Ethernet ME
M-GigabitEthernet MGE
Multicast Tunnel MTunnel
NULL NULL
Pex PEX
RPR-Bridge RPR-B
RPR-Router RPR-R
Register-Tunnel REG
Route-Aggregation RAGG
SAN-Aggregation SAGG

6



BEOXRBER O AR
S-Channel S-Ch
Schannel-Aggregation SCH-AGG
Schannel-Bundle SCH-B
Smartrate-Ethernet SGE
Ten-GigabitEthernet XGE
Tunnel Tun
Tunnel-Bundle Tunnel-B
TwentyGigE TGE
Twenty-FiveGigE WGE
Vfc vfc
Vsi-interface Vsi
Vlan-interface Vian-int

2.4.4 RIRNBSIT

WA IR TEE A, BESATLETS, M AT R 9 VLR ME— 1 SR, nl DA

BN TEEER BT . IRt T R A B TR R E R

oA AL R EL s JFk #4245 start up saved- configuration. system vi ew%s,

o WIREEA system vi ew, AJLAEEMA sy CREER#Ns, BRI s I, VLEF]K)
KT AME—),

o INHEEEN startup saved-configuration, A LLEEHIA st s.

Al DA<Tab>8E i R 4t H b R AT A, DA RS IE R S NIRRT

245 EEEGLSFHHENAZ

WA A P oA AT E — AR E A A, WA DO AT H SR — A B A o I E
2%, HAGH PRI Fln:

e K4 display ip routing-table FIHZEE N shiprt &, #tvlLUERA B Z 4
shiprt RAEHATH4 display ip routing-table.

K& ekt di splay ip MIGIAECE N shi p, #iAl LU B4 a4 shi p $ATATE LA

di splay ip FF3krIar447T, WnTLMEA ship routing-tabl e f{E&#4T di splay ip
routing-table, ffiffl ship interface {X&#iT display ip interface.

FH P B RAT (10717 33l 44 1 i 2K DA R G iR 46 1 iy 2 T8 Xl B R B A7 i

NTTERPAER, RG0E T H#75HHECETE NG 4, WK 3 Fis.



®"3 RYGENHIERE R B

RE =

access-1li st

acl

end return
erase del ete

exit qui t

host nane sysnane

| oggi ng i nfo-center
no undo

show di spl ay
wite save

2. Ec EFRRFIFNIES

AR, WAL AT 8 R E# undo fr & M3 SRR I, A0 44 i
LBHIAT, BNHZEARR 4 S AT Bilh:

FH P BARAT B T3l 44 B0 i 2 DL R G2 R0 11 iy & T X S 7s Bl A

BeEAA S, T LME FI$n Ko iy AT 1 I S 80eE 7, IR BRI DU 99l 44 15 AT 20 S B o R
AN, ST DR SE PR 24 AN IS s 8t 5, 390 1 Ras k. $n i mTAREA 9 K,

n o~ 1~9 [, LRSS B 7 H LRI .

WARR a2 E ST SHL WS HL A TE

o thhn, K4 display i p$1| i ncl ude $2 HIZECE AN shi nc J&, W 7 ZHAT di spl ay

iprouting-table | include Static if%

B ##4T shinc routing-table Static.
RGE X EAE 34 TEIERH .

3. EESR
(1) HEARGHME.

systemvi ew

(2) SHIRENHmSFABRIENS .

alias alias commuand

RYUE Xk %S, HS I 1 K3,
(3) (W) AIEARSMBE P HATA M2, RoRan & 575 i i 4 DhRE A G &

display alias [ alias ]

2.4.6 1ZEUIRFRIBEXRFR

1. ThEEE N

KL EE MR P RPARSHbER,

NITERI P ARGEBRA R 2%, WA SCRF 23 N PUERE, P AT RMBSER “CTRL_]” 4 22 M HReEs

MIFRE R AR HIP I N IGER G, s 2 3L RIPAT X B Y i AT B D RE

o IRGX L PREE G A A



o 2 SCRPRAERE PR, BB ANRT & FP BOGE R I8, P T % & 0T 2 SO, £
EHRUHRIER G E R R
2. Bl ERRFIFIIES
—ANPRGEGERS N — A 2 BT RE, IR AR A & 2 0T A tREERE, NIRRT E AR A2
PAE AR A 2 2 AR [ — a2 DIReghE, X LeSR @ (1 P 25 4= 2L
2R AL A R 5 WA HEAT S EN AR A R A E SR EE SR CELAE T AT E SO R G ORI
FESED, PR B il 2 S B A E
JEESE
(1) HARGHAE.
systemvi ew
(2) BHURFERYERR.
hot key hotkey { command | function function | none }
BRATEIL T, B PRGERE R R W()E 4.
(3) (H) AIEARSMBE T HUTAM L, SR KRG IRFER K ACE S .
di spl ay hot key

T4 RERHOREPEXR

TREEGE REBERNRESHS
CTRL_A move_the_cursor_to_the_beginning_of_the_line, =¥ ebrfssh 241147 I 3k
CTRL_B move_the_cursor_one_character_to_the_left, Fk kB A8 — 575
CTRL_C stop_the_current_command, &1 157 IEERAT I ZhRE
CTRL_D erase_the_character_at_the_cursor, Z7~MHER 24 Al Yebs BT fEAL B K715
CTRL_E move_the_cursor_to_the_end_of_the_line, FREGHEABHEILFITHIARRE
CTRL_F move_the_cursor_one_character_to_the_right, FsEGFRIRAR I —A 754
CTRL_G di splay current-configuration, ¥RERYFE
CTRL_H erase_the_character_to_the_left_of_the_cursor, /M EHRZE MK —AS 775
CTRL_L display ip routing-table, F/RERIPVAKHFERES
CTRL N display_the _next_command_in_the_history _buffer, /R En M LM X F i T —2%%
- s CEMDECE fr &2 Bkid)
CTRL_O undo debugging al I, F/RKH A DY RETH 0T K
CTRL P display_the_previous_command_in_the_history_buffer, 37~ &7~ 52 X i E
- —%m4 CEMEE LB
CTRL_R redisplay_the_current_line, /R HT B8 4ATTE R
CTRL_T RGBTy AT BT fE
CTRL_U RGP ATy AT B e
CTRL W (iflite_the_word_to_the_left_of_the_cursor, FERM BRI 20 M SR 7755 58 9 10 T

FIE




TRIERE A EN TR B

CTRL X delete_all_characters_from_the_beginning_of the line_to_the_cursor, FRMERE
- B Ze A BT B -4

CTRL v delete_all_characters_from_the_cursor_to_the_end_of _the_line, /M GhRATLE
- BB AT R TF4F

CTRL_Z return_to_the_User_View, FsriE a2 H /ALK

CTRL_] kill_incoming_connection_or_redirect_connection, <% 1k MuTiERE

ESC B move_the_cursor_back_one_word, ¥ GhnEs a3 7o % 2L 745 5 1 E 1554k

ESC D delete_all_characters_from_the_cursor_to_the_end_of_the word, /M GHRAT

- TEAL B J HAT B 45 B TR 45
ESC F move_the_cursor_forward_one_word, FoR¥ ARG FEE] F —AMELTRE AT

2.4.7 S ITMAREINGE

L EEEA

2P HE R S8 A AR AN POR R 1 R GeME BATIN, JF R BLhae ] PAIRLE A S fm AN i R 5252
PATHIGE S, Tr I 4K SE58 AR IR A 2

2.ELEDSR

(1)

(2)

ARG

systemvi ew

CAPA R R T TPANEIRT BT

i nfo-center synchronous
BAATEOLN, A TR B2 D REAL TR RS .

KT L HIVEANHIE S I “ MG EHM G SE” i) “EEH0” .

2.5 FIFMINEIRIERER

AT TE RIS, T Z<Enter>BHATIZMT <. WAEPITHSHLES, HhaxaSTritiTe
TR A wRIEN Akt A, MRS S0, MR E R, W IMHRE R WE S R,

*5 MITERNBRIEER

RIERES HEIRRE
% Unrecognized command found at **' position. A TCIEMRNT, 75 “N a8 Ha
% Incomplete command found at '~ position. T N TR BRSNS E
% Ambiguous command found at "' position. 5 “N FRNALE PR E A IR, ARTE U
% Too many parameters found at "' position. RS IR VN VAN (TN NE 2
% Wrong parameter found at "™ position. TERFS “N” FRRALE S HGE R
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2.6 FRASEDS
2.6.1 IheEfE/T

FPAE B ERIIRAT i &5 2 RIS ORAT 2 TP e (¥ 5 52 i & G ol XA T AT P S22 (1 g S i

LB MIX
*6 S XiERE
T TZ R HSEMRX HZRHLEHLEHRX

W& T AT RO i 4 BT AT BRI i 4
aE SCHF SCHF

W H SCHF AR

(2 ARAF TRAF

TR SCHF KN FE N1024%%

2.6.2 BLERFIFIES

AT P PATIE Ay A0, JEAE LR JE

o WHRHAPFMEH T aAIATEEL, RN LGSR mEEA.

o WHRAPER T A EFRRIMAIER, RAEW LA 2R G AT,

o WA PIELZXPATR KL, WA H RAR R — K (B R HAT I N FE
AN, AR AR a0 r. flhn: 82 k4T di spl ay current-configuration
wma, WA R &4 W5 3447 di spl ay current -configurati on a4
FERAERERNX di splay cu, B&ERAARET R,

o WA A S X HA W & T 2 E, WHESIMER R R R, R4

2.6.3 BIEAEHSE X

1. BEREHSENX
AEAEEE T AT A&, BHE M) L gmX.

di spl ay hi st ory-conmand
o AEEEMETHATARGS, AR LML EMX.
di spl ay history-comuand all
2. BARAREHSERX
(C AR v 7 W 1 1 S DS I b 9P S o B O N 35 AR 1 SR VA I N /T s
(HRZEAEA SR L B a2
3. EEMSE XK

TEFH PRI P 2228 R BT hi st ory- command max- si ze fiv4, AN E 7 S iy A 2E b X
KA. BARBEIES N “EMILEG4SS%” bl “BREE".
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2.6.4 EEPITIHEICERHS

1. TheefEi /v

Y EEEGPITHAL T Ll kA An, [/ repeat @A LEE ZIRPUTZE& T @4, R

A DA B A5k O S HRAT g 5 4 RIS 1) ) B

2. Bl ERRFIFIIES

o HEEPUTHIEMAN, RGKILIET a0 N RIBFFAT . B0, P EREE MR T
w4 a. b cfa, HIT repeat 34, WRGHILE a. bl c KT EEHIT.

o HEEPUTREZDI LN, FELMNZGSIERMIE. EEHIT 2RI RS, FEk
BENHE — A 2 ITE R AL .

o MR ESHITHIN A A h AL B A S, TEM P T LA BAS Bk 58 % 2
PAT B S RGUBEIR B AT Z a2, L Har S B EE WG, RGBT HAb I S dr 4

o  WRHAPEEIATHILGLSTHAAEFHEILERS, RASPTHEREMRS.

B EELER

AEAR S T HAT A&, AT ISRk 2.

repeat [ nunber ][ count tines ][ delay seconds ]

2.7 EiEEEFERER
271 BHBREEND R

1. THEEE T

FRATEILT, BSCRE B RoRDRE, R Bon s Bl — BN, RESREE bR RR, JHER
RN “----more----" FR, XRZX—HERCAERTE, AZEE, THEEF2RER. XN
I AT CAME IR 7 P HZ BRI % T — D3 AF

®T TRERINEER

=5 Ihke
A PEERT—BER
[EER PEER T —ITER
<Ctrl+C> fE1b RN, R BT RS
<PageUp> BRE—TER
<PageDown> BRT—IER

WRARE — R EF A ERE R, W LS PN R E S A B S s P 2 b R ThRE . 23 BE R
DIREAL TR HPIRAS Y, A5 B8 %, WaEshbE, ATHEEE.

2. XA RBRINEE

THAEH AL R AT A A S, S HT P 20 R R T RE .

screen-| engt h di sabl e
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2.7.2

2.7.3

BRatE T, ARG 4T screen-1ength #%E. screen-1ength &Gk
BEAN: RS BRER, F—BER 24 178#E. screen-1 engt h & ITELINAIES W “ R
MR E M4 S% 7 Ff “EFxkg”

A2 PIPAT IO M HTH P ARG FAR, P ER G5 RS B EA T

EEHITSHERER

1 A

fEF di spl ay w2 AE WG SR, AP ATLUH by- | i nenum St B (E B A B o5 BAT
=, IR RS

175 0 BAER, BEAT SR <27 M by-1inenumfl begi n Z—i(EHR, 1T75)/5HIE
AIREdE “-7, Hop 7 RORZATA AU, “-7 RARZAT ARG ULEC R .

2. Bl ELE

478K di spl ay fr & HATEE R .

di spl ay command | by-1inenum

3. BLEZI

# 7R VLAN 999 {5 BRI BoR47 5 .

<Sysnane> di splay vlan 999 | by-Ilinenum

VLAN I D: 999

VLAN type: Static

Route interface: Configured

| Pv4 address: 192.168.2.1

| Pv4 subnet mask: 255.255.255.0

Description: For LAN Access

Nane: VLAN 0999
Tagged ports: None

Unt agged ports: None
FERENRERNTRERER

1. TheefEi/r

EHAT di spl ay A EE BAEEN, o RMEAENFRE AR ERRMEE, DERERHREIA

COREME R

7 display & @EiEH Al | [ by-linenum] { begin | exclude | include }

regul ar - expressi on ] &<1- 128> ¥ /7 Ak I B/R . & RBEFIIE LR

e by-linenum F/RTATTERAR. MZ A IENRIE AN B G ELIER, by-1inenum
SR A TEAN— XA E . A e ZS T, RRAEATSER.

o  begin: BRFREATMHLUGHITELT, ZRET LA S5 E IENFRE .

e exclude: WRANEEIRE ENEEAIAELT.

e include: HE/REEHEE ENEEAKIAIT.

o &<1-128>: FoRHIMIZEIHRZE W LA 128 X,
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IENFEZE (regul ar- expression) N 1~256 NMEFFHIFRFER,

= S5y

/SSRER

RERR AT UL EC R 022 8 P .

8 IEMFRIAN PRI F AR

X KNG, ESCRFZ R

ou &x 24
A VCHC LATE & R UG 04T AR BEVCER AU AR 14T, AN REVCEE AU 46 14T
$ VLTE LAYE 58 215 45 R 14T u$ HAEVLEL LLlugth B IAT, ASREVLHS LLUALE BIAT
WECRF, AR — AR .sH[ LAVGEtasfbs %
. UL FiC 2 5 0 1 1 7 A s e ke | o zo* T BAILHC z BL K zoo
EQN e (zo)*W] LAULIC zo LA K zozo
+ DT FC+ 30 I O A B 2 4 E — kB 2 Ik | zo+ AT LADCHiRzo bl Jzzoo, {EANHENLTEZ
| VG| 22 3 B A7 32 BB 4 o deflint X AE VTR 2 defal & int i 7445 5 BT e R 4T
0O FORTFRE, —E <+ B R | (123A) R oR 7 5 8 123A 5 408(12)+ 7] LA UG At 40812 &k
SEa U] 40812121255 F 78, (HAREILEL408
— e e s B b
FONASL - UAEPAT, FRERI | non R fstring B8 — K, UL R B 4 B 0 A 4
\BT Q2R 747 85, indexif BI\R( CO . , Bt c
$¢$WW$D§ME£E%W$M1smwﬂmm(wmmmmmavﬁm%ﬂmyﬁﬁ w, UL
\index {Z o T /\H)j,r,r fic B 7 fF 3 W 21 @ & stringlstring2string2
THGgm 5 AT R —AFRE, . . Z ) o R
Mindex 7 B H9L: SNG4 (string1)(string2)\1\2 %/~ S ftistringl HE — R, HEE X
N REY e | StNG2, TUHEC BT 45 5 5 AL & string Lstring2string1string2
g, Nindex®] LN EIn f4E & 384
o [16AIR/RH MUILEC RN =4k A RS 1. 6 LA
FE—
NI Yo, LA SNSRI iR _
1 R e b |+ [LSOA] R ATLUICRE TR A A 1. 2.
B R R R RIS 3 Gk A THERA (B
USR5 EAE A BUE TR, DAUEISAE] [Th 7 AF
KIERTI, Fanstring], A REVCECE]. [BeA XEERBR HI
FORIEFERHIMOZRF, BLULRANZRF | [MEAIR RN ZRF S R FEAEL. 6MAZANIEREF
" NEMBATICR, REEFREAEZ | &, ZTEAEETUAEFFL 65A, EAGRAATX=
0 FE A AN A R VL R B T4, FlIn[AM6A]R] LLILELabec. m16, ASAEUGHECL. 16. 16A
{n} n— M EFEE, ILECnIR of M fEVLELBob, {2 REILA food
{n} nZ— AN EREEE, ZE/ADILENIR of2, IR BEVLEBob, {HAEVLACfoooood
mAINE ARG B, Hobn/NFE&Fm,
{nm} | REZFKEBASnImMEEHEE | ofl,3)8ElLifod. food. foood. foooood, {HAAEJLHIfd
W]
VLR L& 48 8 21T R AR, A58
\< BT TR 20 SR A AN RS2 B . F B | \<dolLIE $irldomain, A7) LAVLAD 4% S doa
Nk
VLECE & fa e Z B 7R/, 258
\> JETH A F MR E . FE | do\SILEC 8 iFundo, AT BLULHEE 45 % cdo
Rk
b VLEL—A it B, kg sia fngs | enbrf LAILACnever, {HAGEILECverb

1% 181 ) o B

\berf] LAULHcerase, {EHAEEILHLverb
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R F

g X 25451
\B UNGE[EERER v S enBAEILitverb, {HABEICACnever
WA T[A-Za-z0-9 ], ¥z, Fh - —_— )
\w S B4 ViwfEDLHitvlian, Wwik fElLfidservice
wo | WERCFPAZa-20-9 1, JRER THCE .\ pua, (8RR EIUR 2aIba’s

TR T RIL Z SMUE R T4F

e SR, VR R R B | 0 VT AILRE T
\ WRAEN SRR AR | o \WATBIILRE A e

X o \\b A LAUCEAL A\ 145

2. Ec EFRRFIFNIE S

MR AT I (B A IE WGk s R AR L R L, 0 T R IEMRIA S, AT ) 2 LE R

K, WHFE, "J{#E<CTRL+C>HZ 1L,
3. Bt & %4451

# BAE METERIBCE T, WEE “line” PR TR SR —THRERGE (%

FA G UL P B AT E A 59 .
<Sysnane> di splay current-configuration | begin line
line class aux
user-rol e network-admn
#
line class vty
user-rol e network-operator
#
line aux O
user-rol e network-admn
#
line vty 0 63
aut henti cati on- rode none
user-rol e network-admn
user-rol e network-operator

# EERS YA T UP RS OMEF LS.
<Sysnane> display interface brief | exclude DOM
Brief infornmation on interfaces in route node:

Li nk: ADM - adm nistratively down; Stby - standby
Protocol : (s) - spoofing

Interface Link Protocol Primary IP Descri ption
I nLoopO UP  UP(s)

NULLO UP  UP(s)

VI anl UP uP 192.168. 1. 83

Brief information on interfaces in bridge node:
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Li nk: ADM - adm nistratively down; Stby - standby
Speed: (a) - auto

Duplex: (a)/A - auto; H- half; F - full

Type: A - access; T - trunk; H - hybrid

Interface Li nk Speed Dupl ex Type PVID Description
GE1/0/1 UP 1000Ma) F(a) A 1
# #7& SNMP HICHLE
<Sysnane> di splay current-configuration | include snnp
snnp- agent

snnp- agent community wite private

snnp- agent community read public

snnp- agent sys-info version all

snnp- agent target-host trap address udp-donmain 192.168. 1. 26 paranms securityname public

# R HEZ X a8 SHELL #4578 HAS VTY 2R H &

<Sysnane> di splay | ogbuffer | include SHELL | include VTY

%Sep 6 10:38:12:320 2018 Sysnane SHELL/5/SHELL_LOGA N: VTY | ogged in from169. 254. 100. 171.
%Sep 6 10:52:32:576 2018 Sysname SHELL/5/ SHELL_LOGOUT: VTY | ogged out from169. 254. 100. 171.
%Sep 6 16:03:27:100 2018 Sysnane SHELL/5/SHELL LOG N: VTY |l ogged in from 169. 254. 100. 171.
%Sep 6 16:44:18:113 2018 Sysnanme SHELL/ 5/ SHELL_LOGOUT: VTY | ogged out from169. 254. 100. 171.

2.7.4 BRETREERFEIREXH

1. ThEEE Y

di splay @& BB ERESEITHEE. IREREITE LIRS M E, X®E e
BB AT AL b 2 B I 18] B8 P R E BB T 5 o PR AR B P UK 4 T S 5 2 PR A B4 3E 3L
i, 7 fERER L A

A PRI R R AE B ORAE B SO

o CREIREEMALORAERNFR T S AEAZT R, O RSB RE B A

o CHRIRME B LB SRR B A S A Z T NN, Zd & KRR (E BB e s g St
R IRAT, 2R S 2R B E RN R

2. B BT

o IHAEMEEMETHATAM S, KRR(E RSO B45 .
di spl ay conmand > fil enane

o IHAEMEEMETHATAM S, KRR(E B BNy SRR B

di spl ay command >> fil enane
3. EcE %4
# % di splay vlan 1 4 HERE B E$EE M vian.txt.

<Sysnane> display vlan 1 > vlan.txt

# BF viantxt (IR Z, IAFE di spl ay >4 HIHATECR .«
<Sysnane> nore vl an. txt
VLAN ID: 1

VLAN type: Static

Route interface: Not configured

Description: VLAN 0001

16



Nane: VLAN 0001
Tagged ports: None
Unt agged ports: None

# % di splay vl an 999 E/x1E B CUE M SNARA7 2FE 2 SCAF vian.txt.

<Sysnane> di splay vlan 999 >> vl an.txt

# BFE viantxt IR Z, BAF di spl ay >>a A 3T ECR
<Sysnane> nore vl an. txt
VLAN ID: 1
VLAN type: Static
Route interface: Not configured
Description: VLAN 0001
Nanme: VLAN 0001
Tagged ports: None
Unt agged ports: None
VLAN I D: 999
VLAN type: Static
Route interface: Configured
| P address: 192.168.2.1
Subnet mask: 255.255. 255.0
Description: For LAN Access
Narme: VLAN 0999
Tagged ports: None
Unt agged ports: None

275 BEMEREELAANGRENA

1. THEEE T

PAT di spl ay @&, MELIEFSE, ATCIFERSEIL “2.7.2 BFEHT SRR ER " “2.7.3
HIEN AT I R EE” M “2.7.4 KSR E BARESITE & 7.

2. BLESR

WEM P B T IITA SRS, DRGSO UEE SR BoREE.

display command [ | [ by-linenum ] { begin | exclude | include }
regul ar-expression]&<1-128> [ >filenanme| >>fil enane ]
3. BLEZI

N TR IE I 2R A TR & A S A T R AN
# FAT 5K AT B ORAF B S test.txt.
<Sysnane> di splay current-configuration | by-linenum> test.txt

# 45 SNMP [H IS HE B BLIB N5 2 RA7 2I5CFT test.txt
<Sysnane> di splay current-configuration | include snnp >> test.txt
#ﬁ%i—’lﬁﬂ@ﬂﬁ ML “user-group” FRFE AT T AR B fG — AT EAS B, FFRIN Bor17 5. (T
TN T FREATEE “user-group” TAFH, ATSEN “-7 FORIZAT A “user-group” ¥
FFER o)
<Sysnane> di splay current-configuration | by-linenum begin user-group

114: user-group system

17



115- #
116- return

2.8 tHHXHER

o URMEE “HMRCEEST” HH “CLI”.
o JUARECE “IHAbdarSZET R “CLI.
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1 I 1T CONSOIE ] TR B vvveerrrrrrrrrrrmmr et e et e s sttt e oo e e e e e e et e e e e e e 1
L TR I evereeeeeeeeea ettt 1

£ L =5 OO OURPRERO 1

1.3 TIE B THE 28 <vvvrerereeeeemeeneneseseies et ettt s bbbttt bbb e s bbb R bbbttt 1
L TIE B 2B o 3

15 T S fEF <evvveeeereseeeees e 6
1.6 AH DETEE ce vttt ettt ettt 6
Al U = L= Bt o LT PP 7
2L FA I+ et 7

2.2 ZHLIRR TG SR eeveereere ettt re e 7

2B I Y& - eveeerereeestseee sttt e btttk h k£ h bbbt 7
DA T B BB et 8

S a T L Tuh = AT TSP TO TP 8

T TRl OO RURO R 9

2.7 FHTETEE +oeveeerereees ettt ettt h kbbbt 9

3 BT CONSOle I ARHIIATE TS TS TR - vveevrereeeieeiei et iei et es ettt 10
TR 11 OSSR 10

B2 T Y& +oveereeeeesetee et et h ettt e bbb bbbttt 10
I I oA 127 OSSR 10

DA I AIETIC L «ovvevereereseeseseet ettt h R bbb 11

3.5 I B S H veeveemeere ettt ettt bbb e h e b e b et e b e e ae e st b e et e ebe et reeas e 11

B0 V] vreeeeesetee sttt 12

E G DU ] ST ok = e LT E LT PP 13
- 7 OO 13

B2 ZHTESR vveeereerereeseeetetetse st teehe sttt s i bbbt L bbbttt 13
A3 T BT LT TR v ereseeeeereeresesesetesesee st ts bt e b et st es bbb bttt bbb E bbbkttt 13
B i B A ettt bbbt b ettt aae s 13

A5 T ATETIT L v veveeseeeese ettt b bbb s 14

F o < OSSO OUOURRRR 15

A7 FHDETE ] coveeereerer ettt ettt ettt b bbbttt 16
TSI CONSO0IE [ B R AL T g 575 e rnvrrreerammte ettt 17
TR 1 OSSO 17



LT3 2 3 =5 OSSR 17

L T 12 72 17
LR 5 2 OSSR 21
5.5 FH S TE L +vreereeetetetet et sttt bbb bbbttt 22
6 /SiC Telnet/Webh B SR aB R AN TR J5 32« vrrerrmrrre ettt 23
T T LSOO 23
LT = =0 23
LR TR i 72 OSSR 23
B.4 TIT B LA «-evevreseeeereeesees e e e ettt 23
B.5 A T L +-evevreseerette sttt ettt 24
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1 &3t Console O&Fik%&
1.1 &M
A LA B anfiE T Console & 44 .

1.2 AWK

&1 jBid Console OiEIE% % (LUER DB9-to-RJ45 Console [H45 J15))

Consoled

iy o]

—
¥ . oo
. IQRRE/

1.3 BiEHEHR
o ARUREAE: PUTTY. VTP &84,

o MIEML: H3C WHASFFIICE AR 1 MK 2 . AW iR i B gk A7 4E
FEFto BORARECHIEC B RGN LLILHC (e B 801 2 W T

X i

R A 4RA4ke) % 4T Console B w.4f RJ-45 542 B3 2 LT a6 A £ 7, A8 %L E 4%
BETFE, EHMLA H3C 2444 $47 Console T w45, BIRBAANE 2; WwiREEEY
& %47 Console @ .4, H#HIRATiL R Y RI-45 E42 K5 el 54 3 —#.

1 BCERGIRE

REEES R B REABMERELD R
EEEEConsole (i) ZﬁBg-tO-RMS Console [ #, DB-07L, 34 3 RJ-45

1

www. jhj. cn 13910736192 ZZ#HLE W www. jiaohuanji. cn



s RSt e 1|
REEEAR R REAKMEEELD | DR
;JWSB-to-RJ45 Console [ H USBH RI-45
W
i@t Mini USB Console - o
ok K
] 5 5 Mini USB Console I H.25 USBI USB mini-Type B
& 1IMicro USB Micro USB Console [1H145 | USBI1 USB micro-Type B
Console [ B 45 % 432 - yp
=2 BLERSER
fig E R 4R 28R Bl H3C 4mfg
DB9-to-RJ45 Console I 145 04042967
USB-to-RJ45 Console [l H14 i'; - e 0404A1EE
Mini USB Console [0 H1.4} ~ = -
g
Micro USB Console [ Hi.45 3 -
£3 DB9-t0-RJ45 Console (IH A EIEXFR
RJ-45 Signal DB-9 Signal
1 RTS 8 CTS
2 DTR 6 DSR
3 TXD 2 RXD
4 SG 5 SG
5 SG 5 SG
6 RXD 3 TXD
7 DSR 4 DTR
8 CTS 7 RTS




1.4 BILELE

(1) t1.2 E1fR, Al DB9-to-RJ45 Console I L5 ERE & AT I ic &
R PCHLS &G, A DFENLY 8 UstE] - [ EHRE] - il , &F
B Ui EAE A IE E s H, ARG EHE COML, Wil 2 k.

=
A bi =\

#1% F) USB-t0-RJ45 Console = #,45. Mini USB Console @ %,/U)x Micro USB Console & #,

41454 PC LG X%, PCAVE ZEANRIRS) )z 4 227 358 0, IRS)A2 5 69 IR fee 5 7 X,
A S KT

E2 #iAEEwO

& seuEs
SHE  BEN BBV EEH)
e | oH Bz e @

4 o= RdVdi-123022v
> el DVD/CD-ROM HEE%
; YT H3C - parallel port emulators
>t IDE ATA/ATAPI 55158
»-§ Vdi Usb Stub
by REETE
b RIS
: 1? #0 (COM # LPT)
}" Prolific USB-to-Serial Comm Port (COM1)
_g-. HHEH
oo B
..l D E{mﬁﬁ
[ BEST RS USBIRIE
Uy AEEERE

(2) {TJF PCHL LM umERfE, ASCUL VTP 3%, tnfEl 3 fros, #rghds Lzl & .
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E3 #EEnIiEs

[ HREORHA

(3) L 4 Fn, AL Switch, i &R COML, AlE W F &l S4Ua mdiifie .
o VHFE: 9600
o HuEfi: 8
o fFibfri: 1

AHERS: G

WMEEE: T

o

[¢]

4
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El4 EEXIRSH

e —x
Hame Type Address Fort ]
EFR | Switch| O comi % Hf B zhE % B
TERIEE 9600 v /| s
BB - L cTstail

7 ISR
316721 17 g . /' Errorfzll
: /' Rinzgs|
=11 1 RLSASTI]
frEme £ . s
Fx rchar ewent
EE%M}E 1024 - o | Tx empty
| EEERA | | WE | | BUE |

(4)  FANE S PR AT I, R PCHUEH Console SR £ )

[E5 RRIhiER &

Gveais -z R ——
RFE ey wEE Tde BN IR 1 EERHI

-

B

Swiiak




1.5 BEEXH
"
1.6 tHHEZEHR

o PEREE “EMEERS B CBREERE.
. PEREE “EMEEGSBE 0 ETREHS.



2 @it Telnet BFik%&
2.1 BN

ARZEBNFiE Telnet B B4 I E 712
2.2 AMFEKR

& 6 s, ¥4 Host A [ it £k 5 Device 14 ] GigabitEthernet1/0/1 43 %4 . it 7E
Device ¥ & b7 ICE, Sl /i@ iT Telnet & 3% Device %%, HAKRZESR ¥ H scheme A Hi\iiF
HREFE, FEMAHP 4% abc M hellol2345, Z UK A B S (1 FH 2 M (B lic B N

network-admin.

&6 @it Telnet B Fi& &AM E

22 192.168.10.1/24

GE1/0/1
Vlan-int 2

Device 197 168.3.1/24

Host A

2.3 BLEER
o ZGHECE WA IP ik IFIREL Telnet AR5 209 1P Hukik. #4515 Telnet AR S5 28 HH % 1 1A
FER—TFMIN, 5 ERIIEPS & W% 0] 4% ik .
e Windows 2GSRI E M, AILATEY Telnet & . Win7 PLE RGEERINAFF IS Telnet

BPumhAE, FahIta ik mE 7 fios: AR —RE P FIhRe—FT FF a8 ] Windows 6
—/r]3% Telnet 5 /7 5 BRI AT .



&7 2 Telnet ZFimIhaE

ﬁ" ol * FEMIENE ¢ FEEREEE b EeeETE
o .

PRI T j (] windows e 0 s

i e i
S ST FIF a0 Windows ThiE
["pl' TS Windows: TS
; S H—aInE | sl SAE, STt
T S, T s TR,
i I NFSAEE
R gl

) Tablet PC ST

F L Telnet P |

i | Windoss Process Activation Service
+ 1 Windows Search
Wined evars, TIFF IR

2.4 BLE L

# iHid Console &% &, HARGHE, )5 Telnet k55 .

<Sysnane> systemvi ew

[ Sysnane] tel net server enable

# BCEIEN VTY HIP 8k B ] AAA FIVGETT e

[ Sysnane] line vty 0 63

[ Sysnane-1ine-vty0-63] authentication-node schene

[ Sysnane-1ine-vty0-63] quit

# GIEAM A F abe, FCHE %09 hello12345, FZAUELH F €2y network-admin.
[ Sysnane] | ocal -user abc

[ Sysnane- | user - manage- abc] password sinple hel | 012345

[ Sysname- | user - manage- abc] service-type tel net

[ Sysname- | user - manage- abc] aut hori zation-attribute user-role network-admn
[ Sysname- | user - manage- abc] quit

2.5 WnFfcE

#15F Win+R 2464, FTIFI2 47 % HEHE, i “ocmd” BIATH] TPy 23R 7 5L E, A4 Telnet
WAL P, B RIATHT B S, o

C:\Users\ Admi ni strator> telnet 192.168.3.1

# AR T, HRMAEERE EE: BFEIRE, RI#HANRG G217,

Logi n: abc

Passwor d:

kkhkhkkkhkhhhkhkhkhhhkhkhkhhhhkhkkhhhhkhhhhhhkhhhhhkhhhhhkhkhhhhkhkkhhhhkhkhhdhhkhkhhhhkkkhhhkhkhkrddxrrkhkx*x

* Copyright (c) 2004-2019 New H3C Technol ogies Co., Ltd. Al rights reserved.*



* Wthout the owner's prior witten consent, *
* no deconpiling or reverse-engi neering shall be all owed. *

IR I O I O R O O O O O I kO O I Rk O o o

<Sysnane>
|-
2.6 BLENXH

#

tel net server enable
#

line vty 0 63

aut henti cati on- node schene
#

| ocal -user abc

password hash $h$6$I 2Sg4Ll j 1gVUWZ3$IA6Kk U3zf VWRg48MVB2X6¢Vpdi qR2IF887PKi 3GQMAn
XXXcsWBuz 73 eJZeeNFMrivBaV7DPkKbl nb0sGT2axvg==

servi ce-type tel net

aut horization-attri bute user-rol e network-admn
#

2.7 FHXER

o JARECE “HANECEIRTT HH) “ERE
o URELE “HAerSSH” hH CERBIE.



3 T Console HAKINIELF REFR R E
3.1 f&fr
AR ZEHIANHATiEE Console HAS MR 7 B 5%
3.2 BLEHER
2% 1 j#id Console G & & N & 24T T -
3.3 BILEXE

A HANIE SN password AIEFT scheme WAIE 77 P Ff
1. password IAIEFF T

#IHEARFEME.

<Sysnane> systemvi ew

# BB AUX H P2k (3 Console 1) WNIERECA password #E5 CEAZIAIED

[ Sysnane] line aux O

[ Sysname-1ine-aux0] authentication-node password

# WE )y simple W13 77, 1H79 hello12345.

[ Sysnane-1ine-aux0] set authentication password sinple hell 012345
# I B P 808 network-admin, AT EE(E RGEHTH ThREM BLIA .

[ Sysnane-1i ne-aux0] user-rol e network-admn

# IR RGE

[ Sysnane-1ine-aux0] quit

# RAFICE, PiERE ER,

[ Sysnane] save

2. scheme IAIEA R
#IEANRGMA.

<Sysnane> systemvi ew

# ME AUX H 2k (53 Console 1) AIERLECH scheme B30 (H P 4 265 IAIE)D «
[ Sysnane] line aux O

[ Sysname-1ine-aux0] authentication-node schene

# IR RGE

[ Sysnane-1ine-aux0] quit

# G A 7 Client, B %054 simple B 377 3, {84 hello12345, H 7 £ t4°4 network-admin,
FHRAE R G DR B

[ Sysnane] | ocal -user Client

[ Sysnane-| user-manage-dient] password sinple hell 012345

[ Sysname-| user-manage-Cient] authorization-attribute user-role network-admn

# BB RS-2570 K terminal, B Console &[5 A,

[ Sysnane- | user-manage-Client] service-type term nal
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# IR RGE
[ Sysnane- | user-manage-Cient] quit
# ORAFICE, PiilbRcE k.

[ Sysnane] save

3.4 WFfAcE

fic B ¢ UG FEUGE T Console 111855 ¥ 4% i -
o password IEF U LA R 7R, 7 password 4b% N E B 112515 hello12345 J5 B A\ &
G 24T AR EDASITER R,

Li ne aux0 is avail able.

Press ENTER to get started.

Passwor d:

Kok ok ok ok kKA Kk k ok ok kkkk kKKK K Kk ok kk ok kk kKKK Kk ok ok kk ok kK kR KKKk ok ok ok ok kk kK kK Kk ok ok k ok k ok kK
* Copyright (c) 2004-2021 New H3C Technol ogi es Co., Ltd. Al rights reserved.*
* Wthout the owner's prior witten consent, *
* no deconpiling or reverse-engi neering shall be all owed. *

IR I O I I O R O I O O O S O R O S I O S
<Sysnane>

e scheme VIEJT A BN 427, 7E Login b4 ABCEHIH F Client, 1t password 4b4i AT
B hello12345 J5 I T HEN R Gt 4T GBI B RS A AT ENRR) .

Li ne aux0 is avail abl e.

Press ENTER to get started.

Login: dient

Passwor d:

Kok ok ok ok kK Rk Kk ok ok kkkk kKKK K Kk ok ok kk ok k kKKK Kk ok ok kk ok ok kKRR Kk ok ok k ok kk kR kK Kk ok kk ok k ok kK
* Copyright (c) 2004-2021 New H3C Technol ogies Co., Ltd. Al rights reserved.*
* Wthout the owner's prior witten consent, *
* no deconpiling or reverse-engi neering shall be all owed. *

IR R R R RS SRS RS SRS SRR EREEEEEEEREEREEEEEEEEREEEEEREEEEEEEEEEEEEEEEEEEREEEEEEEEEEEEEE RS

<Sysnane>

3.5 BEXH

e password AF TR
#
line aux O
aut henti cati on- node password
user-rol e network-admn
set aut hentication password hash $h$6$f HkWbVgki ATx1+QX$1c5xycWhx3f 9TJi 2vMz OWUS
t FKCPNvM+MBKy CWPc 1f 1Q4nhnil SUDG59LA SHn+t sj j xpxEf A+00Y6yr 000 g==
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#
e scheme iEJ5 5
#
line aux O
aut henti cati on- mode scheme
#
| ocal -user Cdient class manage
password hash $h$6$nz1haYkZ7nM\NDuD8$61z QA\6r 52DYHpv2KFy CdVHX/ d4VWVNRPf yEEU2zyuoB
00Z51 | S8bLYqUFS) VI BncRI A25FI i z4Js13akTZ3SXwe==
servi ce-type termn nal
aut hori zation-attri bute user-rol e network-admn
#

3.6 HHXEX

o ARECE “HANERCETRTT R “ERIAHCHE .
o UAMIE “HAREMLSSH” P CERWHWL

12



4 B =RMNETEEFRRE

4.1 f

4.2

4.3

4.4

i
AT GBI 25 6 P4 P 8 R 5 O 7
SRR

& 8 o, ALHL Switch ZREAE A F] NFRIILS . ILERKE Switch HEN & a2, AL BE 67T LA
i 7 Al 2 R S i s o

B8 WM A EMETIEERRFE EHWE

Vlan-int100

e 192.168.1.2/24
P11 S
GEL/0/1

Router 192.168.1.1/24 Switch

B ETESEIMN

AEFVERSCREIL S W& R S A K, BASCRHEIUT ERUE A S “Br e =M > ik > ik
AU ) s TR SRR A B pdf” B

PATAPRCERT, 5K Switch BLEDN Telnet fiid54, LAEA] - BEHSIEIT Telnet 5% B B #2171
FEEHEAMEE . RTNMEEEY Telnet X &HEMNAH, ES W7 MEIE “HEMECERT”
HR B

BB

1. fit & Switch
# 2% VLAN, 7E VLAN FIIASS B s 1, FFRCE % VLAN #2 0 1 IP bk,

<Swi tch> system vi ew

[Switch] vlan 100

[ Switch-vl an100] port gigabitethernet 1/0/1

[ Switch-vlan100] quit

[Switch] interface vlan-interface 100

[Switch-Vl an-interfacel00] ip address 192.168.1.2 24
[Switch-M an-interfacel00] quit

# BB F S

[Switch] ip route-static 0.0.0.0 0 192.168.1.1

# Mo EIAL IS5 A5 1 1PvA stk

[Switch] dns server 114.114.114.114

# e B = R P 25 184

[ Switch] cl oud- managenent server domai n oasis. h3c.com

# RIFBCE

13



[ Swi t chA] save force
2. Bt & Router
# FLE B0 1P Mk,

<Rout er> systemvi ew

[Router] interface gigabitethernet 1/0/1

[ Router-G gabi tEthernet1/0/1] ip address 192.168.1.1 24
[ Rout er- G gabi t Ethernet 1/ 0/ 1] quit

# ORI E

[ Router] save force

3. ZEIMEEE

TER TR (https:/loasis.h3c.com), fE= i P& LR ZRmMFshiks, BEEBRELRIGEEEW
R CE T > SCFE > SRS AR > SO L > BTN > L > H3C = A4 7,

WA DB R i B R AR T

https://www.h3c.com/cn/Service/Document Software/Document_ Center/Oasis/Catalog/Oasis_PlI
atform/Oasis_Platform/

&9 % Switch ;{INE| = B 4E

H3ICE R

o T A=A
L
AR e
_ RS
Akl TR L
- QHaRE Ty B
NSRS
-]

4.5 WiFfc &

# B FE Switch 5= M4 FEBLRE, 24 Cloud connection state & Established R, FRi%
O,

[ Switch] display cloud-managenent state

Cl oud connection state . Established
Devi ce state . Request _success
Cl oud server address : 101. 36.161. 141

Cl oud server dommin nane : oasis.h3c.com
Cl oud server port : 443

14


https://www.h3c.com/cn/Service/Document_Software/Document_Center/Oasis/Catalog/Oasis_Platform/Oasis_Platform/
https://www.h3c.com/cn/Service/Document_Software/Document_Center/Oasis/Catalog/Oasis_Platform/Oasis_Platform/

Connect ed at : Tue Apr 20 15:43:17 2021
Dur ati on : 00d 00h 02m 32s

Process state . Message received

Fail ure reason N A

# 1E =R NI Telnet & B 4% .

7E 7 1T WX 28 4 F U T T SRS rh e e 2% A B, AR SRR hak e “4ih > BT, 1T
telnet 13X, BRI AT 2 /] ) 2% I B 80 S 1t 4% i 2 AT T T«

E10 E=EMEIET Telnet BEIR L&

FHERIE L e IR [ IEeE AR ¢

R s B R |

4.6 BLEXXH

. Switch :

#
dns server 114.114.114.114
#
vl an 100
#
interface Vlan-interfacelO0
i p address 192.168.1.2 255.255.255.0
#
interface G gabitEthernet1/0/1
port |ink-node bridge
port access vlan 100

#

ip route-static 0.0.0.0 0 192.168.1.1
#

cl oud- managenent server domai n oasi s. h3c. com
#

15



) Router :
#
interface G gabitEthernet1/0/1
port |ink-nmode route
i p address 192.168. 1.1 255. 255.255.0
#

4.7 tHEXER

o URMEE “WMIEHMEEAERS” T S EERE.
o URMEE “WMIEHMEEMLSE” T o EIER.

16



5 %ic Console D255 438 1k

5.1

&9

A ZE G EIC Console 135 H5 i AbFE J7 v

FE— ﬁﬁ?&tﬂ Console A%, i@l Telnet/SSH J5 20 & SR 45 1 .
HEZ SR EEAT R A SN, ok gk v BT B B A B SR .
JHEVGE T SiC i E %00, Toik B sk b4 B I 7 PR B A4 e B SCAFRT

5.2 HMEEk

x

53 BLEXTE

—
=@l
AL 7 ik —& E_ console O B, JwR ST B FRIX GO B, BAEA LTk,

1. 5iF—: @i Telnet/SSH EFi% & /F1&2% Console %515

Bt Telnet/SSH R EF#i1E % )5, 2% 3.3 1. password A iF /73 3.3 2. scheme TAIF /5 70 & Hrfic
& Console N%14,

2. 737 18T bootware 3 EEFPIE E X HEsNEF T2 console OZE

Z i

R /= 5wt bootware R @& T 464 AT R E), thabvh S5130 £ 71 VA KW AL H 11,

(1) 83T console MR G &H I E D).
(2) W&EBIET Ctri+B 3 bootware 25, EHFEPT Marhc BB s, WA 11 fiw.

17



E11 # N bootware 38 FH kit Y uiEc B B Eh

E BOOT MENU.

pabili abl

TENDED BOOT MENU

1figurati

uration

(3) %+ Reboot & )5 %%, MK 12 Fis.
12 ERRE

ccess

Format

(4) WERHEBEMNIZT Ctrl+C 5L Ctrl+D Bk HAACE, W& 13 Fios.
E13 BB E

ENTER
Jan

(5) 1% N Enter ST BL BB B, @A AT T
(6) BEEMEXIHFNE.
<Sysnane> nore startup.cfg

(7) R EoREC B SO A R T e R AR BUAH ot SO, W 14 5 16 For.

18



El14 SHEEXMH (—)

E15 SHEEEXH (Z)

description-Predefined:level-12- role +
f +
role-name-level-13 |
description: Predefined: level-13- role +
& +
role-name-level-14 +
description Predefined:level-14- role ¢
# +
user-group-system o
# +
ocal-user-admin-class manage +
passwordhash-ShS65YgjUSPPAIVL/ ouvKSNEITmOpbbel YpVyl kKNKCR3P+OSNOYI41eY Sfg+jYycks
YyUmZOvHfsaset1r3l6NtPazSo2 7WE] pifoofpfSwki== <
service-type-telnet-hitphitps terminal +
authorization-attribute-user-role-network-admin +
authorization-atiribute user-role-network-operator +
f +
ip-http-enable
ip-httpsenable
# +
return -
o

(8) MEBCE A, MIBRE S BB & . A SCLANC BB %Y hello12345 4%, 0l 16 Fion.

19



=
A EE

password tAIE7 R &AL E £ AUX 2 BLE T, scheme 7 X % #hfe B /£ local-user Bt & F, AL
WIS 2 scheme 75 X & A ) 4.

El16 ECEFHERD

description-Predefined:level-11- role +

- o

role-name-level-12 +
description-Predefined:level-12- role +

3 +

role-name-level-13 +
description-Predefined:level-13- role +

i +

role-name-level-14 +
description Predefined:level-14- role +

5 +

user-group-system M.

i +
ocal-user-admin-class-manage N

passwordsimple-hello12345+«

- service-type-telnet-httphttps terminal +

authorization-atiribute-user-role-network-admin

authorization-attribute-user-role-network-operator ¢
i +

ip-http-enable

ip-httpsenable +
& +
return +

9) IR R AT I, ARG
<Sysnane> systemvi ew

(10) HEcius HBC E SO RIRIGE BB, W&l 17 Frow.

20



E17 SANEEXH

(11) fRAFACE .
[ Sysnane] save

(12) [=I3]H R R B
[ Sysnane] quit
<Sysnane> reboot

3. Fik=: BT bootware SEERIXIFPITE E X B FIRECERIR
(1) ETE B R E RS EAERRCE M, BHEHARZUA.

<Sysnane> systemvi ew
(2)  HY4ETHECE R 2 BRI B S startup.cfg TP RIEC BRI N AR YA S EE
[ Sysnane] configuration replace file startup.cfg
Current configuration will be lost, save current configuration? [Y/N:N
Now repl acing the current configuration. Please wait...
Succeeded in replacing current configuration with the file startup.cfg.

(3) =W 3.3 1. password \iF 7k 3.3 2. scheme AiE J7 2L E Hifid & Console 1215,
4. 75360 : BT bootware SEHIEFMITE EXHEIERBUTHE

==
A AR

W R R FRREGTARE, ARG LS TAZ B rh i A AT

(1) EETE B E SR SR BN RGLE], R AT TR E .

<Sysname> system Vi ew
[ Sysnane] save

(2) =0 3.3 1. password \iF 7k 3.3 2. scheme iAiEJ7 2LE #ifid B Console 1215,

5.4 BEENXH
o

21



5.5 HHXER

o JUAME “HANREIRT” ) CERIAHCE .

o UAMRCE “HANRETRS” hH “RESCHERL.

o JUAMEE “HANREMLSSH” P CERBFWL
il E ‘AR EGSSE” P “REXERE AL

B

22



6 &It Telnet/Web B3 HZ 0401 ik
6.1 &
REHINEEIL Telnet/Web &35 200 kbR 51,

6.2 ZHMEESK
"

6.3 BLELSR

. =18 Telnet B3R BLALIES £
i1t Console MEF¥ A/, ES W 2 J@id Telnet & 514 % HHL & Telnet &% %10,
2. =18 Web B3R ZMAIE 5 A
i1t Console M ¥# ), HHACE Web &%,
HHENR G
<Sysname> syst em vi ew
# NI Web F P AL (HEAREL client A%, Bt EIAMIEZTS A hello12345.

[ Sysnane] | ocal -user client

[ Sysnane-| user - manage-cli ent] password sinple hel | 012345
[ Sysname-| user - manage-client] quit

#IRAFICE, BribRcE ER.

[ Sysnane] save

6.4 BCENH

e Telnet 7k

HS 0, 2 JEit Telnet B3 & &

. Web 77 =,

#

ip http enable

#

ip https enable

#

| ocal -user client
password hash $h$6$I 2Sg4Ll j 1gVUWZ3$IA6Kk U3zf VWRg48MVB2X6cVpdi qR2JIF887PKi 3GQMan

XXXcsWBuz7d eJZeeNFMrvBaV7DPkKbl nb0sGT2axvg==
service-type http https

aut hori zation-attri bute user-role network-admn
#

23



6.5 fAXER
. PEEMICE “REMEERS” ) BRI ANE .

o YREE “HMEEMLSHE” hI CERBHmL .

24



LA
L]
—

o B X HETRIRIEAC E 5 R

/!

Copyright © 2023 ite =K AR BRATE MIAE, RE—TIRF.

FELARNBBEFA, FARLMPATSEERD . EFAXEARTHBIRE, HTAFUEMRAERE.
R E=RARBRARNER, AFRPHANEELQRNER. ~RiFAREEEHR, HEERFIARE.
AXHEFHERAREER), BASBITEA.



LRI HE TR vveveeeeeseeeeseeesc e s ee st e s i et e bbbttt 1
L TR I evereeeeeeeeea ettt 1
I = =21 USROS 1
L3 i B T ettt EEEf e EEE e E e e f e E e s e et gt e e b et e et e rernres 1
L2 A DETE covrteeeee ettt 2
= o= VA = =TT PP PP 4
2L FA I+ e e 4
2.2 ZHLIRITE SR eeveereere ettt bbb e 4
2B I Y& - eveeerereerestseee sttt bbbt bbb h R b h bbbt 4
24 T I et 4
T oa T L uh = AT OO TP TP 5
2.6 AT IL +-evereseere ettt ettt bbbt 5
B IRSGTERBIBEE ---vveeeeeereseeeseereseeemreeesceeeseeesce st ee e e e e bt e e et h ettt 6
TN I AT PP PP 6
I3 2 3 =5 OO 6
B3 T Y& +overerereteteteeie et h ettt e bbb bR bbbttt 6
B I B I ettt 6
B8 FH UL +vreeresetetet ettt bbbttt 7



1 EH BEE
1.1 fajfy

ARG A B RSBt RSO T8
1.2 EEFEEM

AR A& SRR B ) RS L TTREAR], Bk DL & (1) SRl i N

WMEH BB, WESERITE R MR ERS R, Bk, P FHEERR%K Console M T#:
£, el SSH 5l Telnet 77 Az A2 6 5k 15 % . KT Console & sk & 17712, 152 W id Console
BB YR B AR

1.3 BLEXE

. HiTrestore factory-defaul t 473 E S &
# WA IE R RS
<Sysnane> restore factory-default

This command will restore the systemto the factory default configuration and cl ear the
operation data. Continue [Y/ N :y

Restoring the factory default configuration. This process m ght take a few m nutes.
Pl ease

Pl ease reboot the systemto place the factory default configuration into effect.
#EPWS, WAEGRRALATIE. ERTEWRCE, W&RRIE R RS

<Sysnane> reboot
Start to check configuration with next startup configuration file, please

Current configurationw |l belost after thereboot, save current configuration? [Y/ N:n
This command will reboot the device. Continue? [Y/N:y
Now rebooting, please wait...

o JHIBRNECE ST E R R
# SR T AR O A B BT B ST 44 PR
<Sysnane> di splay startup
Mai nBoar d:
Current startup saved-configuration file: flash:/startup.cfg
Next mmin startup saved-configuration file: flash:/startup.cfg
Next backup startup saved-configuration file: NULL

# R WA Y HT CARTE IR B S
<Sysnane> dir
Directory of flash:

0 -rw 6244 Jan 08 2013 07: 26: 03 startup.cfg
1-rw 136628 Jan 08 2013 07: 26: 03 startup. ndb
2 -rw 58704 Jan 03 2013 07:56: 22 di ag_H3C _20130103- 005605. tar. gz



# MR T 3 B e B A

<Sysnane> del ete /unreserved startup.cfg

The file cannot be restored. Delete flash:/startup.cfg?[Y/N:y
Deleting a file permanently will take a long tinme. Please wait...
%el ete file flash:/startup.cfg...Done.

#ERBE. ERERC R, BERIRE R IR

<Sysnane> reboot

Start to check configuration with next startup configuration file, please
wait......... DONE!

Current configurationw || belost after thereboot, save current configuration? [Y/ N :n
This command will reboot the device. Continue? [Y/N:y
Now rebooting, please wait...

o IHBRERAF I B ER ek

Z i

o AT, KREFEMASBETAEBIEE XA 6 RN XE EMEME, HiEEEm .
o R R E M EIRG LM TR BEEE X, 5% E AR k.
o T RIXLN, mAORALARE M.

# o T AR O A B BT B S 44 B

<Sysnane> di splay startup

Mai nBoar d:
Current startup saved-configuration file: flash:/startup.cfg
Next main startup saved-configuration file: flash:/startup.cfg
Next backup startup saved-configuration file: NULL

# BT O 30 3 G B 0.

<Sysnane> reset saved-configuration

The saved configuration file will be erased. Are you sure? [Y/N:Y

ﬁu%u%iﬁf%ﬁﬁﬁﬂ%l# M7 4447 r eset saved- confi gur ati on backup 4,
A AN TR AT Hedr

#EE&%OEE%&ZE,ﬁ%%Wﬁﬁﬁrﬁuo

<Sysnane> reboot

Start to check configuration with next startup configuration file, please
wait......... DONE!

Current configurationw || belost after the reboot, save current configuration? [Y/ N:n
This command will reboot the device. Continue? [Y/N:y
Now rebooting, please wait...

1.4 FHXZER

o UMEE “HEMRCERT” TR “RCECER
o  UREE “HMEEMLSHE” hI “EESHER.
o UMEE “EMRCERST PR CRKEH.



FEAELE “EMEEGSSE” P R E R,
PomACE “EANRCER S ) U RGE L.
PR ECE “HRRNECE ST P U RGER



2 BHEEXH
2.1 &

KRG A& B T
2.2 AMFEXK

WK 17, %4 Device 24 aTHAC & X, FERA72] FTP Server I,
E1 FPELESCHAMIE

S

Device FTP Server
192.168.10.1/24

2.3 BLEER
158 Device %455 FTP Server [a]# 71k .

2.4 BEELE

#IRFRAAILE, HE U4 R B 47 startup.cfg.

<Sysnhane> save

The current configuration will be witten to the device. Are you sure? [Y/IN:y
Pl ease input the file name(*.cfg)[flash:/startup.cfqg]

(To leave the existing filenane unchanged, press the enter key):

Validating file. Please wait...

Saved the current configuration to nai nboard device successfully.

PRI B BRINORAE T — 408 starup.cfg IR B SCF.

# ¥4 startup.cfg SCfF B4 FTP lR%5 4% L.

<Sysnane> ftp 192.168.10.1

Press CTRL+C to abort.

Connected to 192.168.10.1 (192.168.10.1).
220 WFTPD 2.0 service (by Texas Inperial Software) ready for new user
User (192.168.10.1:(none)): root

331 G ve nme your password, please
Passwor d:

230 Logged in successfully

Rermote systemtype i s MSDOS.

ftp> binary

200 Type is Image (Binary)

ftp> put start.cfg

ftp: No such file or directory

ftp> put startup.cfg



227 Entering Passive Mdde (192,168, 10, 1, 235, 54)
150 "D:\tenp\startup.cfg" file ready to receive in | MAGE / Binary node

226 Transfer finished successfully.
4326 bytes sent in 0.003 seconds (1.49 Moytes/s)

2.5 WUFACE

# BF ARG E .

ftp> dir

227 Entering Passive Mde (192,168, 10, 1, 252, 152)

1 File Listing Follows in ASCI | node

- VX WX WX 1 noone nogr oup 4326 Sep 2 14:00 startup.cfg

DA 1528 startup.cfg X2 AR R FTP ik4548 1.
2.6 HHXAER

o FRMEE “HMECEIRS” P “EEER.
e  PAMLE “HEMMEMLSSE” PR “EE S EE.
e FRIE “HMECEIES” M “FTP A TFTP”.

e FREE “HMEMLSSE” B “FTP M TFTP”.



3 Bhit HAIECE
3.1 &t

H 2 C E DI Re 1 % 70 3 B 3 SR BOF AT E SCF . S 3 0 R Tk e B U R AEAEd R 8
RN b, EEhdes, RIRTSEILEBIECE, MM T INERCE, KORRRE T A H R T
PR, TSl E&ETER. RIS, BB B
WHERTEEBRBIN, HhBANMEFAMEN KRBT 2 SAE autocfg.py. autocfg.tcl B
autocfg.cfg fic B 30 WIRAFIE, W EBEPATIHSCH; WRAGFLE, WiEE B sh SRS 4 B3k
HUH P AT B B A SR B B S, S BhC B ThfE . autocfg.py. autocfg.tcl F1 autocfg.cfg
B AR R AR & EAEE—AN

R A I3 B A A 2 B AE N 8 BRI b, BT LU R E Bk B 3B E
REBINHBhS B shEE Tk

3.2 ‘AMEEK

mE 2 fron, WA ERS, Bhid A3 E.
B2 Bkid Bahlc EEME

L <

PC Device

33 BLEHESR
TR EE 3, FEH Console H & &4 . KT Console ¥ & & 17714, 162 W“i@id Console
BB A POR R B 15T 7

3.4 BLEDER
# WRITHLES).

Starting......
Press Ctrl+D to access BASI C BOOT MENU
Press Crl+T to start heavy nenory test

IR R E R E RS S S EEEESEEEEEREEREEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEE RS EEEEEE RS

* *
* H3C S5570S- 28S- HPWR- EI  BOOTROM  Ver si on 105 *
* *

R I o S I O R S S R I S O kR O S S

Copyright (c) 2004-2021 New H3C Technol ogi es Co., Ltd.

Creation Date : Jul 6 2021
CPU d ock Speed : 1000MHz



Menory Type . DDR4 SDRAM

Mermory Size . 1024MB
Menory Speed ;. 800MHz

CPLD Version ;001

PCB Ver si on : Ver. A

Mac Address : b04414cd47a4

Boot Rom Val i dating. ..
Press Ctrl +B to access EXTENDED BOOT MENU...O
Loading the nmain image files...

Loading file flash:/s5570s_ei-cmv710-system ell05p09.bin........................
....................................................... Done

Loading file flash:/s5570s_ei - cnw710-devkit-el105p09. bin..... Done.

Loading file flash:/s5570s_ei-cmv710- boot -e1105p09. bin......... Done.

Image file flash:/s5570s_ei - cmw710- boot - e1105p09. bin is sel f-deconpressing......
................ Done

Systemis starting...
Cryptographic algorithns tests passed.

Startup configuration file doesn't exist or is invalid.
Perform ng automatic configuration... Press CTRL_C or CTRL_D to break.

Automatic configuration attenpt: 1.

Not ready for automatic configuration: no interface avail able.
Waiting for the next...

Automatic configuration attenpt: 2.

Not ready for automatic configuration: no interface avail abl e.
Waiting for the next...

" LLE % “CTRL+D” 5i “Ctr+C” Az E, # A\ Comware £%;.
3.5 tHXER

o JUAMCE “HANRETRT” thHy “HINKCE .
o JAMECE “HANECEMSSH” T CHINCHE .



R FHRIRIR AL B 5

Copyright © 2023 it = KA BRLE MINEAH, RE—RF .

FELARBBEFA, FARLMPATSEERD . EFAXEARTHBIRE, HTAFUEMRAERE.
R E=RARBRABNER, AFRPHANEELQRNER. ~RiFAREEEHR, HEERFIARE.
AXHFHERTREER), BASBITEA.



L E S IT IR TFRAB IR FERRZS --vvveveeeereeeeresesiss et ssisi ettt 1
TR 7 OSSR 1
1.2 ZELIHTE SR wevrerereseeemeereneeseiet ettt h bbb bbb bbbttt 1
IR Tl = =1 USSP 1
LA TR S THE 28 <vvrereeeeeeeseesese s bbbttt s bttt bt e h bbbttt bbb 1

LA FREUTFZR A < vrereeeeeeeeeseees e 1
1482 STAE RS B IITE B o eveveeeeeeeeeeeresee sttt 2
15 T B 2B e bbb 5
15,1 TC B YE AT TT 1P HILHE «ereveeeeererreresesetemetsese st ebe sttt bbbttt 5
1.5.2 T AL 1P HEEE coerererere et 6
1.5.3 BE T YA RTIILZ «evvereereresemreseieesesceesees st et s et 7
R = USSR 7
155 FFZETE £ «evereresesteeseertettsteeteses et ts bbb bt e b E bbb bbbttt 8
1.6 B TTETIE B <oeveveeeese st ettt ettt b ettt bbb h b E bbb bbb bbbt e e 8
1.7 T S AF <evvreeeerereeesees e 9
1.8 AH DETEE cevetteee ettt ettt 9

2 {# A bootware SZHF XModem HN FF B B ERAEERZR - vcvevrerreerrereeremrereeieeseesses s 10
2L FH I+ rere e e e e e 10
2.2 ZHLRA TG SR eeveere oottt 10
2B I B T B 0T v eveveeeereeresees et s st e s bbbttt bbb h R R bbbt 10
Tl - OO R R PRR 10

D41 FRILTF LR AL < evvereeeereeeesreseeee ettt 10
D42 R AR T I ceeveee ettt e 11
2. D B B B oo 11
T = X111 70 OO 11
2.5.2 HE A DOOIWATE JE B +-eevrereieseeeeeeete et ss ettt 11
2.5.3 MBI BRIV B YRR TR ceeereeeee et 12
B - 14
T T = AT PP 16
2.7 FHTETIEE +-eveeerereees ettt bbb bbb 17



1 AT T A F R EF TR
1.1 fajfy
ARG C8 FH fi AT 7 T4 A R AR R 77 1
1.2 AMFEK
W 1 R, FEPRR & 2 UE B R 80EHE. IER: PC /R NCHIRS %, FEE3) TFTP

% 25168, Device £y TFTP 25 /A, JEit TFTP 7 s8I 24 A S %53 Device, FETF4Ek
PERRAS o

Bl fERAaSITHA AR Z R A< LE K E

L <

PC Device

1.3 BB FEEIN

TR AT, N AS LI A5, B IR TH A AT 2 2 AT AR RS 2 TR R, 1 8T
T BUAT 2 G SN LA LA RRAS T+ 45 FR A T S
TG R R R R, W RRITAL S i, SRS N (] BT

1.4 BB ER
1.4.1 SREVARSEE

RPTT PR I 53

e ¥ H3C EW http://www.h3c.com, 7E “H R— fh LR 5 R S— 00 5 A —3
TE” FEH B 2P T, % RR, RERTH R R s

o KA H3C BIRSTRE A USRI TH I IR SR A



http://www.h3c.com/cn/
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E2 fTH “BHTH” W\
£ English  HE =SB B3 BEE

afid  BRELE ﬁﬁﬁﬁj'—i% FransiFalies | R SRR

.
g 22 (@) | st BORAE
Eamrnaaal et R EELS
e Are
(R EEEA it ] EERS
RS = Pt IEEHE
WTHE SHRIEE e
ERn TR N
HPER=RsiS BEESEE
» SRy
Fris_— B APp

1.4.2 XHBRRSFHECE

K& @ FTP. TFTP. SFTP 57 X &0k &0 & 2 XM Fo b R F 695 IR, AT
TFTP il A Bl 4T, 6 I XiF AN = Sfe B85,

# SRS 2 EI TFTP RS 281hR8 (UL 3CDaemon i AE ), #E TFTP R4 5% FA&I T #;
RS, HIFERS

2
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E3 EcE TFTP BRS5EF L&/ T &R’ 1E

= |
Start Tims Pagr | Syt | Slafim
wman Corfiguratizn &
FIF Prafilsc | Spelsg Confl kil on
Guusial Conflpuretian TFIF Confl parstian
Crawls dirackery mames 1n 1zccming £ils reed
MlLew swsrwrlis af srlpting fllse? -
Tyl e ol medl SERELES ]
Fuar-packsd tursut an- gscoods .h
Fugimim Teiries i@
Tatarfrew bremmlaadoa ﬁ
IE Ard B
FIF Sarvar
Eral o Surver
TITF Clisni 1 -
Far Halp, prass Fl AR [NUM |




&4 FFB TFTP RS

Fis imw Help

TPIT Burwar

FIT' S

Gpaleg Saree

TFIF Jliwmt

P Halp, prom

=
T —

St Tirres

| Feee | Bvhes | Eronus

e




= B
| i =
|F—||- Wimva

Zhart Tima |‘-"-|I| Byl || St

Aug 3L A2 1GS%0ES local 0 Listering fer TFTP requeats on P adckess: 192,066 L2, Pom 63
Aud IL, PIOT 10e5oDnS ol 1] LiSItrln-.] foe TFTP requesis on P addesss: 100139104 114 Pant |

TIF Savved

filag Sarwar

TIIT Gdiear

For Help, press F1 a7 ram

1.5 FLELE
1.5.1 BCE&FIZED IP Hbk

# G E # VLAN 99,

<Swi t ch> system vi ew

[Switch] vlan 99

[Switch-vlan99] quit

# B HE VLAN 41 .

[Switch] interface vlan-interface 99

# L8 Vlan-interface99 # [ IP ik 192.168.1.1/24.
[Switch-Vlan-interface99] ip address 192.168.1.1 24
[Switch-M an-interface99] quit

# NS EHUAHIER DOR I ALK G AR SEBRIG DL E, AR 7R 1D
[Switch] interface gigabitethernet 1/0/1

# M0 B TARAE — 2

[ Swi tch- G gabi t Et hernet1/ 0/ 1] port |ink-node bridge
# FHiZ % DI VLAN 99,

[ Swi t ch-G gabi t Et hernet 1/ 0/ 1] port access vl an99

[ Switch- G gabit Et hernet1/0/1] quit



1.5.2 BEEFA IP Hufik

# BCEAH AL IP Hukik A 192.168.1.2/24.
&5 BLEEH IP #hk

Tt ST & (TCRADD) G L
wig

el PREE i T

BZhEM IF jk o)
& {EETEE] 17 aEhi &
[F HdEd) m e | by

RS R R T
THAF o
MARA Tr BT
o TR 6 et E)
Bif e ESEE
A I ERRE )

| BT L& L |- v

T

# A “Win+R” REEEATIHZATE L, S omd 3797 dr AT %S, BRI 2% 13438

HB& 2 ] ATk,

C:\ Documents and Setting\Admi nistrato> ping 192.168.1.1

IEfE Ping 192.168. 1.1 HEAF 32 FHh%dE:

KHE 192.168.1.1 MEIF: F91=32 WfA=31ns TTL=253
KH 192.168.1.1 [MEIK: F71=32 Kf[E=30nms TTL=253
KH 192.168.1.1 [MEIK: F71=32 Kf[E=30nms TTL=253
kHE 192.168.1.1 MEIF: F791=32 WfA=30ns TTL=253

192.168.1.1 1 Ping &ZilM5E:

FiEf: oRiE = 4, B8k = 4, BK =0 (0% %),
AERATEERI GG THIN [E) ( PAZERD 9 AT

A = 30ms, K = 31ns, T = 30ns
# £ b ping TFTP RS #stthhl (BRI EHL IP Hikb), BEW ping i@
<Swi tch> ping 192.168.1.2
Ping 192.168.1.2 (192.168.1.2): 56 data bytes, press CTRL_C to break
56 bytes from 192. 168. icnp_seq=0 ttl =64 tine=10.701 ns
56 bytes from 192. 168.
56 bytes from 192. 168.
56 bytes from 192. 168.
56 bytes from 192. 168.

2

2 icnp_seq=1 ttl =64 tinme=2.678 ns
2: icnp_seq=2 ttl=64 tinme=2.282 s
2: icnp_seq=3 ttl=64 time=1.617 s
2

I

icnp_seq=4 ttl=64 tinme=1.701 ns

--- Ping statistics for 192.168.1.2 ---

PE,

HOR ML



5 packet(s) transnmitted, 5 packet(s) received, 0.0% packet |oss

round-trip mn/avg/ max/std-dev = 1.617/3.796/10.701/3.474 s

# AT save T IRIF A SRTICESS B .

<Swi t ch> save

The current configuration will be witten to the device. Are you sure? [Y/N:y
Pl ease input the file name(*.cfg)[flash:/startup.cfqg]

(To leave the existing filenane unchanged, press the enter key):
flash:/startup.cfg exists, overwite? [Y/N:y

Validating file. Please wait...

Saved the current configuration to mai nboard device successfully.

1.5.3 EFYERRA

#i#id di spl ay versi on i BB W& UHIMAS O LLTH AT G 828 FRAE RS T RASG:IE 2%
T,

<Swi tch> di spl ay version

H3C Comware Software, Version 7.1.070, Rel ease Xxxxx

Copyright (c) 2004-2021 New H3C Technol ogies Co., Ltd. Al rights reserved.

H3C Switch uptinme is O weeks, O days, O hours, 19 m nutes

Last reboot reason : User reboot

1.5.4 BEERKZIE

#iEid di r fr S BEREAFIRAME A, TR LI E (BN RN AR TRAEHT
A TH A

<Swi tch> dir

Directory of flash:

0 drw 707584 Jan 29 2013 05:41:21 123. bin

1 drw 12639 Jan 29 2013 05:41:21 patch.bin

2 drw 48866304 Jan 02 2013 08:30:11 r6126p20.ipe
3 -rw 591 Jan 01 2013 03:31: 14 serverkey

4 -rw 6304 Feb 02 2013 06:58: 55 startup.cfg
5 -rw 159335 Feb 02 2013 06:58:55 startup.ndb
6 -rw 0 Jan 02 2013 06:19: 27 t opol ogy. dba
7 drw - Jan 02 2013 05:32:24 versionlnfo

251904 KB total (25052 KB free)

# 47 ALK, FiEAH] del ete /unreserved file fir & KA MR 2 R HI S
<Swi tch> del ete /unreserved patch. bin

The file cannot be restored. Delete flash:/patch.bin? [Y/N:y

Deleting the file permanently will take a long tine. Please wait...

Deleting file flash:/123. bin...Done.



i

o ipe AR MBI L EHA LRI T RRMBEL A S bin X, IHAARING 2956444 R
(—ABMF R D PEVA L) RE B . BRI,

e 12 delete /unreservedfil e &AM, MR 6 AR EHEAAEME, REEBIK

q

Ao
o 1M deletefil e ®AMMRTI, MR IR EGERDMEY, 1HEEHGHEZE. 4o
R BRI R R E P 69 A B F XM, AT reset recycl e-bi n 44, UBHEINE.

155 HEEE

# BT R AL switch.ipe TN Z BT BCE 4T (1 TFTP e 554 AR/ 34z
# (] TETP J7 30 SCAF R S5 4% L IO RRCA switch.ipe SCF T #3184 L.

<Switch> tftp 192.168.1.2 get switch.ipe

% Tot al % Recei ved % Xferd Average Speed Ti me Ti me Time Current
Dl oad Upl oad Tot al Spent Left Speed
100 58.7M 100 58.7M 0 0 1193k 0 0:00:50 0:00:50 --:--:-- 1127k

# i€ BN A B BT R 32 R 8 3 switch.ipes

<Swi tch> boot-loader file flash:/switch.ipe all nmain

# JA ST AR B W B e R SRR R RSO, A R TR G R U AR R R AR,
“N” .

<Switch> Do you want to delete flash:/switch.ipe now? [Y/ N :N

# HP W

<Swi t ch> reboot

1.6 uFAc &

# WA ES )G, 16 di spl ay version A& E RS E.

<Swi tch> di spl ay version

H3C Comnare Software, Version 7.1.070, Rel ease xxxx

Copyright (c) 2004-2021 New H3C Technol ogies Co., Ltd. Al rights reserved.
H3C Switch uptine is 0 weeks, 0 days, 0 hours, 19 m nutes

Last reboot reason : User reboot

# {81 di spl ay boot - | oader @ 4EHEAIEZNH T IR 30T RH ))& S AR 2 F5 .

<Swi t ch> di spl ay boot -1 oader

Software i nmages on slot 1:

Current software inmages:
flash:/boot. bin
flash:/system bin

Mai n startup software images:
flash:/boot. bin
flash:/system bin

Backup startup software inmages:



None

1.7 BeEXH

#

interface vl an-interface 99

ip address 192.168.1.1 24

#

interface gigabitethernet 1/0/1
port |ink-node bridge

port access vlan 99

#

1.8 X &R

o UAMICE “HANREIRST” hH) BT,
o JUAMECE “HANECE R SZH” T AT



2 M bootware SEEA XModem P+ & AR A
2.1 BN

A Z B4 F bootware SZ A1 XModem B 7 20T+ 25 % 45 BAE AR 1 7925
2.2 AMFEK

W 6 B, FHURG & A R E B didEd:. IER: @ik XModem Pl 75 =0 SC#F
switch.ipe T ##| Device, F-THZHAEIA

6 i@3id Console 0% Fi% &AM E

L <

PC Device

2.3 BEEFEEIN

THRZ AT, BN BRI A5, BRI AT BB & G AT AR RO 2 (B ek, 1
THER DT B GERIREM LS A A T 3 T 00

THEGI R R R B, T RRITAL S i, SRS E N (] Bk AT

i/l XMODE J5 RAR S F e, — RS Ol FANHERZ IR ST, @ B M Zedte s fF, VL
1 i A7 07 ST Js a RAT AR AS -

2.4 BLEER
2.4.1 FEAHERHEE

SREUTH 6 oy 2k

e %3 H3C £ htp:/wwwh3c.com, 7E 8 T i 5 B 5 05— SR 5 B —— i f
FH” RE (0141 B2 F05 F, B mRE, R i E s .

o BEZR H3C BRI A SR T R B

10
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E7 177 “RETH” TE
T English HK 398 B3

bt BELRE ?ﬁ;ﬁﬁiﬁiﬁ% s iFalEs | s SRR =AF

.
s EE T @) | rruser BrFEnE
EAMERSEE St g = =0 EEeS
= BEERTR
(R RS — A IEERE
E '-'I'I'-: .'-'—- 3 5 =
s Q)| IEEw
ey T = Sl : :
OTHE = SHRIEE e
EaEtiRaE i :
HPEE RS EEIESEe
ek

Frie—E=APP

2.4.2 TEEBRHE
VAR AT PRI TR, A LARB LR
25 BEESE

2.5.1 EEHBIMRA

#1H1d di spl ay ver si on fir & BE V& UHTRCAS O EE TR0 5 3 A B A RS W] ASS:IE T+ 2%
eI,

<Swi tch> di spl ay version

H3C Comnare Software, Version 7.1.070, Rel ease xxxx

Copyright (c) 2004-2021 New H3C Technol ogies Co., Ltd. Al rights reserved.

H3C Switch uptinme is O weeks, O days, O hours, 19 m nutes

Last reboot reason : User reboot

2.5.2 # X\ bootware &

#HE WA, RSN Ctrl+B #EA ¥4 /) bootware =% ¥

Press Ctrl +B to enter extended boot nenu...

Boot Ware password: Not required. Please press Enter to continue.
Downl oad i mage to flash

Sel ect inmage to boot

Display all files in flash

Delete file fromflash

Restore to factory default configuration

Ent er Boot Rom upgrade mnenu

Ski p current system configuration

© N o ok~ o N

Set switch startup node

11



0. Reboot

Ctrl +Z: Access EXTENDED ASSI STANT MENU

Crl+F:. Format file system

Ctrl +P: Change aut hentication for console |ogin
Ctrl+R Downl oad i mage to SDRAM and run

Crl+C. Display Copyright

#IERE 1 T RBHE 1) flash

Enter your choice(0-8): 1

1. Set TFTP protocol paraneters
2. Set FTP protocol paraneters

3. Set XMODEM prot ocol paraneters
0. Return to boot nenu

#1k £ 3 KM XModem WS 5e iR s AT B HIINAR,  BENF B R i E K
Enter your choice(0-3): 3
Pl ease sel ect your downl oad baudrate

1.* 9600

2. 19200

3. 38400

4. 57600

5. 115200

0. Return to boot nenu

HIRIESLPRIE O, EFEEEMN T HOEZ, AFIEHE 5, BICTE0E %y 115200bit/s
Enter your choice(0-5): 5

Downl oad baudrate is 115200 bps

Pl ease change the terminal's baudrate to 115200 bps and sel ect XMODEM prot oco
Press enter key when ready

2.5.3 BXERIREEREFR

i T 22 # 4l Console H IR ASG R &5 M0 115200bps, 1 283 R4S FiE N 9600bps, M7 276
LI ER . F, B RRWIER, FESCR & E B RS, MH 58P N R
—3.

(1) H el g 2 i ) [P Y /TS BRI, BB 17 R 4 22 i AN A8 L ) S

[E8 [/ FF SR In

HE W) | FY ) RO #ERE
ALz

AL
{2 LES5HE (3)

HFFF ()

(2) RN LI RAT B[SO S B, A5 3 H A A B [ B 1% 4L (an &L 9) , #E\ Console
FC B X UEAE, K “RA A BdE 115200 5, Hd[ahe a4l A 10).

12



9 #ENBHERIEIE
2l

=R e |

I .I',. Switch B EE iI). .. |

ER thEL) ©): [\ RHETE @6) =l
Fi A IR R S o

ES@: E—

HiESHE: |

JEEFERT (A ()¢ comi =l

| etz | = R R T i = )
™| Seshsds (5]

= ik
E10 & O EXHELE
HORE |
PR B |
HriEfir ) [a ~]
HBnk ) [T =l
itz @ [ =]
BRI @ [T |
TEEABME® |
T s | mAw |
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3)

BB FEERRRIDR 5, Al B 2 i A (R [ L/ L |5 BT, SR A ST R 2 i RS 4
HLET %

E11 [PEAY/AEAY ]S B TR

FE W) | B ) EED) RERH

= IEE

SEEREFY )
B LEEFE ()

()

2.5.4 ARIGE

(1)

(2)

3)

122 )5 R G P AR, BEASY>, RGUTIRHAITE T E: BA<N>, RGUEIR[RE
BootRom F- 32 H.:

Are you sure to download file to flash? Yes or No (Y/N):Y

BA<YSIHEE)G, RGIHHHMAE TR, KimEnin T EE:

Now pl ease start transfer file wi th XMODEM pr ot ocol

If you want to exit, Press <Crl +X>
Loadi ng ... CCCCCCCCCCCCCCCoCCccceeee

Z

SeBF, BHMIBEAER TR, HEACUX>, T N% 434740 F 424,

MHB 2 2 S S B A IR R [FRIRRAE O] CanfE 12D, FE 5 H R Ui AR e o [0 a4 (an
K 13) , EREFEFEMHMAE (SLALL “update.ipe” MDD , ¥ EAEH I BMSCH
XModem.,

Bl12 [f5iX/&EH]5RED

| e @ R

EIEICH E). .

- BRI E. .
TOEEIEFO. .
RENEIHR D).

FERRUFTENHL (B)

14
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BEl13 [KiEX XS EIE
ST 21 x|

AL - D:\wer=ion

JeHaE ()

III: hwersiontupdate. ipe

HHE (B
I}{modem j

#Ee | x@o | ma |

(4) EFEERUE, M[ROENE, RS F IR R TR A
E14 EEAEXHRE

ﬂ wwa ek ﬁ_lla Imoden I#

EEEE: [1: \version\update. 1pe

WS e HARE [Chedow
Edw- b Eesswm b
E—HiE: |

T e [B96E [ J1360K

EM: [Woe M (01508 WEE 0w o
L 7 )

(5) HENBMETHTERE, RGN R EIZESRAaREE, BEMR (M) o &H (B
HGEME (N) o BEA<M>IERIE, FKPT FER B E oy 3 0 8 sh .
Pl ease input the file attribute (Min/Backup/None) m
The boot.bin inage is sel f-deconpressing...
Load File name : boot.bin B O NI Boot AN AR
Free space: 470519808 bytes
Wi ting flash. ...

Done!
The systemupdate.bin inmage is sel f-deconpressing...
Load File name : systembin WHE O T Syst em#AFEAILFR

Free space: 461522944 bytes
Wi ting flash. ...

15
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Your baudrate should be set to 9600 bps agai n!
Press enter key when ready

X i
Jo R X B BB LA B AR ST AR R AR B BRGNP ik B A R
V&, RA BIRME O BEELTH “TEML .

(6) Z% 2.5.3 [Zoi i B HPRF R,  FPRREEIZ 2 1R R 3 48 0 9600 bps.

Z

o R T 69k Rk 45 A 9600 bps, A P AH T FEABRLSE R F, kil Tk,

(7) W), Z#4R[H BootRom F3EH, 7F BootRom T3 H i A<0>I: M %, HEK&E,
TG I sh A AL

EXTENDED BOOT MENU
EXTENDED BOOT MENU

Downl oad i mage to flash

Sel ect image to boot

Display all files in flash

Delete file fromflash

Restore to factory default configuration
Ent er Boot Rom upgrade mnenu

Skip current system configuration

Set switch startup node

© o NG hs DNRE

Set default boot storage nedium

0. Reboot

CGrl+F: Format file system

Ctrl +P: Change authentication for console |ogin
Crl+R. Downl oad i mage to SDRAM and run

Crl+C. Display Copyright

Enter your choice(0-9): 0

2.6 FAcE

# W& E G, [ display version fidEHRSMAE R .

<Swi tch> di spl ay version

H3C Comnar e Software, Version 7.1.070, Rel ease xxxx

Copyright (c) 2004-2021 New H3C Technol ogies Co., Ltd. Al rights reserved.
H3C Switch uptinme is O weeks, O days, 0 hours, 19 m nutes

Last reboot reason : User reboot

16



# {if] di spl ay boot -1 oader x4 &EHA IS SIH T I 3 Ak H 1) 8 sh 3 A 24 FR .

<Swi t ch> di spl ay boot -1 oader

Software i nmages on slot 1:

Current software inages:
flash:/boot. bin
flash:/system bin

Main startup software inmages:
flash:/boot. bin
flash:/system bin

Backup startup software inmages:

None

2.7 HEXER

o JUAMCE “HANREIRS” ) BT,
o JUAMICE “HANECE M LSSH” T AT,
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L R BRI T R e cveeerrt oottt e e 1
TR 7 OO RURPRRRO 1

1.2 ZELIHTE SR wvvereseseeereereneesetet ettt s bbbt e bbb bbbttt 1
L3 T B 2B et 1
13,1 TCEE P45 AL TR vreeeeereeneresesesetesesseas s bbbttt e bbb bbbt 1

1.3.2 FIE B ZRGEHTTJR] +-vveveereersesreeseeste st e st ettt ettt ettt b e e ae et e b e et s beeh e e bbb 1

I a1y Lu AT TSP PR TP 2
Ve USRI 2

L6 A TR «vevrererereeereese st sttt bbbttt 2

2 BT SChEdUIET rEDOOt TEATEE FEIE A - eveeeseererrrertseseirsiet et ci s bbbttt 3
2L FA I+ reee e e 3

2.2 ZHL IR TG SR eeveereere et b e ettt 3

2.3 i B D B oottt bbb bbb 3
2.3.1 T B & E EAR RIS [RIRT T BT JE vrveeerereeesesesneseieessseiee ettt 3

2.3.2 B B VE A — SE I [ S EEJ weeeererrereseseseseenesetseietesss st eb ettt 3

2.3.3 Tl B YA T A BUAT EELJE -orveeeeeeesrsreressecietessess s s it et es bbbttt b bbbt 3

eIt Ll AT TSSOSO PO TP 4

R TRl ;OO RURO R 4

2.6 FHTETEE +-eveeererees sttt ettt bbbt 4



1 wHREMIE
1.1 @&

AR B U L B R SRR K R G ] .

B Al IEIE PR 7 IR IR G (] -

o  WMATHLE. H B TR RGN A5, B2 PR 3 B8 AR I B 5 4k
S il

. W2 P [ED . B I ITERI FIZD NTP/PTP ik 45#8 1) UTC (Coordinated Universal Time,
[ B p i (a]) B a], R RS2 R UTC B R348 ERC B A X . B AR S Hus &,
AT RS R 5 NTP ATPTP HE4IN2H, 1§50 “ M E AR ER T
E(J “NTP” *D “PTP”°

M 28 I B R E P B ] L &7 P BRI T SE A v, HER A A

Z i

PTP ¢ X HH A 5K &R TH X, HHRIELREARATERE.

1.2 AMFEK
oo

1.3 BLEX TR

1.3.1 BLERZBMR
#IEANRGAMA.

<Devi ce> system vi ew
# Mo E B 44 K05 abed.

[ Devi ce] sysnane abcd
[ adcd]

1.3.2 BLE R%ih(E]

1. FENRE RGATE

# BEANRGUE

<Devi ce> system vi ew

# WO E RGN RO XN T

[ Device] clock protocol none

# R [Al P ML E T3 B E R G Ry 2021 42 9 A 1 H 111 8 77

[ Device] quit



<Devi ce> cl ock datetime 11:8 2021/9/1
2. 1833 NTP 1Y B IR ELR SRt ]

# HEANRGUEL

<Devi ce> system vi ew

# ML E RGN TR EUT O NTP.

[ Device] clock protocol ntp

3. 1&3F PTP Y B zh3R X R LA 8]

# HEANRGUEL

<Devi ce> system vi ew

# MO B RGN 3R 508 PTP.

[ Device] clock protocol ptp

1.4 WiEACE

# R W T RG]
[ Devi ce] display clock
11:08: 00. 258 UTC Wed 01/09/ 2021

o E R, BRI AR B B =R B
1.5 B &

o MEBEAM

#
sysnane abcd
#
o  TILERGN N
#

clock datetime 11:8 2021/9/1
cl ock protocol none

#
o NTP WHIGREUAR G 8]
#
cl ock protocol ntp
#
o PTP BHBGREUR SN [H]
#
cl ock protocol ptp
#

1.6 tHHEZEHR

o JARECE “HANRCEIRTT TR “REEE.
o JUAMIE “HANREMLSSH” P R EH.
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2 &3 scheduler reboot ERFTEE &%

2.1 &4

A ZAp/r41iE5d scheduler reboot 5E I 5 4
SE I A 177 20 BUR LR

o T E B AE RN A] AU S

o MEWRL—EMNHEEF

o TCE LA E I R] B AT B S A

2.2 AMFEXK
T
23 BLEDR
231 BEER&EAKHNIEFBIER
# R RGN AT (A2 2021 42 9 A 1 H 11:00, ACHE B & 1E K 12:00 HH.

<Devi ce> schedul er reboot at 12: 00
Reboot systemat 12:00:00 01/09/2021 (in 1 hours and O minutes). Confirn? [Y/N:Y

232 BEERBE—ENBRER
# R RS S HIA Y 2021 4£ 9 H 1 H 11:00, fc B i&47E 88 /M4 fm H ) .

<Devi ce> schedul er reboot delay 88
Reboot systemat 12:28 01/09/2021(in 1 hours and 28 mnutes). Confirn? [Y/N:Y

233 BEERZEEWNITER
# N R

<Devi ce> system vi ew

# QST E )G 210 job, 44 reboot.
[ Devi ce] schedul er job reboot

[ Devi ce-j ob-reboot] command 1 reboot

# IR RGE

[ Devi ce-job-reboot] quit

# Q% 4 N schedule-reboot (1) schedule, 5|44 reboot (1 job JFEC & &K 23:00 B $4T -
[ Devi ce] schedul er schedul e schedul e-reboot

[ Devi ce- schedul e- schedul e-reboot] job reboot

[ Devi ce- schedul e-schedul e-reboot] tinme repeating at 23:00

# 1B [A RGHLIE

[ Devi ce- schedul e-schedul e-reboot] quit



# RIFBCE

[ Devi ce] save

2.4 BBl &

# WoR A HR (A

<Devi ce> di spl ay schedul er reboot

System wi | |

# .75 Sche

reboot at 12:28 01/09/2021 (in 1 hours
dule,

and 28 m nutes).

[ Devi ce- schedul e- schedul e-reboot] di splay schedul er schedul e

0

Last execution status

Schedul e nane : schedul e-reboot

Schedul e type : Run on every day at 23:00:0
Start tinme Wed Sep 01 11:00:00 2021
Last execution time : Yet to be executed

Job nane

reboot

# w7~ Job.

[ Device] display scheduler job

Job nane: reboot

r eboot

2.5 BREH
B & EEPITES:

#

schedul er job reboot

command 1 reboot

#

schedul er schedul e schedul e-reboot

user-rol e network-operator

user-rol e network-adm n

j ob reboot

time repeating at 23:00

#

2.6 HHXAER

N

L ]

Y

o JTAAEC
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1 NTP ARS585/= Pimte s B AR &
1.1 f&9r

KA I NTP SEIR RS54 5 &P vt 1] [F) 20 i e B 0772
1.2 ‘AMEEK

N Tk NTP 528 Device B 5 Device A [ [A][F25, ZEK:

o  ff Device A LB A A E NS HR B, EHON 2;

e  [iiE Device B fll Device C TEfE% iz, & Device AN NTP fR45%5.
Bl MR NTP BLE MR

Device A Vian-int2
(NTP Server) |10.1.11/24

Vlan-int2 Vlan-int2
1.0.1.12/24 1.0.1.13/24
Device B Device C

1.3 BEE B

(1) MHEA. B. CH&AM P HbEIEHE NTP k5
(2) HFLE A WRSRKAHEEENS B B, EECN 2
(3) ME AR NB. CH&H NTP %5

1.4 BB SE

1. Device A IELE
# Be B 32 11 Vlan-interface2 [ IP #idik .

<Devi ceA> systemvi ew

[DeviceA] interface Vlan-interface 2

[ Devi ceA-Vl an-interface2] ip address 1.0.1.11 24
[ Devi ceA-Vlan-interface2] quit

# JFJA NTP iR%S .



[ Devi ceA] ntp-service enable
# WEAHI B NS HN o, EHON 2.

[ Devi ceA] ntp-service refclock-master 2

2. Device B Ut &
# B B2 1 Vlan-interface2 [ IP Huil .

<Devi ceB> systemvi ew

[DeviceB] interface M an-interface2

[ DeviceB-Vlan-interface2] ip address 1.0.1.12 24
[ DeviceB-Vl an-interface2] quit

# 713 NTP JIi%

<Devi ceB> systemvi ew

[ Devi ceB] ntp-service enable

# B @ NTP PSR EE 7).

[ Devi ceB] cl ock protocol ntp

# ¥ B NTP Server iy Device B ] NTP 55 %%.

[ Devi ceB] ntp-service unicast-server 1.0.1.11
3. Device C B &
# fic B 4% 1 Vlan-interface2 (1) IP ik,

<Devi ceC> systemvi ew

[DeviceC] interface M an-interface2

[ DeviceCVlan-interface2] ip address 1.0.1.13 24
[ DeviceC-Vlan-interface2] quit

# JF 8 NTP iR%S .

<Devi ceC> systemvi ew
[ DeviceC] ntp-service enable

# FC B IEIE NTP s SREU [A] o
[ Devi ceC] cl ock protocol ntp
# % B NTP Server A Device C ) NTP Ik%5%%.

[ Devi ceC] ntp-service unicast-server 1.0.1.11

1.5 WitACE

# 52k FIRTCE J5, Device B F1 Device C [1] Device A #t47Hf[A][F2. UL Device B A& H NTP
A, ATLLEH, Device B &4 5 Device A [d25, Z#LL Device A KIEZ%0Kk 1, 7 3.

[ Devi ceB] display ntp-service status
Cl ock status: synchroni zed
Clock stratum 3
System peer: 1.0.1.11
Local node: client
Reference clock ID: 1.0.1.11
Leap indicator: 00
Clock jitter: 0.000977 s
Stability: 0.000 pps



Cl ock precision: 27-10

Root del ay: 0.00383 ns

Root di spersion: 16.26572 ns

Ref erence time: dOc6033f.b9923965 Wed, Dec 29 2019 18:58:07.724
Systempoll interval: 64 s

# 757 Device B ] NTP IR HIFTH IPv4 2x1{5 5, FILLE 2| Device B 5 Device A #37 | 2.
[ Devi ceB] display ntp-service sessions

source ref erence stra reach poll now offset delay disper

EEEEEEEE RS EEEEEEEEEEEEEEEEEEEEREEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEE RS EEEEEE R

[12345]1.0.1.11 127.127.1.0 2 255 64 15 -4.0 0.0038 16.262
Notes: 1 source(master), 2 source(peer), 3 selected, 4 candidate, 5 configured.
Total sessions: 1

1.6 BeEXH

. Device A:

#
interface Vlan-interface2
ip address 1.0.1.11 24
qui t

nt p-servi ce enabl e
nt p-service refcl ock-naster 2
#

. Device B:

#
interface Vlan-interface2
ip address 1.0.1.12 24
qui t

nt p-servi ce enabl e

clock protocol ntp

nt p-service uni cast-server 1.0.1.11
#
. Device C:

#
interface Vlan-interface2
ip address 1.0.1.13 24
#
nt p-servi ce enabl e
clock protocol ntp
nt p-service uni cast-server 1.0.1.11
#

1.7 tHXEHR

o UME “MZEHAMEEAERS” TH “NTP”,
o EELE “MBEHMEIEMSSE” T “NTP”.
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1 wemrae

1.1

1.2

BT
RGN P 0 R B 7

(BRER

Telnet /7 415 Switch #Hi%, 2SI Switch X Telnet Fl 7 HEAT A HAE FF- 45 AUH 7 M €.

Telnet FH /' (925 H 7 4 userl@bbb, AFIE 5 #4Z AL H - f €0R rolels

rolel BA Wi~ P BLRR:

o RVFH P HAT A FE R SR AL dr 4

o AVFHFPHATEIE VLAN LLAE N VLAN #LE 5 HIAH G dr 4, IF R B #:4E VLAN 10~VLAN
20 HIBUIR .

El1-1 Telnet A PRI ME/AZARED & 28 M [&]

Vlan-int 2
192.168.1.70/24 @
Telnet user

Switch
192.168.1.58/24

1.3 BLEEEEWM

o /ISP IEHELE NG I ISP BUE AR B, LAUE M4 undo domai n
def aul t enabl e ¥ HAZHCHAEBE ISP 5, SRJ5 A4 ] LARE M BR .

o  —MHFPMEHRVFRIEZ FZMN, SN CLOEEE R E g5 AME— bR IR, BERALZ A G
FH P BT DAAAT [ iy 4 g I e HI) 5 S AT AT i 2 R A o 5 X e 5 SCABLBR P9 25 R,
TUIHEIU G 5 K 2% it BRI 1 RVFHAT A4 A, B 2 AT a4 B, BRI 3 2R ik
T4 A, BN 2 AL 3 £k, BRZXIEHATa4 A, UFHITH4 B.

1.4 ILELE

# WE IR G LR Switch.

<H3C> systemvi ew

[H3C] sysnane Switch

# BCE VLAN #1102 (1) IP ik, Telnet F /i ik iz bl %42 Switch.
[Switch] interface vlan-interface 2

[Switch-Vlan-interface2] ip address 192.168.1.70 255.255.255.0
[Switch-Vlan-interface2] quit

# JT )5 Switch f¥) Telnet ik 55 25 ThAE

[Switch] tel net server enable



# lic E Telnet H 7 & 5K H AAA IETT e

[Switch] line vty 0 63

[Switch-1ine-vty0-63] authentication-node schene
[Switch-1ine-vty0-63] quit

# L E ISP 15 bbb 1) AAA J5 7 N A ) GEFIA B4 AL .

[ Switch] donmi n bbb

[ Swi tch-isp-bbb] authentication |ogin |ocal

[ Switch-isp-bbb] authorization |ogin |Iocal

[Switch-isp-bbb] quit

# QI H P A5 roleds

[Switch] role nane rol el

#ECEH T AEHN 1, VR ST A R R R A a4 .
[Switch-role-rolel] rule 1 permit read feature
#ECEM P RO 2, vFH P HATEIE VLAN BLAHEN VLAN HLEI S A G a4 .
[Switch-role-rolel] rule 2 permt command systemview ; vlan *
# B VLAN SESALEL,  se v P B #R4F VLAN 10~VLAN 20 IR .
[Switch-rol e-rol el] vlan policy deny

[Switch-role-rol el-vlanpolicy] permt vian 10 to 20
[Switch-rol e-rol el-vlanpolicy] quit

[Switch-role-rol el] quit

# OB B BRI P userl.

[Switch] |ocal -user userl class nanage

# Wo B B G2 B S 123456 TESTplat&! .

[ Swi t ch-1 user - manage- user 1] password sinpl e 123456TESTpl at &

# 5 7€ P IR 952K E Telnet,

[ Swi t ch-1 user - manage-user 1] service-type tel net

# 48€ ' userl BIFAUA 4 rolel.
[ Swi tch-1 user-manage-user 1] authorization-attribute user-role rolel
# DN ORAE FH AN FE AR B P €2 role L, HIBR FH P userd HAA 1544 F 7 A £ network-operator .

[ Swi t ch-1 user - manage-user 1] undo aut horization-attribute user-role network-operator
[ Swi tch-luser-manage-userl] quit

1.5 Eurfc &

H P e K te Telnet 4%, 1E Telnet 25 ' i % M H /R M A\ FH P 44 userl@bbb A IR # S5,
BRI &SRB o

C.\ Docunents and Settings\user> telnet 192.168.1.50

| ogi n: user1@bb

Passwor d:

T L T

* Copyright (c) 2004-2019 New H3C Technol ogi es Co., Ltd. Al rights reserved.*

* Wthout the owner's prior witten consent, *

* no deconpiling or reverse-engi neering shall be all owed. *

R R R RS RS R SRS SRS EEEEEREEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEE RS



<Swi t ch>
B I T P A roled, BAAHRI i AT AT AR o ATl a0 R A2 BREGUE H - AR -
o T#{F VLAN 10~VLAN 20. (LLEIJZ VLAN 10 M)
<Swi tch> system vi ew
[Switch] vlan 10
[ Switch-vlanl0] quit
o REEFEIEIT VLAN. (LLfilE VLAN 30 A%
[Switch] vlan 30
Permi ssi on deni ed
o AIHUTHTARHEHR A 4. (LLdisplay cl ock R
[Switch] display clock
09: 31: 56. 258 UTC Sat 01/01/2017
[Switch] quit
o ABEHATHRIET ERBAHAT R 4.
<Swi t ch> debuggi ng rol e al
Permi ssi on deni ed
<Swi tch> ping 192.168.1.58
Perm ssi on deni ed

1.6 BeEXH

#
sysname Switch
#
tel net server enable
#
vlan 2
#

interface Vlan-interface2
i p address 192.168. 1. 50 255. 255. 255.0
#
line vty 0 63
aut henti cati on- rode scheme
#
domai n bbb
aut hentication login |ocal
aut hori zation login | oca
#
role nane rolel
rule 1 pernmit read feature
rule 2 permt comand systemview ; vlan *
vl an policy deny
pernmit vlian 10 to 20
#
| ocal -user userl class nanage
password hash $h$6$3nDcf lenri f 2HOWS$QUWS Xcl d9M eCMAGE kUBql euV3WGFFEESI 2TTSoFRL3
ENZ2ExkhXZZr RO 3pbl f bj e6f i ni7vV+u5FbCG f +S§j A==



servi ce-type tel net

aut hori zation-attri bute user-role rolel

undo aut horization-attribute user-rol e network-operator
#

1.7 tHHEER

. Pt E ‘AR E RS B “RBAC”.
FENICE “HRRa S S%” H i “RBAC”,



2 s
2.1 &

GBI RN P A R B T
2.2 HMFEK

T INBEF B A, SR A AAA IAERT B A H] Telnet F 7 3T IMIE. Btk &1
Telnet P RERS AT H P A DI, EITEAR LI T, IR S B S5 KA REENIR. 4
i Telnet FH P #3289 H P A€o rolel, FH P A5 rolel AW FALUR:

o RVFPITRGIUE SRR L3RI A dr 4.

o RVFPHUTHTALL di spl ay JFkiI4 .

o RWHATHTE L super JFkHIAr 4.

o HAFHED. VLAN R VPN 32451 % IR R ERUR o

PLESR, Telnet B/ Aetigai Ul 3 F 7 A €4 role2 A1 network-operator, e F /1 role2 B4 T
AR

o RFPUTRGTIE A L2 HRMATE 4
o  HEAATEH. VLAN A1 VPN SEF) B YR A ERR .
E2-1 {liA P AERECE HME

Vlan-int 2
192.168.1.50/24
GE1/0/10
Telnet user

Switch
192.168.1.28/24

2.3 BEEFEEM

o /ISP ML E NG 1 ISP S B ANRERE B MR, AT Yo 44 undo domai n
def aul t enabl e ¥ HAEHCHAESE ISP 1, A5 A4 ] LAB I

o —/MNHFP MBI RVFRIEZ SR, F RN DL R 2 S AME— AR, SR EUZ A AT
FH P AT DLBRAT )i 2 A Se R 58 ST AT AT iy 4 (10 4 o 451X Se R 7 SCAIAL PR R 25 1 5,
IR 25 K04 3. Bitm, B 1 RvFdAT a4 A, B 2 R ¥FhiT @4 B, %JL'J'“J <E s
T A A, NI ZHN 2 AR 3 262, BIARIEHAT @4 A, RRFHAT G4

o UMRHIH MO AN AT SRR, S ERERE, X%V’E?U)ﬁﬁﬁﬁ)ﬂﬁ%@o

2.4 BEE LR
# W B AL R G4 FR N Switch.

<H3C> systemvi ew



[H3C] sysnane Switch

# B VLAN 2 3£ Switch 4% Telnet user f5 %15 F] VLAN 2 #1,
[Switch] vlian 2

[Switch-vlan2] quit

[Switch] interface G gabitEthernetl/0/10

[ Swi t ch- G gabi t Et hernet 1/ 0/ 10] port access vlan 2

[ Switch- G gabi t Et hernet 1/ 0/ 10] quit

# 07 VLAN #: 1 2 I E IP Hulik.

[Switch] interface VIan-interface 2

[Switch-M an-interface2] ip address 192.168.1.50 24

# IT 3 W% 1 Telnet IR 5528 e

[Switch] tel net server enable

# 1ES'5 N 0~63 [ VTY H 4T, ELE Telnet H 85K AAA WIE T .
[Switch] line vty 0 63

[Switch-1ine-vty0-63] authenticati on-nbde schenme
[Switch-line-vty0-63] quit

# LB ISP 5 bbb K] AAA 75777 9 A A UE A PR AL

[ Swi tch] donmi n bbb

[ Swi tch-isp-bbb] authentication |ogin |ocal

[ Switch-isp-bbb] authorization |ogin |Iocal

[Switch-isp-bbb] quit

# 0l P A rolel, BN AEME.

[Switch] role nane rol el

#ECEH A O 1, VR RATTIE SCRFEAL L3 FHSCHI T A fir 2
[Switch-role-rolel] rule 1 permt execute read wite feature-group L3
#EH MO 2, v HAT A B di spl ay JT k4.
[Switch-role-rolel] rule 2 permit comrand display *

# BB AEHN 3, RV AT LL super JT k2
[Switch-role-rolel] rule 3 permt command super *
[Switch-role-rolel] quit

# 0l P A role2, #EANH T AEME.

[Switch] role nane rol e2

#ECERH P AEHN 1, oV P ATTUE SCRFEA L2 FROCHI BT A i 2
[Switch-role-role2] rule 1 permt execute read wite feature-group L2
[Switch-role-rol e2] quit

# IS BB 1 telnetuser.

[Switch] |ocal -user tel netuser class nmanage

# B P 258 2 B SCHY) aabbcec.

[ Swi tch-1 user-manage-t el netuser] password sinple aabbcc

# 15 7€ P k%5 2K 242 Telnet.

[ Swi t ch-1 user - manage-t el netuser] service-type tel net

# fa € H1 7 telnetuser AU 64 rolel.

[ Swi tch-1 user-manage-tel netuser] authorization-attribute user-role rolel



# N ERIE A AR P e roled, BRI P telnetuser HLA B H P A
network-operator.

[ Swi tch-1 user-manage-tel netuser] undo authorization-attribute user-role network-operator
[ Swi tch-luser-nmanage-tel netuser] quit

# fic & Telnet FH P )4 7 A (ol R A local IAIE7 N (RGUAE N local).

[ Swi tch] super authentication-node | ocal

# L& Telnet H PR H P )4 21 role2 B A 25 A 9 B SCE5AD 123456 TESTplat&!

[ Switch] super password role role2 sinple 123456TESTpl at &

# B E Telnet H 7 ¥ H 7 ff 1) #: 2| network-operator B {f F 1 % 15 Jy B SC % 14
987654TESTplat&!.

[ Swi tch] super password rol e network-operator sinple 987654TESTpl at &

2.5 Wil &

(1) HEEHFAERAREAE R
it di splay rol e & &&EH ) Ml rolel. role2 Al network-operator ({15 2.
# WorH At rolel (45 R

<Swi tch> display role nane rolel

Role: rolel
Descri ption:
VLAN policy: permt (default)
Interface policy: permt (default)
VPN instance policy: permt (default)

Rul e Perm Type Scope Entity

1 permit RAK feature-group L3

2 perm t comand display *
3 perm t command super *

R Read WWite X Execute

# SR P M role2 IfE R .

<Swi tch> display role nane rol e2

Rol e: role2
Descri ption:
VLAN policy: permt (default)
Interface policy: permt (default)
VPN instance policy: permt (default)

Rul e Perm Type Scope Entity

1 permit RAK feature-group L2
R Read WWite X Execute
# o F P 1 £5 network-operator f115 B
<Swi tch> di spl ay rol e name network-operator
Rol e: net wor k- oper at or
Descri ption: Predefined network operator role has access to all read commands

7



(2)

on the device

VLAN policy: permt (default)

Interface policy: permt (default)

VPN instance policy: permt (default)

Type

R--

RW

R--

R- -

command
command
command
command
command
web- nenu
web- menu

xm - el emrent
conmand
conmmand

conmmand

conmand
conmmand

conmmand

oid

WWite X Execute
it di splay rol e feature-group 2 AERESA L2 F1 L3 HAFERRHEE S,

Rul e Per m
sys-1 permt
sys-2 permt
sys-3 permt
sys-4 deny
sys-5 deny
sys-6 deny
sys-7 deny
sys-8 deny
sys-9 deny
sys-10 deny
sys-13 permt
sys-16 permt
sys-17 permt
sys-18 permt
sys-19 deny
sys-20 deny
sys-21 deny
sys-22 deny
sys-23 deny
sys-24 deny
sys-25 permt
R Read
AV
iEakee &

Entity
di splay *
xm

systemview ; probe ; display *
di splay history-comand al

di spl ay exception *

di spl ay cpu-usage configuration
di spl ay kernel exception *

di spl ay kernel deadl oop *

di spl ay kernel starvation *

di spl ay kernel reboot *
systemview ; |ocal -user *

m devi ce/ m_mai nt enance/ m changep
assword

display security-logfile summary
di splay security-logfile buffer
systemview ; info-center securi
ty-logfile directory *
security-logfile save

systemview ; |ocal -user-inport
*
systemvi ew ; | ocal -user-export
*
1

sk

H P 3% K Telnet 4%, 1F Telnet & F i iz @ n % A 7 44 telnetuser@bbb A% 1E#f
R e, RIE R % .

C.\ Docunents and Settings\user> telnet 192.168.1.50

| ogi n: tel netuser @bb

Passwor d:

IR I o I S I R O O I S O R I O O kR I O S O

* Copyright (c) 2004-2019 New H3C Technol ogies Co., Ltd. Al rights reserved.*

* Wthout the owner's prior witten consent,

* no deconpiling or reverse-engi neering shall be all owed.

R R R RS RS E RS RS E S SRR EEEEEEEEEEEREEEEEEEEREEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEES

*

*



3)

(4)

<Swi t ch>

EUE DI P Sy E i R FH AL BR
Telnet J /" BRI & st )m, A@ER A AP RIS UE T AR -

e}

FIHATHRFELL L3 R SRR PTA dr4 . (RAEIEE VPN 5241 vpnl ufi)

<Swi tch> systemvi ew
[Switch] ip vpn-instance vpnl

AT FTA LL di spl ay T3k Bar 4o (BLEZR RG240 H RIS ) 941D

<Swi t ch> di splay cl ock

13:53:24.357 test Sat 01/01/2018

Tinme Zone : test add 05:00: 00

Sumrer Tine : PDT 06:00:00 08/ 01 06:00:00 09/01 01:00: 00

UAnR7IE g aE P abschach
Telnet H F IS Rt 44 J5, Al an A0 BREGE H P AR «

a.

R PAE T super JF3kar 2. (BAUIH 2 H P A role2 F4 N AR )4 20
WSKD)

<Swi t ch> super rol e2
Passwor d:

User privilege role is role2, and only those commands that authorized to the role
can be used.

<Swi t ch>

. VIR B S role2 S5, ATHATASR R L2 TR ARSI BT 4. (LLANZEE VLAN 10

HHID

<Swi t ch> systemvi ew

[Switch] vlan 10

[Switch-vlanl0] quit

[Switch] quit

DI Pt role2 J&5, ARERATARRFEL L2 HRARt M S 4. (CBAUI# S P M
network-operator Jy4i)

<Swi t ch> super networ k- oper at or

Perm ssi on deni ed.

- UIEIH P role2 5, AEEHATLL di spl ay kB4 . (LR R RS04 ET H RIS

&) 451D
<Swi t ch> di splay cl ock
Per m ssi on deni ed.

. Telnet HPR EHE R R &G, AREPATHTA L, super k4. (LLYIHEIH - A

network-operator Jf i AAH B () Y) He s i o 1)

C:\ Docunents and Settings\user> telnet 192.168.1.50

| ogi n: tel netuser @bb

Passwor d:

Kok kkkkkk kKA KKk k ok ok ok kk kK KKKk ok ok ok ok kk kK k KA Ak k ok ok kkkkk kAR Ahh ok kkkk kKA A h Kk kk kK
* Copyright (c) 2004-2019 New H3C Technol ogi es Co., Ltd. Al rights reserved.*
* Wthout the owner's prior witten consent, *
* no deconpiling or reverse-engi neering shall be all owed. *



LR EEE R RS EEEEEEEEEEEEREEEEEEEEEEEEEEEEREEEEEEEEEEEEEEEEEEEEEEEE RS EEEEEEEEEEE SRR

<Swi t ch>

<Swi t ch> super networ k- oper at or

Passwor d:

User privilege role is network-operator, and only those conmmands that authorized
to the role can be used.

<Swi t ch>

AL AR BT DA E B AR AL

2.6 BEENH

#
sysname Switch
#
tel net server enable
#
vlan 2
#

interface Vlan-interface2
i p address 192.168.1.50 255. 255. 255.0
#
interface G gabitEthernet1/0/10
port access vlan 2
#
line vty 0 63
aut henti cati on- mode scheme
user-rol e network-operator
#
super password role role2 hash $h$6$D0kj HFkt kkt zgR5g$e673xFnl cKyt G 6 EDAwW+pvwgh3
/ ung3VWNWHnr UTnXT862B+s7PaLf KTdi | 8ef 71RBOvuJvPAZH; i Lj r MPy WHQN==
super password rol e network-operator hash $h$6$3s5KMrscn9hJ6gPx$l cxbN Uc8udyxwR
mB87b/ Jki 8BoPAXwW s5bECPQ Q / cbbXwTVenQGEL9IWOd7ss2r X/ wKzf yzACBVhBTnOQ4z Q==
#
domai n bbb
aut hentication login |ocal
aut hori zation |ogin |ocal
#
role name rolel
rule 1 pernmit read wite execute feature-group L3
rule 2 permt command display *
rule 3 permt comand super *
#
role name rol e2
rule 1 permt read wite execute feature-group L2
#
| ocal -user tel netuser class manage
password hash $h$6$kzwir KFsAY4l hgUz $+t eVLYy8gnKNAM 00VWIXQTB8ai 94gKHI r ys5Ckyt GF 4

10



kT+nz5X1ZGASj c282CYAR6ALupH2j brmRoTcf DzZ9Gme==
servi ce-type tel net
aut hori zation-attri bute user-role rolel

#

2.7 lHXER

mitE IR BT TH “RBAC”.

F
FEAICE “HRRm A S%” i “RBAC”,

11



IRF [RIRHC E 5

Copyright © 2023 Fi4E= AR BIRA R AR, RE—IAH.

EZANRBEFT, EALLEMMATEESRED, SHANATHBA R, HREUEMHRIEE.
BEE= HABRATOEN, AFMEHMNETARNRER, FoFREREHR, b aRFARE.
AR B ATRLER), R BITEM.



T R R AR B 1= ST PP 1
L TR I evereeeeeeeeea ettt 1
£ L =5 OO OURPRERO 1
1.3 TI FELER G AR - ereveeeerrerereseeeeeseest e eh bttt bbbttt 1
I T = =1 OSSO 2
LD i BB T ettt e E e EEfEE £ fEE 1 E e et S et e e b e b e e e e rnres 2
1.6 BB TTETIE B < oeeeveeeesesee ettt ettt b ettt b bbb E b bR bbb bbbttt 3
1.7 TBE I S AE <eovreeeerereeeseeseeee e 4
.8 AH DETEE ce vttt ettt ettt 4
2 T BED MAD A IR «-eveverereresiseisssisieteisie ittt sttt 5
2L FA I+ et 5
2.2 ZHLIR TG SR eeveereere ettt 5
2B I B T B 0T v vreveseeesesseneseseeetetes et b b ettt h bbb h bbbt 5
24 T BB et 6
S a T L uh = AT TP TP 6
T TRl OO RURUO R 7
2.7 FHTETEE +-eveeerereees ettt ettt bbbt 7



1 BEEWSHR AR IRF
1.1 &
KREHIN WG SRR A& IRF FECE T
1.2 AMFEK
Device A A B0 g, HEHT A R M2 H 251858, Device A B &% % K ie /1 2ok

BB A E TR . N T HEZORENE KT, NYREASULIA ML, B &A= m
Device B, 5 Device A 211 IRF, R 2 41T & 17K .

El1 MEmRIREH IRF H8EF B 40 [E

IRF
IRF-Port1/2 IRF-Port2/1
e, /\XGEL0/25 XGE2/0125 1\ 4 e
3 o
@ \ XGE1/0/26 XGE2/0/26 \J
Device A Device B

1.3 BLE R RS HIENX

BB BB, HEEMRNESNE 1.
(1) BLERASRS
ANTRI R 53 2% T EERC B AN F A g T o B SO 51 4 5 (0 B 7R 2L I R A e AR AL
(2) MERIREHR
FEF A ASI R, RS GHUE R R B K e s 28 O %
(3) ME IRF ¥
(4) fRIFACE
(5) R IRF V)FRAER
(6) BE IRF i I fic &
<1 BRI

W R G R AR S 2 IRF i 7 J2 FL 45 5 F 4 B2 iy 1
IRFi [: irf-port 1/2
IRFAEEE I

Device A 1 (B4 32

e Ten-GigabitEthernet 1/0/25
e Ten-GigabitEthernet 1/0/26

IRFi M irf-port 2/1

Device B 2 1 (BRE)
evice B IREY 1




& F AR G 5 A 4k IRF iy I J FLE 7€ F ) B o 11
e Ten-GigabitEthernet 2/0/25
e Ten-GigabitEthernet 2/0/26

1.4 BB FEEIN

5 IRF-Portl M85 & 1 IRF 78 s 11 - GEANLR J& B % 4% IRF-Port2 1145 5€ [ IRF 47 B i 1 AH
A% B IRF-Port2 M46E 1) IRF 9B 1 R B AI4E B % 7 12 & IRF-Portl 1 E48E 1 IRF 473
Ut AE. B0, AREFEK IRF.

1.5 B E S

1. Device A KL E

(1) Device A fREISE S 5N 1, AfEIHATIE

(2) Qg IRFIRN 2, KT 59%HE T Ten-GigabitEthernet 1/0/25 #1 Ten-GigabitEthernet
1/0/26 455

<Devi ceA> systemvi ew
[ DeviceA] interface ten-gigabitethernet 1/0/25
[ Devi ceA- Ten- G gabi t Et her net 1/ 0/ 25] shut down
[ Devi ceA-Ten- G gabi t Et hernet 1/ 0/ 25] qui t
[ DeviceA] interface ten-gigabitethernet 1/0/26
[ Devi ceA-Ten- G gabi t Et her net 1/ 0/ 26] shut down
[ Devi ceA-Ten- G gabi t Et hernet 1/ 0/ 26] qui t
[DeviceA] irf-port 1/2
[DeviceA-irf-portl/2] port group interface ten-gigabitethernetl/ 0/25
[DeviceA-irf-portl/2] port group interface ten-gigabitethernetl/ 0/26
[DeviceA-irf-portl/2] quit
[ DeviceA] interface ten-gigabitethernet 1/0/25
[ Devi ceA- Ten- G gabi t Et her net 1/ 0/ 25] undo shut down
[ Devi ceA- Ten- G gabi t Et hernet 1/ 0/ 25] qui t
[ DeviceA] interface ten-gigabitethernet 1/0/26
[ Devi ceA- Ten- G gabi t Et her net 1/ 0/ 26] undo shut down
[ Devi ceA- Ten- G gabi t Et hernet 1/ 0/ 26] qui t
(3) M & Device A IR AL Sedih 32, DMRIEH N IRF HF 34 .
[DeviceA] irf nmenber 1 priority 32

(4) fRAFECE

[ Devi ceA] save force

2. Device B ffiL &
(1) W' Device B M mdm'5 N 2, 5 5 B R B AL

<Devi ceB> systemvi ew

[DeviceB] irf menber 1 renunber 2

WAr ni ng: Renunbering the switch nunber may result in configuration change or | oss.
Continue? [Y/N:y

[ DeviceB] quit



<Devi ceB> reboot
(2) BUEEAIRF Y 1, J¥ e 53 0 Ten-GigabitEthernet 2/0/25 #il
Ten-GigabitEthernet 2/0/26 45 5&
[DeviceB] interface ten-gigabitethernet 2/0/25
[ Devi ceB- Ten- G gabi t Et her net 2/ 0/ 25] shut down
[ Devi ceB- Ten- G gabi t Et her net 2/ 0/ 25] quit
[ DeviceB] interface ten-gigabitethernet 2/0/26
[ Devi ceB- Ten- G gabi t Et her net 2/ 0/ 26] shut down
[ Devi ceB- Ten- G gabi t Et her net 2/ 0/ 26] qui t
[DeviceB] irf-port 2/1
[DeviceB-irf-port2/1] port group interface ten-gigabitethernet2/0/25
[DeviceB-irf-port2/1] port group interface ten-gigabitethernet2/0/26
[DeviceB-irf-port2/1] quit
[DeviceB] interface ten-gigabitethernet 2/0/25
[ Devi ceB- Ten- G gabi t Et her net 2/ 0/ 25] undo shut down
[ Devi ceB- Ten- G gabi t Et her net 2/ 0/ 25] qui t
[DeviceB] interface ten-gigabitethernet 2/0/26
[ Devi ceB- Ten- G gabi t Et her net 2/ 0/ 26] undo shut down
[ Devi ceB- Ten- G gabi t Et her net 2/ 0/ 26] qui t

(3) RAFECE

[ Devi ceB] save force
(4) ZH 1.2 &1 Fin %R IES: Device A fil Device B Z [H] ] IRF ¥ [
3. WUEEE
# Wid DeviceA (1) IRF dii AL & .
[DeviceA] irf-port-configuration active
# Wis DeviceB [ IRF i AL & .
[DeviceB] irf-port-configuration active
# P B WA A 2T Master Sk, FER R —TJrR HEE R, HEZERE, IRFEMR, 244
Fr4i— K DeviceA.

1.6 WItACE

IO IRF ZE )
<Devi ceA> display irf

MenberID Slot Role Priority CPU Mac Descri ption
*+1 0 Master 32 0210-fc01- 0000 ---
2 0 St andby 1 0210-fc02-0000 ---

* indicates the device is the nmaster.
+ indicates the device through which the user logs in.

The Bridge MAC of the IRF is: 3822-d60f-2800

Aut 0 upgr ade . yes
Mac per si st ent : al ways
Donai n | D 0

Aut o nerge 1 yes



AT R R, MTH 4 W% IRF Bh .
1.7 BEEXH

. Device A:

#
irf menber 1 renunber 2

#

irf-port 1/2
port group interface ten-gigabitethernetl/0/25
port group interface ten-gigabitethernetl/0/26

#
irf-port-configuration active
#
. Device B:
#
irf-port 2/1

port group interface ten-gigabitethernet2/0/25
port group interface ten-gigabitethernet2/0/26
#
irf-port-configuration active
#

1.8 tHXZEHR

o JUAMEE “HEMNEAREEIET” TH “IRF7,
o UREE “EIMLEARGLSSE” P “IRF7,



2 &3t BFD MAD %3] IRF
2.1 BN

AR/ 44iEE BFD MAD #6:3ll IRF D B 5 1%
2.2 AMFEKR

Bt #% Device A Al Device B BC & IRF, 4 1 FilE/i— IRF SRRk IR P EIRF 22, MZERAAAE A
ML BRI IRF, i 228 H] MAD KriliDifig, SR BFD MAD il 5 ARSI IRF FPIRES, IRF 73
A5, W RIS IRF A IR P28 sh AR E AL T Active IRES, phRALEEZrik Master 1§
RS /M IRF 4R421EH TAE, HE IRF 2E# 2| Recovery R#& (IR IRF &b T2EAIRZS),
JEIH] Recovery IRZs IRF v i A J 57 Be e b B O/ B i 11 LAAM L8 Bir A 0 Bl 1

&2 BFD MAD 4B MiEEE]

I
Device A Device B |

XGE1/1/1
(IRF-port1/2)

XGE2/1/1
(IRF-port2/1)

GE1/0/1 GE2/0/1

BFDAS: % %

2.3 BiEFEEIN

. BFD MAD A1 STP Thft H &, FHT BFD MAD F&ill ff) 5 1 ANfefdife STP Thfg.
. {# 58 BFD MAD il ZhRE ) = /242 1 H g% T BFD MAD #:3Ul, A fuiFiziT Henlss. s
fiodE T H eSS, nfgeaimizll % bl BFD MAD &l T REHiE4T .



24 BELEXR

1. Eg B ac#:4]l Device A #1 Device B #37 IRF
AARENS% 1 BEMWNE KA RSN IRF,
2. it ® BFD MAD

IRF IR E -

# fil & VLAN 3, ¥4 Device A L1 [0 GigabitEthernetl/0/1 A1 Device B _k ) ¥ [
GigabitEthernet2/0/1 il \ VLAN3 1,

<I RF> systemvi ew

[IRF] vlian 3

[ RF-vl an3] port gigabitethernet 1/0/1 gigabitethernet 2/0/1

[ RF-vlan3] quit

# G4 VLAN £ 3, JFECE MAD IP il

[IRF] interface vlan-interface 3

[IRF-Ml an-interface3] mad bfd enable

[IRF-Mlan-interface3] nad ip address 192.168.2.1 24 nenber 1

[IRF-Mlan-interface3] nad ip address 192.168.2.2 24 nenber 2

[IRF-Mlan-interface3] quit

# [N 5 BFD MAD FI4 s DhRE HL %, FITLAYE GigabitEthernet1/0/1 1 GigabitEthernet2/0/1 I2< 4]
G0 R LRUINE

[IRF] interface gigabitethernet 1/0/1

[ | RF-gi gabitethernet1/0/1] undo stp enable

[ RF-gi gabitethernet1/0/1] quit

[IRF] interface gigabitethernet 2/0/1

[ RF-gi gabitethernet2/0/1] undo stp enable

2.5 Wil &

# 24 IRF 4r 28I}, 7€ Device A LT di spl ay mad ver bose 74, A LA F|— 4 5% Multi-active

recovery state 4 No, Device A 1E# TAE.

<Devi ceA> di splay nmd

MAD ARP di sabl ed.

MAD ND di sabl ed.

MAD LACP di sabl ed.

MAD BFD enabl ed.

<Devi ceA> di splay nmad verbose

Mul ti-active recovery state: No

Excl uded ports (user-configured):

Excl uded ports (systemconfigured):

Ten- G gabi t Ethernet1/1/1

MAD ARP di sabl ed.

MAD ND di sabl ed.

MAD LACP di sabl ed.

MAD BFD enabl ed interface: Vlan-interface3
MAD st at us . Faulty



Menber ID MAD | P address Nei ghbor MAD st at us
1 192.168. 2.1/ 24 2 Faul ty
# 4 Device B 2y Recovery IRZ&RS, f#H di splay interface brief down #% Device B i
1R & B 1 2B 4 oG T, IRy mad shutdown.
<Devi ceB> display interface brief down
Brief information on interfaces in route node:
Li nk: ADM - adm nistratively down; Stby - standby
Interface Link Cause
GE2/ 0/ 2 DOMN MAD Shut Down
GE2/ 0/ 3 DOMN MAD Shut Down

2.6 BEENH

#
vlian 3
port gigabitethernet 1/0/1 gi gabitethernet 2/0/1
#
nterface vlan-interface 3
mad bfd enabl e
mad i p address 192.168.2.1 24 nenber 1
mad i p address 192.168.2.2 24 nenber 2
#
interface gigabitethernet 1/0/1

undo stp enabl e

#

interface gigabitethernet 2/0/1
undo stp enabl e

#

2.7 HHXER

o JUARICE “EMMEAREEET” TH “IRF7,
o JUAMECE “EMMEARGLSZHE” T “IRF7,



AR M5 O RIREC & f5 e

Copyright © 2023 Fi4E= AR BIRA R AR, RE—IAH.

EZANRBEFT, EALLEMMATEESRED, SHANATHBA R, HREUEMHRIEE.
BEE= HABRATOEN, AFMEHMNETARNRER, FoFREREHR, b aRFARE.
AR B ATRLER), R BITEM.



D O 001081 0 Yo T 28 I = = = 3 = W 372 =5 P 1
TR 7 OO RURPRRRO 1
1.2 TR TR R wvvrerereeeeeseereneesetete s sttt s bbbttt e bbb e e e E bbb R bbbttt 1
IR Tl = =1 USROS 1
L T BB T ettt e E e EE e E e e e e et et Rt b e e bt e e e rnrnres 1
15 B TTE T <veveveeeesesee ettt ettt b ettt h e E b e bbb E b bbbt bbbt 1
L6 T S <evvreeeerereeesees e et 2
1.7 A DETE vttt bbbt 2
2 BB LA A LT TR EEFITL AT - vvvvreeeeresetre ettt 1
3 T LU RURO R 1
2.2 ZEIRIFESR «+eveeerereestsetetetse st te e bttt bbbtk bbb E bbbttt 1
T TRl 1 - OO RURORU 1
2 B B B B oo 2
S aTT L Tuh= AT T T T OO U TP TS O U TS UPT PO PO PURTPRTO 2
2.8 TI B LA «-evvreseeeereseeseeee e ettt 2
2.7 AHTETR L o evevesteeer ettt ettt 3
BT B HE ] TS B ATTHR v eveveveeeeeerere s e ee bbb bbb 1
TN I AT PP PP 1
I3 2 3 =5 OSSR 1
B3 T JELI +vvreeeeeeeteteeses et i et ettt e bbb bbb bbbttt 1
B I B I ettt 2
I T uh = AT TP TP 2
I T oA 2 OO 3
3.7 FHDETE L evrere ettt ettt bbbttt 3
A B B TR BRI v veenveemee e e e e 1
T - OO 1
L. ZHTESR eveveerereeseeetesetsests sttt sttt ettt e bbb h bbbttt 1
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5.6 2Tk +vreeeereseeee ettt ettt 2



1.1

1.2 BcEE

#7& Combo #& O AYE O e& O

I\"/r
iy

A RS Combo 4 1 H iR FRL I B G B T ik

RS

4

Wy 47585 TS Combo $2 F1 R I EL I RITE .

1.3 BEEEFEEN

Combo #% Fsg— ML, —4> Combo 3% HAEPRE L xf B ARk b — A EAT—DE . B
F5 6 A6 O MR R A DAL, BrbL, PR ANBERIN A s e i — A%
HF,  S— Ot A st ARG

1.4 BB TE

# i€ GigabitEthernet1/0/1 sy I ) HL FIHBOE, 8 FH R 4R IE#
<Sysnane> systemvi ew

[ Sysnane] interface gigabitethernet 1/0/1

[ Sysnane- G gabi t Et hernet 1/ 0/ 1] conbo enabl e copper

[ Sysnane- G gabi t Et hernet 1/ 0/ 1] quit

# 167E GigabitEthernet1/0/1 % I 06 WS, 16 e ef iR .

<Sysnane> systemvi ew

[ Sysnane] interface gigabitethernet 1/0/1

[ Sysnane- G gabi t Et hernet 1/ 0/ 1] conbo enabl e fi ber
[ Sysnane- G gabi t Et hernet 1/ 0/ 1] quit

1.5 Eurfc &

# Combo £ 1 L [FFER: 7 80O, i@ di splay interface i &EELOGR,
R ERE RS “Media type is twisted pair”, TZE7R B AL FHOEIRE, B0, TR ARG
Ab T EEERAS

[ Sysnane] display interface G gabitEthernet 1/0/1

G gabi tEt hernet1/0/ 1

Current state: DOMN

Li ne protocol state: DOMN

| P packet franme type: Ethernet 11, hardware address: 00ff-00ff-0139

Description: GgabitEthernet1/0/1 Interface

Bandwi dt h: 1000000 kbps

Loopback is not set

Media type is twisted pair

Port hardware type is 1000_BASE T

Unknown- speed node, unknown-dupl ex node



Li nk speed type is autonegotiation, |ink duplex type is autonegotiation

1.6 BCEXH

#

interface G gabitEthernet1/0/1
port |ink-node bridge

conbo enabl e copper

#

1.7 tHHEER

o UVREE “TEEAR-LIKMIMEEE S PR UKD
o JURHECE “ TRBOR-LUKMAL AT &2 ) “ LUK



2 BLEAKMEORZEMNN TR
2.1 &1

ARG 28 DL K I 42 113 2 A0 AR =R B 7 v
2.2 AMFEK

WmE 1R, RS 25EE (Serverl. Server2 1 Server3) 43 %5 Switch #4811 GE1/0/1. GE1/0/2
1 GE1/0/3 #Hi%, Switch it #:1 GE1/0/4 478N Internet 4%,

FH TR 45 45 W0 IR (R RE R BR 1), A7 AE LA ] .

e HI1 GE1/0/1. GE1/0/2 #1 GE1/0/3 R fig B i A LA, A THAN, k55
MERRE R 2= E EAR R .

e I GE1/0/1. GE1/0/2 1 GEL1/0/3 # 2 5 Wri ik AiE 28 1000Mbit/s, >4k 55 #5HE [R] I DA
1000Mbit/s JHF 7 R IEFAERT, wiasidpih 80 GEL/0/4 HH%E .

FH 7 A B AR R A 25 0, A AP 2 1)

Bl ReEIFENEIRN TREREMR TR LHME

GE1/0/4

Serverl Server2 Server3

2.3 BPE B

fic B KR .
o HRHIRER X TR AL, Rk ECNR.
o IRAIEERE D T/EEZE )N 100Mbit/s, &5k IR IS,



24 BELEXR

# # % LUK 1 GigabitEthernet1/0/1~GigabitEthernet1/0/3 52 X~ myEthPort, Jf#E A\t &4 1
M.

<H3C> systemvi ew

[ H3C] sysname Switch

[Switch] interface range nane nyEthPort interface gigabitethernet 1/0/1 to gi gabitethernet
1/0/3

[ Sysnane-i f-range- nyEt hPort ]
# fiLEACE 8210 GEL/0/1. GE1/0/2 Fil GE1/0/3 TARfEAM TAER. TAEi# = Ny 100Mbit/s.

[ Sysnane-if-range-nyEt hPort] duplex full
[ Sysnane-if-range-nyEt hPort] speed 100
[ Sysname-i f-range- nyEt hPort] quit

e i EAE THATER E44)E, %&4S® GEL/0/L. GEL/0/2 #= GEL/0/3 F X iZzfe &,
TP &St v Y B B AZ 6

2.5 WFACE

# MEAFEME T #4764 di spl ay interface, a0 2Sw7 TAFHER LM TR,
[Switch] display interface gigabitethernet 1/0/1

Media type is twisted pair, port hardware type is 1000 BASE T
Port priority: O

100Mops- speed node, Ful | -dupl ex node

Li nk speed type is force link, link duplex type is force |ink
Fl ow-control is not enabl ed

Maxi mum frame | ength: 12288

i R [e] 7 B i O TARAE AW TR, TAE#EZR N 100Mbit/s.

A, *F GEL1/0/2 Al GE1/0/3 thr] LB 147 di spl ay i nterface & AR D457 TIEE
=]

ith o

2.6 BEENXH

Switch fHE & S

#

sysnane Switch

#

interface range name nyEthPort interface gigabitethernet 1/0/1 to gigabitethernet 1/0/3
#



2.7 lHXER
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3 BEERO-—=EVik
3.1 &Y
N T IPAZEN) by NG ey =37 o L R W R
3.2 LAMFEXK
&l 2 o, PCL. PC2. PC3 1 PC4 7l & T A M B, SwitchB. SwitchC. SwitchD. SwitchE

I3 DA P BN JZ A et o FH P A B4 SwitchA b B DUAS DL I 40 B4 14 D X DY A 1
BEEPSAun

E2 PAXMEO =R A E HME

Switch C ‘Wnc

H

S

W.TQH

Switch E S

PC2 PC3 PC4
10.10.1.1/24 10.10.1.2/24 10.10.1.3/24

3.3 BCEBEK

[ GY 3 I
o BRI TRy = E R,
o MEZJZLUKMEZ L IP HhEAE N RE,



3.4 BLEXR

1. REZEOTRE=ZEER
# fic B LUK M2 1 GigabitEthernet1/0/1~GigabitEthernet1/0/4 Y)4: 3] = Z i3

<H3C> systemvi ew

[H3C] sysnane SwitchA

[SwitchA] interface gigabitethernet 1/0/1

[ Swi t chA- G gabi t Et hernet 1/ 0/ 1] port |ink-nmpde route
[ Swi t chA-G gabi t Et hernet 1/ 0/ 1] quit

[SwitchA] interface gigabitethernet 1/0/2

[ Swi t chA-G gabit Et hernet 1/ 0/ 2] port |ink-nmpde route
[ Swi t chA-G gabi t Et hernet 1/ 0/ 2] quit

[SwitchA] interface gigabitethernet 1/0/3

[ Swi t chA-G gabit Et hernet 1/ 0/ 3] port |ink-nmpde route
[ Swi t chA-G gabi t Et hernet 1/ 0/ 3] quit

[SwitchA] interface gigabitethernet 1/0/4

[ Swi t chA- G gabi t Et hernet 1/ 0/ 4] port |ink-npde route
[ Swi t chA- G gabi t Et hernet 1/ 0/ 4] quit

2. BB =EIEOH 1P Hihb4E oM 5
# DAL E GE1/0/1 £ 10/ IP shkAF NI 5 A5 .

GE1/0/2. GE1/0/3. GE1/0/4 48t & 5 GEL1/0/1 49 XAk, +# LB B X A4F.

[SwitchA] interface gigabitethernet 1/0/1
[ Swi t chA- G gabit Et hernet1/0/1] ip address 10.10.1.1 24
[ Swi t chA- G gabi t Et hernet 1/0/ 1] quit

3.5 WiFfcE

# EAEEME FHITAH4 di spl ay interface, #0487 T/EHR.
[SwitchA] display interface gigabitethernet 1/0/1

Uni cast max-ratio: 100%

I nternet protocol processing: Disabled

| P packet franme type: Ethernet 11, hardware address: 3c8c-4002-8001

| Pv6 packet frame type: Ethernet |I, hardware address: 3c8c-4002-8001
Media type is not sure, port hardware type is no connector

Et hernet port node: LAN

Port priority: O



3.6 BEENH

SwitchA HIHC & A

#

sysnane SwitchA

#

interface G gabitEthernet1/0/1
port |ink-node route

ip address 10.10.1.1 255.255.255.0
#

interface G gabitEthernet1/0/2
port |ink-node route

ip address 10.10.2.1 255.255.255.0
#

interface G gabitEthernet1/0/3
port |ink-node route

i p address 10.10.3.1 255.255.255.0
#

interface G gabitEthernet1/0/4
port |ink-node route

ip address 10.10.4.1 255.255.255.0
#

3.7 lHX&EX

o UREE “TEEAR-LIKMIZMECER S PR UKD
o FURHECE “ TRBOR-DUKMAL AT &S5 ) “ LUK



4 B EREHNH

4.1

BT

= S PhsZEb k=% (LT i D= RS

4.2 AR

B 3 R, SwitchA {08 ZJR M4 B = R B 8 ORI ml, 7 2R R MR 56
B3 fig & E b 2H M E

L3 network

L2 network

SwitchA

4.3 BEESTE

HiE N LA

<H3C> systemvi ew

[H3C] sysnane SwitchA

[SwitchA] interface gigabitethernet 1/0/1

#ECE R ERE, FREES 2000kbps. T FRE{E A 1500kbps.

[ Swi t chA-gi gabi tet hernet 1/0/1] stormconstrai n broadcast kbps 2000 1500
#MCEHRRE G HLEE, ERJy80%. TN 15%.

[ Swi t chA-gi gabitethernet 1/0/1] stormconstrain nulticast ratio 80 15

# ML B AR IR R B, LIRBIE Y 200pps. TFREIE Y 150pps.

[ Swi t chA-gi gabi tet hernet 1/0/1] stormconstrain unicast pps 200 150

# MO E L PR BMERS, SR block 77 XAzl

[ Swi t chA- G gabi t Et hernet 1/ 0/ 1] stormconstrain control bl ock

# Mo B RN TR T R R B R T L R s MG R [A17E 2T T IRBRME R F i Log

= H

B /oo
[ Swi t chA- G gabi t Et hernet 1/ 0/ 1] storm constrai n enabl e |og

# 0 B o IR /N T4 T B ERE BT E B B sl AN B PR E17& BN T T BR BB I it Trap
B0

[ Swi t chA- G gabi t Et hernet 1/ 0/ 1] stormconstrain enable trap

# T B di VR R G v I TR 1R B 60 D

[ Swi t chA- G gabi t Et hernet 1/ 0/ 1] qui t

[SwitchA] stormconstrain interval 60



4.4 WiFfcE

# 1f GEL1/0/1 #: 1 R ATar4 display this 7 2 1 F3 2 30 e B 15 0 .
[ Swi t chA- G gabi t Et hernet 1/ 0/ 1] display this
#
interface G gabitEthernet1/0/1
storm constrai n broadcast kbps 2000 1500
stormconstrain nulticast ratio 80 15
stormconstrain uni cast pps 200 150
stormconstrain control bl ock
#
return

4.5 BLEXXH

SwitchA HIHC & A

#

sysnane SwitchA

#

interface G gabitEthernet1/0/1

storm constrai n broadcast kbps 2000 1500
stormconstrain nulticast ratio 80 15
storm constrai n unicast pps 200 150

st or m constr ai

n
n
stormconstrain control bl ock

n enable |og
n

stormconstrai
#
stormconstrain interval 60
#

4.6 HHxHER

o JURHECE “ TRBOR-DUKMACHECE SRS R “ LUK
o UREE “TREEAR-UIKMIZHGSSE” P LURMEEN

enabl e trap



5 BeE X R AH

5.1 &N

ARGEG 43 AN I E BT i

5.2 HMEEk

ik 4 o, SwitchA {F28 R M4 3 = R il SR IR, 7 20 AR RIS BR8P Y
JU R HRREOR AR AR )RR R

[El4 BB X RHNHZE M E

L2 network L3 network

SwitchA

# HEANFE AL
<H3C> systemvi ew

[H3C] sysnane SwitchA
[SwitchA] interface gigabitethernet 1/0/1

#BCE) 3R AN A0 e 2 SLVF 10000kbps | HiR SCIE T, Xof i H 230 ) F R SCHEAT 0
[ Swi t chA- G gabi t Et hernet 1/ 0/ 1] br oadcast - suppr essi on kbps 10000

# 0 B 2R A - 5D i 2 70 VF 10000kbps 2H 4 SCdad, o 230 Bl ) 20 R SO AT H0 4 )

[ Swi t chA- G gabi t Et hernet 1/ 0/ 1] nul ti cast - suppr essi on kbps 10000

# 0 B AR R XA . FEFP IR 2 F0YF 10000kbps A1 LR HR @I, Xt H 1230 F f oA Jen o
FEARSCHEAT A o

[ Swi t chA- G gabi t Et hernet 1/ 0/ 1] uni cast - suppressi on kbps 10000

5.4 ¥FAcE

# 7£ GE1/0/1 £ 11 FHuUT A4 display this 2575 42 11 1) X240 1) g B 155 I

[ Swi t chA- G gabi t Et hernet 1/ 0/ 1] display this
#

interface G gabitEthernet1/0/1

br oadcast - suppr essi on kbps 10000

mul ti cast-suppressi on kbps 10000

uni cast - suppr essi on kbps 10000

#

return



5.5 BEENH

SwitchA FIHC & A

#

sysnane SwitchA

#

interface G gabitEthernet1/0/1
br oadcast - suppr essi on kbps 10000
mul ticast-suppressi on kbps 10000
uni cast - suppr essi on kbps 10000

#

5.6 fHXER

o JURHECE “ TRBOR-DUKMACHECE SRS R “ LUK
o URECE “TEEAR-LUKMIZ G S E” hH LUK N”
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1 EFim O VLAN RiREL B 55/
1.1 &9

AL R EE T 1 VLAN ECE 72
1.2 HMEEK

Wk 1 fr7~, Host A Fil Host C J& T3] A, {HZEI A R A& AN A F M2 ; Host B fl Host D
JBFEET B, B AR EEANATMNLY . A TEER T, DR B ioOzlE, AR
WX 2 A B VLAN HiARORBE 25358118 — 2 s . HoAEBr] A H VLAN 100, #677 B{#H VLAN
200. HIERE-— VLAN WK EHLAESS HiE, B Host A Al Host C fitfi% Hi#, Host B il Host D fig
s Hd .

E1 EFi%O/ VLAN B E

GE1/0/3 GE1/0/3

Device B
GE1/0/2

Device A

GE1/0/1 GE1/0/2

GE1/0/1

Host A Host B Host C Host D

VLAN 100 VLAN 200 VLAN 100 VLAN 200

1.3 BLEXE

1. Device A R &
# 17 VLAN 100, Ff¥ GigabitEthernet1/0/1 i\ VLAN 100

<Devi ceA> systemvi ew

[ Devi ceA] vlan 100

[ Devi ceA-vl an100] port gigabitEthernet 1/0/1
[ Devi ceA-vl an100] quit

# f# VLAN 200, ¥ GigabitEthernet1/0/2 i\ VLAN 200

[ Devi ceA] vlan 200
[ Devi ceA-vl an200] port G gabitEthernet 1/0/2
[ Devi ceA-vl an200] quit

# 7 1f Device A I VLAN 100 #1 VLAN 200 )4k e K i%%5 Device B, #4 GigabitEthernet 1/0/2
R E B ST B N Trunk, I f014F VLAN 100 AT VLAN 200 FI3R G .

[ DeviceA] interface gigabitEthernet 1/0/3

[ Devi ceA-G gabi t Et hernet 1/ 0/ 3] port |ink-type trunk

[ Devi ceA-G gabi t Et hernet1/0/3] port trunk permt vlian 100 200
[ Devi ceA-G gabi t Et hernet1/0/ 3] quit

# RIFICE



[ Devi ceA] save force

2. Device B L E
# 617 VLAN 100, ¥ GigabitEthernet1/0/1 i\ VLAN 100

<Devi ceB> systemvi ew

[ DeviceB] vlan 100

[ Devi ceB-vl an100] port gigabitEthernet 1/0/1
[ Devi ceB-vl an100] quit

# B8 VLAN 200, ¥ GigabitEthernet1/0/2 i\ VLAN 200

[ Devi ceB] vlan 200
[ Devi ceB-vl an200] port gigabitEthernet 1/0/2
[ Devi ceB-vl an200] quit

# 2y 7 ¥ Device B | VLAN 100 #1 VLAN 200 (4 e K 1545 Device A, # GigabitEthernet 1/0/3
4 B SSAIE B A Trunk, 9 781 VLAN 100 AT VLAN 200 K3 SCE T .

[ DeviceB] interface gigabitEthernet 1/0/3

[ Devi ceB-G gabi t Et hernet1/0/ 3] port |ink-type trunk

[ Devi ceB-G gabit Et hernet1/0/3] port trunk permt vlian 100 200
[ Devi ceB- G gabi t Et hernet 1/ 0/ 3] quit

# IRAFICE

[ Devi ceB] save force

# ¥ Host A fll Host C it B 7E — /M, #i4n 192.168.100.0/24; ¥ Host B 1 Host D fic & 7£—4>
W%, Efn 192.168.200.0/24.

1.4 WiEACE

# 27~ Device A I VLAN L E(Z B,

<Devi ceA> di splay vlan 100
VLAN | D: 100
VLAN type: Static
Route interface: Not configured
Description: VLAN 0100
Nane: VLAN 0100
Tagged ports:
G gabi t Et her net 1/ 0/ 3( D)
Unt agged ports:
G gabi t Et her net 1/ 0/ 1( D)
<Devi ceA> di splay vlan 200
VLAN | D: 200
VLAN type: Static
Route interface: Not configured
Description: VLAN 0200
Narme: VLAN 0200
Tagged ports:
G gabi t Et her net 1/ 0/ 3( D)
Unt agged ports:
G gabi t Et her net 1/ 0/ 2( D)



AN

# 27~ Device B I VLAN HELEE B .

<Devi ceB> di splay vlan 100
VLAN | D: 100
VLAN type: Static
Route interface: Not configured
Description: VLAN 0100
Nane: VLAN 0100
Tagged ports:
G gabi t Et her net 1/ 0/ 3( D)
Unt agged ports:
G gabi t Et her net 1/ 0/ 1( D)
<Devi ceB> di splay vlan 200
VLAN | D: 200
VLAN type: Static
Route interface: Not configured
Description: VLAN 0200
Narme: VLAN 0200
Tagged ports
G gabi t Et her net 1/ 0/ 3( D)
Unt agged ports:
G gabi t Et her net 1/ 0/ 2( D)

1.5 BEEXH

. Device A:

#

vl an 100

#

vl an 200

#

interface G gabitEthernet1/0/1
port |ink-node bridge
port access vlan 100

#

interface G gabitEthernet1/0/2
port |ink-node bridge
port access vlan 200

#

interface G gabitEthernet1/0/3
port |ink-node bridge
port link-type trunk
port trunk permt vlian 1 100 200

. #Device B :

vl an 100
#
vl an 200
#



interface G gabitEthernet1/0/1
port |ink-node bridge
port access vlan 100

#

interface G gabitEthernet1/0/2
port |ink-node bridge
port access vlan 200

#

interface G gabitEthernet1/0/3
port |ink-node bridge
port link-type trunk
port trunk permt vlian 1 100 200

1.6 tHXZEHR

o UREE “TEEAR-LIKMIZMEERS” FH “VLAN,
o UAMECE “ TRBOR-DUKMAL AT &% ) “VLAN,



2 Super VLAN {RiRE B 155
2.1 &N

A ZA /48 Super VLAN B & J772.
2.2 HMFEK

Wi 2 Fios:

e VLAN 2 #idid Device A [ GigabitEthernet1/0/1 £ N4, VLAN 3 H ) i it
Device A ] GigabitEthernet1/0/2 # A% . VLAN 2 #14 30 N /', VLAN 3 #4550 /M
Fo

e Device A ] GigabitEthernet1/0/3 1 Device B ] GigabitEthernet1/0/1 J& T VLAN 20,

e VLAN 20 2 i F2 #5458 ] 192.168.2.0/24 MBI IP Huhik, {7 192.168.2.1 1F KM i
k.

PR SRE T BC B Super VLAN I RESZIN LA T N H 73K«

e VLAN 2l VLAN 3 " f &5 H P #84d F 192.168.1.0/24 M BLHT IP ik LAA5 4 1P Hulik ¥ 5,
ffiF 192.168.1.1 1E M St

e  VLAN 2. VLAN 3. VLAN 20 H & - —Z2WE, =ZHiE.

&2 4AM[E]

Vlan-interface10: 192.168.1.1/24
Vlan-interface20: 192.168.2.1/24
——

o
. GE1/0/3 VLAN 20 GE1/0/1 D2 i
Device A Device B
GE1/0/2 GEL/0/2
Host A Host B Host C
Sub VLAN 2 Sub VLAN 3 VLAN 20
192.168.1.0/24 192.168.1.0/24 192.168.2.0/24

Super VLAN 10

2.3 BLE XS

T+ Super VLAN HAGEE S W03 i 1, Bt 5 VLAN e S # g 1, 1% VLAN ASRE#
fic & A Super VLAN.

2.4 BEELE

1. Device A RIEC &
# {1 Super VLAN 10,

<Devi ceA> systemvi ew



[ Devi ceA] vlan 10

[ Devi ceA-vl an10] supervl an

[ Devi ceA-vl anl0] quit

# B VLAN 2 3£ 1 GigabitEthernet1/0/1 i\ VLAN 2.

[ Devi ceA] vlan 2

[ Devi ceA-vl an2] port gigabitethernet 1/0/1

[ Devi ceA-vl an2] quit

# B VLAN 3 3835 1 GigabitEthernet1/0/2 il \ VLAN 3,

[ DeviceA] vlan 3
[ Devi ceA-vl an3] port gigabitethernet 1/0/2
[ Devi ceA-vl an3] quit

# % Super VLAN 10 1 Sub VLAN 2 il Sub VLAN 3 k.

[ Devi ceA] vlan 10

[ Devi ceA-vl anl0] subvlan 2 3

[ Devi ceA-vl anl0] quit

# i E Super VLAN 10 XJ M 1) VLAN £ 11 1P HhiE f A HAREE ARP Zhg.

[DeviceA] interface vlan-interface 10

[ Devi ceA-Vlan-interfacelO] ip address 192.168.1.1 24
[ Devi ceA-VI an-interfacelO] |ocal-proxy-arp enable

[ Devi ceA-Vl an-interfacelO] quit

# A% VLAN 20,

[ Devi ceA] vlan 20

[ Devi ceA-vl an20] quit

# 43 1 GigabitEthernet1/0/3 Fit & A Trunk ¥ 3 S0 ¥F VLAN 20 J@id, HUH Ui VLAN 1@
[ DeviceA] interface gigabitethernet 1/0/3

[ Devi ceA-G gabi t Et hernet1/0/ 3] port |ink-type trunk

[ Devi ceA-G gabi t Et hernet 1/ 0/ 3] undo port trunk permt vlian 1
[ Devi ceA-G gabi t Et hernet1/0/3] port trunk permt vlian 20

[ Devi ceA-G gabi t Et hernet1/0/ 3] quit

# U B VLAN 20 X RZ ) VLAN 42 L 1P #bdik.

[DeviceA] interface Ml an-interface 20

[ Devi ceA-Vlan-interface20] ip address 192.168.2.1 24

[ Devi ceA-Vl an-interface20] quit

# R E

[ Devi ceA] save force

2. Device B Ut &

# )% VLAN 20.

[ Devi ceB] vlan 20

[ Devi ceB-vl an20] quit

# ¥4 1 GigabitEthernet1/0/1 fit & >4 Trunk i 1 I o ¥F VLAN 20 i@5d, HUH ¥ VLAN 185 .
[DeviceB] interface gigabitethernet 1/0/1

[ Devi ceB-G gabi t Et hernet 1/ 0/ 1] port |ink-type trunk

[ Devi ceB-G gabi t Et hernet 1/ 0/ 1] undo port trunk permt vian 1
[ Devi ceB- G gabi t Et hernet 1/0/ 1] port trunk permt vlian 20

6



[ Devi ceB- G gabi t Et hernet 1/0/ 1] quit
# ¥4 I GigabitEthernet1/0/2 fin A\ VLAN 20.

[ Devi ceB] vlan 20
[ Devi ceB-vl an20] port gigabitethernet 1/0/2
[ Devi ceB-vl an20] quit

# R E

[ Devi ceB] save force

2.5 Wil &

# {7~ Device A - Super VLAN FIFC & (5 E .

<Devi ceA> di spl ay supervl an
Super VLAN ID: 10
Sub-VLAN I D: 2-3

VLAN I D: 10

VLAN type: Static

It is a super VLAN

Route interface: Configured

| Pv4 address: 192.168.1.1

| Pv4 subnet nmsk: 255.255.255.0
Description: VLAN 0010

Nane: VLAN 0010

Tagged ports: None

Unt agged ports: None

VLAN I D: 2
VLAN type: Static
It is a sub-VLAN
Route interface: Configured
| Pv4 address: 192.168.1.1
| Pv4 subnet nmsk: 255.255.255.0
Description: VLAN 0002
Narme: VLAN 0002
Tagged ports: None
Unt agged ports:
G gabi t Et hernet1/0/ 1

VLAN I D: 3

VLAN type: Static

It is a sub-VLAN

Route interface: Configured

| Pv4 address: 192.168.1.1

| Pv4 subnet nmsk: 255.255.255.0
Description: VLAN 0003

Narme: VLAN 0003

Tagged ports: None



Unt agged ports:
G gabi t Et hernet 1/ 0/ 2

# 27~ Device A | VLAN 20 (LB (S 5.

<Devi ceA> di splay vlan 20
VLAN I D: 20

VLAN type: Static

Route interface: Configured
| Pv4 address: 192.168.2.1

| Pv4 subnet mask: 255.255.255.0
Description: VLAN 0020
Narme: VLAN 0020

Tagged ports:

G gabi t Et hernet 1/ 0/ 3
Unt agged ports: None

AW

# 27~ Device B | VLAN 20 AL EZ B .

<Devi ceA> di splay vlan 20
VLAN I D: 20
VLAN type: Static
Route interface: Not configured
Description: VLAN 0020
Nane: VLAN 0020
Tagged ports:
G gabi t Et hernet 1/0/ 1
Unt agged ports:
G gabi t Et her net 1/ 0/ 2

2.6 BEENH

. Device A :

#
vlan 2
#
vlian 3
#
vl an 10
super vl an
subvlan 2 3
#
vl an 20
#
interface Vlan-interfacelO
i p address 192.168. 1.1 255.255.255.0
| ocal - proxy-arp enabl e
#
interface Vlan-interface20
i p address 192.168. 2.1 255.255. 255.0
#



interface G gabitEthernet1/0/1
port |ink-node bridge
port access vlan 2

#

interface G gabitEthernet1/0/2
port |ink-node bridge
port access vlan 3

#

interface G gabitEthernet1/0/3
port |ink-node bridge
port link-type trunk
undo port trunk permt vlian 1
port trunk permt vlan 20

. #Device B :

#

vl an 20

#

interface G gabitEthernet1/0/1
port |ink-node bridge
port link-type trunk
undo port trunk permt vlian 1
port trunk permt vlian 20

#

interface G gabitEthernet1/0/2
port |ink-node bridge
port access vlan 20

#

2.7 FHXER

o JUAHECE “ TRBOR-DUKMACHECE SRS ) “VLAN.
o UREE “TREEAR-UIKMEZHGSSE” T “VLAN,



3 Voice VLAN [RIRFL & 57
3.1 &
A2 4)-48 Voice VLAN [FIELE J5 .
3.2 AMFEK
N T ARBEE S HAR e R R, WEBE & ISR Laptop Huhik X 40 I, K i B uE Hh bk 15 B Rk

192.168.2.0 M Bt kil 7> % VLAN2, 4 Laptop Hihik 1 B sk 192.168.10.0 W Bt il 7> VLAN1O, %
#EN DHCP k%545 4575 & FLiE AT Laptop R K IP ik«

Router

GE1/0/1

GE1/0/2

@ Switch
GE1/0/1

IP Phone Laptop
VLAN 2 VLAN 10

3.3 BLEFR

1. Swtich BYECE
# JF )3 POE, NiEHLAEH .

<Swi tch> system vi ew

[Switch] interface gigabitEthernetl/0/1

[ Swi tch- G gabi t Et hernet 1/ 0/ 1] poe enabl e

[ Switch-G gabitEthernet1/0/1] quit

# QI TENLATE VLAN2 LA PC FiJ& VLAN10

[Switch] vlian 2

[Switch-vlan2] quit

[Switch] vlian 10

[Switch-vlanl0] quit

# WEAVFE DK OUl itk y MAC #ihkHT 48 v 6ca8-4900-0000, BV 4 4 3T 1 A 4 A
6ca8-4900-0000 I}, WA IEE 2 pil H ORI PE

[ Switch] voice-vlan nac-address 6ca8-4900- 0000 nask ffff-ff00-0000 description avaya
# ¥43% 1 GigabitEthernet1/0/1 % & 4 Hybrid % 11, FF & %% 1 Voice VLAN 16

[Switch] interface gigabitEthernet 1/0/1

10



[ Switch-G gabi t Ethernet1/0/1] port |ink-type hybrid
[ Switch- G gabit Ethernet 1/ 0/ 1] voice-vlan 2 enable

# 1% & PC FrJ& vlan 4 vian10

[ Switch-G gabit Ethernet1/0/1] port hybrid pvid vlan 10
[ Switch- G gabi t Et hernet 1/ 0/ 1] port hybrid vlan 10 untagged
[ SWTCH G gabi t Et hernet1/0/ 1] quit

#2543 dhep RS 231942 1 GigabitEthernet 1/0/2, #¥F VLAN2. LAN10 g

[Switch] interface gigabitEthernet 1/0/2

[Switch-G gabitEthernet1/0/2] port link-type trunk

[ Switch-G gabi tEthernet1/0/2] port trunk permt vlian 2 10
[Switch-G gabitEthernet1/0/2] quit

# R E

[Switch] save force

2. Router IEL &
# 6% VLAN2. VLAN10 FH R VLAN £ 0, AiZERE: ORCE (P Mk

<Rout er> system vi ew

[Router] vian 2

[ Router-vlan2] quit

[Router] vlian 10

[ Router-vlanl0] quit

[Router] interface Vlan-interface 2

[Router-Vian-interface2] ip address 192.168.2.1 255.255.255.0
[Router-Vl an-interface2] quit

[Router] interface VMl an-interface 10
[Router-Vian-interfacelO] ip address 192.168.10.1 255.255.255.0
[Router-Vian-interfacelO] quit

# WAEOERE T LA D GigabitEthernet 1/0/1, ¥ VLAN2. VLAN10 it

[Router] interface G gabitEthernet 1/0/1

[ Router-G gabi tEthernet1/0/1] port link-type trunk

[ Router- G gabi tEthernet1/0/1] port trunk permt vlian 2 10
[ Router- G gabi t Et hernet1/ 0/ 1] quit

# JT 5 DHCP k%5 .
[ Router] dhcp enable
# 5 EIEHL VLAN2 [¥] DHCP Hiuhikith

[ Router] dhcp server ip-pool vlan2

[ Rout er - dhcp- pool -vl an2] network 192.168.2.0 nask 255.255.255.0

[ Rout er - dhcp- pool -vl an2] gateway-1ist 192.168.2.1

[ Rout er - dhcp- pool -vl an2] quit

# % E Laptop VLAN1O0 /) DHCP Hihtith

[ Router] dhcp server ip-pool vlanlO

[ Rout er - dhcp- pool -vl an10] network 192.168.10.0 nmask 255. 255. 255.0
[ Rout er - dhcp- pool -vl an10] gateway-list 192.168.10.1

[ Rout er - dhcp- pool -vl an10] dns-list 114.114.114.114

[ Rout er - dhcp- pool -vl an10] quit

# DRAFHCE
11



[ Router] save force

3.4 WnFfAcE

# LM LB R, EEEVLE S IMAZ] VLAN2

<Swi t ch> di spl ay nac-address

MAC Address VLAN | D STATE Port/ N ckname AG NG
3897-d630-676b 10 Learned GE1/0/2 Y
3897-d630-676b 2 Learned GE1/0/2 Y

6ca8- 4986-6d59 2 Learned GE1/0/1 Y

0068- eb95- 3683 10 Learned GE1/0/1 Y

# 7% voice vlan i B &5 4%

<Swi t ch> di spl ay voi ce-vl an nac- addr ess

Qui Address Mask Descri ption

0003- 6b00- 0000 ffff-ff00-0000 G sco phone
00e0- 7500- 0000 ffff-ff00-0000 Pol ycom phone
6ca8- 4900- 0000 ffff-ff00-0000 avaya

# 2R\ voice vlan 4 auto(H Zh#E )

<Swi tch> di spl ay voice-vlan state

Current Voice VLANs: 1

Voi ce VLAN security node: Security

Voi ce VLAN aging tine: 1440 m nutes

Voi ce VLAN enabl ed port and its node:

PORT VLAN MODE COS DSCP

GE1/0/1 2 AUTO 6 46

# DHCP I %5 %% A B WHHLA PC 3R IP Hhik:

%Sep 1 09: 19: 59: 333 2021 DHCP DHCPS/ 5/ DHCPS_ALLOCATE | P: DHCP server information: Server |IP
= 192.168.2.1, DHCP client | P = 192.168. 2.2, DHCP cli ent hardware address = 6ca8-4986- 6d59,
DHCP client | ease = 86400.

<Rout er> di spl ay dhcp server ip-in-use all

Pool wutilization: 0.59%

I P address Client-identifier/ Lease expiration Type

Har dwar e address

192. 168. 2. 2 6ca8-4986- 6d59 Aug 31 2021 09:19:59 Auto: COWM TTED
192. 168. 10. 4 0068- eb95-3683 Aug 31 2021 09:19: 42 Auto: COWM TTED

3.5 BEENH

° Switch :

#

voi ce-vl an mac- address 6ca8-4900- 0000 mask ffff-ff00-0000 description avaya
#

vlan 2

#

vl an 10

#

12



interface G gabitEthernet1/0/1
port |ink-node bridge
port link-type hybrid
port hybrid vlian 10 untagged
port hybrid pvid vlian 10

voi ce-vlan 2 enabl e
poe enabl e

#

interface G gabitEthernet1/0/2
port |ink-node bridge
port link-type trunk
port trunk permt vlian 2 10

o Router :
#

vlan 2

#

vl an 10

#

dhcp server ip-pool vlan2
gateway-|ist 192.168.2.1
network 192.168.2.0 255.255.255.0
#
dhcp server ip-pool vlanlO
gateway-|ist 192.168.10.1
network 192.168.10.0 255.255.255.0
dns-list 114.114.114.114
#
interface Vlan-interface2
i p address 192.168. 2.1 255.255. 255.0
#
interface Vlan-interfacelO
i p address 192.168.10.1 255.255.255.0
#
interface G gabitEthernet1/0/1
port |ink-node bridge
port link-type trunk
port trunk permt vlian 2 10

3.6 HXZHER

o FUAHECE “ TRBOR-DUKMAHECE SRS ) “VLAN.
o JUAHECE “ TJRBOR-LUKMAL AT &S ) “VLAN,
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4 Private VLAN [RiREC B 15

4.1 &N

A Z M/ 48 Private VLAN FIHCE 7715 .
4.2 AMER

a3 -

. TR R4 Device A 3EAN 4 Device B 43t 7 VLAN 10, P43 11 VLAN-interfacel0 7]
IR A P B, DME P aT LA Device A SB[ AR 4% . Device B & TG P
WAL 1E— M B 10.0.0.0/24.

. HostA%D BETHEH, HostC Ml DJE TME&E. NRIEL A, FTEMARII T2 20
B, [FRS TR P 2z e ] DA @

LT Device A INfE N Device B /3L £ VLAN, ZEKifid Private VLAN JjHE 0 :

e  Device A A% VLAN 10.

e  Device B 7t Primary VLAN 10 A& 1EC EA A Secondary VLAN, ffi&] 7] — =k
12 0

&3 Private VLAN B RFD B 254528 [ (5]

Device A <7y \/jan-int10

10.0.0.1/24
B 4 -
L7 GEL/O/L "~
, VLAN 10 N
// GE1/0/1 Pr\imary VLAN 10

Secondary VLAN 201 Secondary VLAN 202

8888

Host A\ *Host B Host C \ 4 Host D

-~ /

10.0.0.0/24

LY

4.3 BLEFEEIN

. Private VLAN g R 7 BAE N34 Device B LA E .
. A4S VLAN (VLAN 1) ASSZFF Private VLAN A5G & .
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4.4 ILE LR

1. Dvice BHIECE
# L& VLAN 10 4 Primary VLAN.

<Devi ceB> systemvi ew

[ DeviceB] vlan 10

[ Devi ceB-vl anl0] private-vlan primry

[ Devi ceB-vl an10] quit

# 4% Secondary VLAN 201. 202,

[ DeviceB] vlan 201 to 202

# %7 Primary VLAN 10 Al Secondary VLAN 201, 202 L ¢ R .

[ DeviceB] vlan 10
[ Devi ceB-vl an10] private-vlan secondary 201 to 202
[ Devi ceB-vl an10] quit

# it B 475 1 GigabitEthernet1/0/1 7€ VLAN 10 = T./E7£ promiscuous F= .

[DeviceB] interface gigabitethernet 1/0/1
[ Devi ceB-G gabi t Et hernet 1/ 0/ 1] port private-vlan 10 prom scuous
[ Devi ceB-G gabi t Et hernet 1/ 0/ 1] quit

# ¥ 475 11 GigabitEthernet1/0/2. GigabitEthernet1/0/3 ¥ i1 %] VLAN 201, GigabitEthernet1/0/4.
GigabitEthernet1/0/5 7% VLAN 202, FAdE BT LIELE host f&.

[DeviceB] interface range gigabitethernet 1/0/2 to gigabitethernet 1/0/3
[ Devi ceB-if-range] port access vlan 201

[ DeviceB-if-range] port private-vlan host

[ Devi ceB-if-range] quit

[DeviceB] interface range gigabitethernet 1/0/4 to gigabitethernet 1/0/5
[ DeviceB-if-range] port access vlan 202

[ Devi ceB-if-range] port private-vlan host

[ Devi ceB-if-range] quit

# R E

[ Devi ceB] save force

2. Dvice ARVECE
# )7 VLAN 10, #4210 GigabitEthernet1/0/1 i\ VLAN 10,

<Devi ceA> systemvi ew

[ DeviceA] vlan 10

[ Devi ceA-vl anl0] quit

[DeviceA] interface gigabitethernet 1/0/1

[ Devi ceA- G gabi t Et hernet 1/ 0/ 1] port access vlan 10
[ Devi ceA- G gabi t Et hernet 1/ 0/ 1] quit

# B B W <4 1 VLAN-interface10.

[DeviceA] interface vlan-interface 10
[ Devi ceA-Vl an-interfacelO] ip address 10.0.0.1 24
[ Devi ceA-Vl an-interfacelO] quit

# RAFICE
[ Devi ceA] save force

15



4.5 WiFfc &

# Device A W L) ping B/EE /. &K ARP &, HILLEEIFTAE I F 48T VLAN 10.
[ Devi ceA] display arp

Type: S-Static D- Dynanmi c O Openflow R-Rule MMl tiport I-Invalid
| P address MAC address VLAN VS| name Interface Agi ng Type
10.0.0.2 0e9e-0671-0302 10 CGEl/0/1 1062 D
10.0.0.3 0e9e- 09f 7- 0402 10 CGEl/0/1 1052 D
10.0.0. 4 0e9e- 0d94- 0502 10 CEl/0/1 1164 D
10.0.0.5 0e9e-1263-0602 10 GEl/0/1 1109 D

# {7~ Device B L[] Private VLAN Jit B &4 .

<Devi ceB> di splay private-vlan
Primary VLAN I D: 10
Secondary VLAN | D: 201-202

VLAN I D: 10

VLAN type: Static

Private VLAN type: Prinmary
Route interface: Not configured
Description: VLAN 0010

Nane: VLAN 0010

Tagged ports:

None

Unt agged ports:
G gabi t Et hernet 1/ 0/ 1( V) G gabi t Et hernet 1/ 0/ 2( V)
G gabi t Et her net 1/ 0/ 3( V) G gabi t Et hernet 1/ 0/ 4( V)

G gabi t Et her net 1/ 0/ 5( U)

VLAN I D: 201
VLAN type: Static
Private VLAN type: Secondary
Route interface: Not configured
Description: VLAN 0201
Nane: VLAN 0201
Tagged ports:
None
Unt agged ports:
G gabi t Et hernet 1/ 0/ 1( V) G gabi t Et hernet 1/ 0/ 2( V)
G gabi t Et her net 1/ 0/ 3( U)

VLAN I D: 202

VLAN type: Static

Private VLAN type: Secondary
Route interface: Not configured
Description: VLAN 0202

Nanme: VLAN 0202

Tagged ports:

16



None

Unt agged ports:
G gabi t Et her net 1/ 0/ 1( U) G gabi t Et hernet 1/ 0/ 4( U)
G gabi t Et her net 1/ 0/ 5( V)

A LEF], TAELE promiscuous F i 1 GigabitEthernet1/0/1 A1 TA/ELE host #& 2 ) 5 11
GigabitEthernet1/0/2~ GigabitEthernet1/0/5 14 P Untagged J5 3 S8 ¥ VLAN ) SCilId .

# Host A. B 2 [A]R] LA E AH ping i, Host C. D Z[a]"] LA E AH ping . Host A. B 5 Host C. D
Z [$5)ANRE ping i

4.6 BLEXXH

. Device A:

#
vl an 10
#
interface Vlan-interfacelO
i p address 10.0.0.1 255.255.255.0
#
interface G gabitEthernet1/0/1
port |ink-node bridge
port access vlan 10
#

. Device B :

#
vl an 10
private-vlan primary
private-vlan secondary 201 to 202
#
vlan 201 to 202
#

nterface G gabitEthernet1/0/1
port |ink-node bridge
port link-type hybrid
undo port hybrid vian 1
port hybrid vlian 10 201 to 202 untagged
port hybrid pvid vlian 10
port private-vlan 10 prom scuous
#
interface G gabitEthernet1/0/2
port |ink-node bridge
port link-type hybrid
undo port hybrid vlian 1
port hybrid vlan 10 201 unt agged
port hybrid pvid vlan 201
port private-vlan host
#
interface G gabitEthernet1/0/3

17



port |ink-node bridge
port link-type hybrid
undo port hybrid vian 1
port hybrid vlan 10 201 unt agged
port hybrid pvid vlan 201
port private-vlan host
#
interface G gabitEthernet1/0/4
port |ink-node bridge
port link-type hybrid
undo port hybrid vian 1
port hybrid vlan 10 202 unt agged
port hybrid pvid vlan 202
port private-vlan host
#
interface G gabitEthernetl1/0/5
port |ink-node bridge
port |ink-type hybrid
undo port hybrid vian 1
port hybrid vlan 10 202 unt agged
port hybrid pvid vlan 202
port private-vlan host
#

4.7 HHEER
. FEMALE “ T EHER-PLR WAL it & §

b BEL»
H~J

) “VLAN”,

o JURHECE “ TRBOR-LUKMAL AT &2 ) “VLAN,
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1 imARERRELE &R
1.1 1E9r

A G 2w 1 R S ) P T
1.2 HMEEK

w1 B, /NX AP Host AL Host B. Host C 435 Device i [l GigabitEthernet1/0/1.
GigabitEthernet1/0/2. GigabitEthernet1/0/3 #{i%, Switch 1% #1# 1L GigabitEthernet1/0/4 i 15 4
LK AEE . IR SLIL/NX P Host AL Host B il Host C 1 itk 2 18] — 2 SCASRE FLa@E, {HA] LA
FHAIER I 24 T84

E1l & imOkREEmME

GE1/0/4

Host A Host B Host C

1.3 BLEEEEWM

o RN EAIm ARG E IR AT, A2 TE iR B AL A B .
o —MHEHEE REEIMA—REH.

1.4 ILELE

==
A EE

BB EEE, REF—-ANBEH, HEALADCNERBEA L, AP RTMERIZESERA) ZELib
WiaHm, 2faBaiksd, LFS N mEa, AP T F1iRE.

# O EERE A 1.

<Swi tch> system vi ew



[Switch] port-isolate group 1
# ¥ I GigabitEthernet1/0/1. GigabitEthernet1/0/2. GigabitEthernet1/0/3 A F&ES4H 1.

[Switch] interface gigabitethernet 1/0/1

[Switch-G gabi tEthernet1/0/1] port-isolate enable group 1
[ Switch-G gabi tEthernet1/0/1] quit

[Switch] interface gigabitethernet 1/0/2

[ Switch-G gabi tEthernet1/0/2] port-isolate enable group 1
[ Switch-G gabi t Et hernet1/ 0/ 2] quit

[Switch] interface gigabitethernet 1/0/3

[ Swi tch- G gabi t Et hernet 1/ 0/ 3] port-isolate enable group 1
[ Switch-G gabi t Et hernet1/0/3] quit

# RFBCE

[Switch] save force

1.5 WitACE

# WoRR A 1 HER.
[Switch] display port-isolate group 1
Port isolation group infornmation:
Goup ID 1
G oup nenbers:
G gabi tEthernet1/0/ 1
G gabi t Et hernet 1/ 0/ 2
G gabi t Et hernet 1/0/ 3
PL_EA5 B UEoR Device L /¥ I GigabitEthernet1/0/1. GigabitEthernet1/0/2. GigabitEthernetE1/0/3

CAMARGEA 1, Ml 2k =, HostA. Host B Al Host C i It 2 [B] AN fE ping i

1.6 BCEXH

#

port-isolate group 1
#
interface G gabitEthernet1/0/1
port |ink-node bridge
port-isolate enable group 1
#
interface G gabitEthernet1/0/2
port |ink-node bridge
port-isolate enable group 1
#
interface G gabitEthernet1/0/3
port |ink-node bridge
port-isolate enable group 1
#



1.7
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1 IRERANRIREL B 45
1.1 1E9r

AR GG ZA PR B AT I P T B T Vs
1.2 HMEEK

nE 1 PR,
. = &% Device A. Device B i Device C ZHi— M _E I TN

o  IHIIFE Device A LFECEINEEATMIIAE, RGNS H KM Device A b H IR B (35 11, I
T H S B ORISR R R 2%

1 IFEEAME A ThsE Be & LA P ]

Device A

&Y
&)
Q)
@ GE1/0/1 GE1/0/2 @
Device B Device C

VLAN 100

1.3 ILELE

1. Device A Ut &
# B8 VLAN 100, 45775 1% VLAN W 3R ER RGN T BE

<Devi ceA> systemvi ew

[ Devi ceA] vlan 100

[ Devi ceA—vl an100] quit

[ Devi ceA] | oopback-detection global enable vlian 100

# Mt B % I GigabitEthernet1/0/1 #1 GigabitEthernet1/0/2 & Trunk 28754, 372 ¥F VLAN 100 i@id .
[ DeviceA] interface gigabitethernet 1/0/1
[ Devi ceA- G gabi t Et hernet 1/ 0/ 1] port |ink-type trunk

[ Devi ceA- G gabi t Et hernet 1/0/ 1] port trunk permt vlan 100
[ Devi ceA-G gabi t Et hernet 1/ 0/ 1] quit



[ DeviceA] interface gigabitethernet 1/0/2

[ Devi ceA- G gabi t Et hernet 1/ 0/ 2] port |ink-type trunk

[ Devi ceA-G gabi t Et hernet1/0/ 2] port trunk permt vlan 100
[ Devi ceA-G gabi t Et hernet 1/ 0/ 2] quit

# 4 Jaj TG B A B A I AL FEAR 500 Shutdown FE.

[ Devi ceA] | oopback-detection global action shutdown
# T B PRSI F I TR [T By 35 A0

[ Devi ceA] | oopback-detection interval-time 35

# RIFBCE

[ Devi ceA] save force

2. Device B Ut &
# %2 VLAN 100,

<Devi ceB> systemvi ew
[ DeviceB] vlan 100
[ Devi ceB-vl an100] quit

# Mt & U [ GigabitEthernet1/0/1 #1 GigabitEthernet1/0/2 4y Trunk 28%4, 4% VLAN 100 i@t .

[DeviceB] interface gigabitethernet 1/0/1

[ Devi ceB- G gabi t Et hernet 1/ 0/ 1] port |ink-type trunk

[ Devi ceB-G gabi t Et hernet 1/ 0/ 1] port trunk permt vlan 100
[ Devi ceB-G gabi t Et hernet 1/ 0/ 1] quit

[DeviceB] interface gigabitethernet 1/0/2

[ Devi ceB-G gabi t Et hernet1/0/ 2] port |ink-type trunk

[ Devi ceB-G gabi t Et hernet 1/ 0/ 2] port trunk permt vlan 100
[ Devi ceB-G gabi t Et hernet 1/ 0/ 2] quit

# RFBCE

[ Devi ceB] save force

3. Device C YL E
# 6% VLAN 100,

<Devi ceC> systemvi ew
[ DeviceC] vlan 100
[ Devi ceC-vl an100] quit

# Mt & U [ GigabitEthernet1/0/1 #1 GigabitEthernet1/0/2 4y Trunk 28%4, 0¥ VLAN 100 i@t .

[DeviceC] interface gigabitethernet 1/0/1

[ Devi ceC- G gabi t Et hernet 1/ 0/ 1] port |ink-type trunk

[ Devi ceC-G gabi t Et hernet1/0/ 1] port trunk permt vlan 100
[ Devi ceC-G gabi t Et hernet1/0/ 1] quit

[DeviceC] interface gigabitethernet 1/0/2

[ Devi ceC-G gabit Et hernet1/0/ 2] port |ink-type trunk

[ Devi ceC- G gabi t Et hernet1/0/ 2] port trunk pernmit vlian 100
[ Devi ceC-G gabit Et hernet1/0/ 2] quit

# RIFBCE

[ Devi ceC] save force



1.4 WiEACE

MECE RS, RGAE— A H BRI (] (] B N /E Device A 3 1 GigabitEthernet1/0/1 Al
GigabitEthernet1/0/2 &SR] T 2RE%, TRMEIXM AN H2hOCH, FFITEN 7~ HEE R

<Devi ceA> %Aug 26 19:17:29: 760 2021 Devi ceA | FNET/ 3/ PHY_UPDOWN: - MDC=1; Physical state on
the interface G gabitEthernet1/0/2 changed to up.

%Aug 26 19:17:29:760 2021 Devi ceA | FNET/ 5/ LI NK_UPDOAN: - MDC=1; Line protocol state on the
interface G gabitEthernet1/0/2 changed to up.

%Aug 26 19: 17: 30: 356 2021 Devi ceA | FNET/ 3/ PHY_UPDOMN. - MDC=1; Physi cal state ontheinterface
G gabi t Et hernet 1/0/ 1 changed to up.

%Aug 26 19:17:30: 356 2021 Devi ceA | FNET/ 5/ LI NK_UPDOMAN: - MDC=1; Line protocol state on the
interface G gabitEthernet1/0/1 changed to up.

%Aug 26 19:17:33:985 2021 Devi ceA LPDT/ 4/ LPDT_LOOPED: -MDC=1; A |oop was detected on
G gabi t Et hernet 1/ 0/ 1.

%Aug 26 19: 17: 34: 005 2021 Devi ceA | FNET/ 3/ PHY_UPDOMN. - MDC=1; Physi cal state ontheinterface
G gabi t Et hernet 1/0/ 1 changed to down.

%Aug 26 19:17:34: 006 2021 Devi ceA | FNET/ 5/ LI NK_UPDOMAN: - MDC=1; Line protocol state on the
interface G gabitEthernet1/0/1 changed to down.

%Aug 26 19:17:34:018 2021 Devi ceA LPDT/ 4/ LPDT_VLAN LOOPED: -MDC=1; A |oop was detected on
G gabi t Et hernet1/0/1 in VLAN 100.

%Aug 26 19:17:34:019 2021 Devi ceA LPDT/ 4/ LPDT_LOOPED: -MDC=1; A |oop was detected on
G gabi t Et hernet 1/ 0/ 2.

%Aug 26 19: 17: 34: 040 2021 Devi ceA | FNET/ 3/ PHY_UPDOMN: - MDC=1; Physical stateontheinterface
G gabi t Et hernet 1/ 0/ 2 changed to down.

%Aug 26 19:17:34:041 2021 Devi ceA | FNET/ 5/ LI NK_UPDOAN: - MDC=1; Line protocol state on the
interface G gabitEthernet1/0/2 changed to down.

%Aug 26 19:17:34: 055 2021 Devi ceA LPDT/ 4/ LPDT_VLAN LOOPED: -MDC=1; A |oop was detected on
G gabi t Et hernet1/0/2 in VLAN 100.

%Aug 26 19: 17: 34: 055 2021 Devi ceA LPDT/ 5/ LPDT_VLAN_RECOVERED: - MDC=1; A | oop was renpved on
G gabi tEt hernet1/0/1 in VLAN 100.

%Aug 26 19:17:34: 055 2021 Devi ceA LPDT/ 5/ LPDT_RECOVERED: - MDC=1; Al | oops were renoved on
G gabi t Et hernet 1/ 0/ 1.

%Aug 26 19: 17: 34: 056 2021 Devi ceA LPDT/ 5/ LPDT_VLAN RECOVERED: - MDC=1; A | oop was renoved on
G gabi t Et hernet1/0/2 in VLAN 100.

%Aug 26 19:17:34: 056 2021 Devi ceA LPDT/ 5/ LPDT_RECOVERED. - MDC=1; Al | oops were renoved on
G gabi t Et her net 1/ 0/ 2.

ffiF di spl ay | oopback- det ecti on @4 LA Device A 3B A BC B A2 AT 15 I -

# 7~ Device A 3 R4S I A G B IS AT 15 O

<Devi ceA> di spl ay | oopback-detection

Loop detection is enabl ed.

G obal | oop detection interval is 35 second(s).
Loop is detected on follow ng interfaces:

Interface Acti on node VLANs/ VSI
G gabi tEthernet1/0/1 Shut down 100
G gabi t Et hernet 1/ 0/ 2 Shut down 100

A L, Device A b E/R7EHG T GigabitEthernet1/0/1 I GigabitEthernet1/0/2 653K %,
BT I EAS I T RE 12177 Shutdown 10T, % 1 GigabitEthernet1/0/1 F1 GigabitEthernet1/0/2 -
IR 53 O BB oc ], R FTENI H E0E B Som X wi A LR ERES O bR, bR, fif



il display interface 1y % 4 %l & & Device A L i I1 GigabitEthernet1/0/1 Fl
GigabitEthernet1/0/2 KIRAE B

<Devi ceA> display interface gigabitEthernet 1/0/1
G gabi t Et hernet 1/0/ 1

Current state: DOAN (Loopback detection down)
<Devi ceA>di splay interface gigabitEthernet 1/0/2
G gabi t Et hernet 1/ 0/ 2

Current state: DOAN (Loopback detection down)

Al W, 3% GigabitEthernet1/0/1 1 GigabitEthernet1/0/2 ¥4 EL 4 R B AS B H 15 355 1 .

1.5 BeEXH

. Device A:

| oopback-detecti on gl obal enable vlan 100
| oopback-detection gl obal action shutdown
| oopback-detection interval-tine 35

#

vl an 100

#

nterface G gabitEthernet1/0/1
port |ink-node bridge
port link-type trunk
port trunk permt vlian 1 100
#
interface G gabitEthernet1/0/2
port |ink-node bridge
port link-type trunk
port trunk permt vian 1 100
#

. Device B :
#

vl an 100
#

nterface G gabitEthernet1/0/1
port |ink-node bridge
port link-type trunk
port trunk permt vlian 1 100
#
interface G gabitEthernet1/0/2
port |ink-node bridge
port |ink-type trunk
port trunk permt vlian 1 100
#

. Device C :
#



vl an 100
#
interface G gabitEthernet1/0/1
port |ink-node bridge
port |ink-type trunk
port trunk permt vlian 1 100
#
interface G gabitEthernet1/0/2
port |ink-node bridge
port |ink-type trunk
port trunk permt vlian 1 100
#

1.6 tHXZEHR

o UVRECE “TEEAR-LUKMIHMECER T R PRSI
o JURHECE “ TRBOR-DUKMAS AT &S ) B



QinQ RIRAC E 5 R

Copyright © 2023 Fi4E= AR BIRA R AR, RE—IAH.

EZANRBEFT, EALLEMMATEESRED, SHANATHBA R, HREUEMHRIEE.
BEE= HABRATOEN, AFMEHMNETARNRER, FoFREREHR, b aRFARE.
AR B ATRLER), R BITEM.



LFELE QINQ EEZARLH +vvvvvreesesessesseses et 1
TR 7 OSSR 1
1.2 ZELIHTE SR wevrerereseeemeereneeseiet ettt h bbb bbb bbbttt 1
IR Tl = =1 USSP 1
L T BB 0 T ettt E e E e £ e e e e b e b e e e e E et e bt b et e rnrnres 1

L1471 CE BT B cveereeiree it 1
I B o T Tl 2
e =) il N i T 2
I =l 2
15 BT TE T B <vveeveeeese sttt ettt b ettt bbb h bbb h bbb bbbt 2
L6 T S <evvreeeereeeseeseeee et 3
1.7 A DETE vttt bbbt 4



1 &= oino xam

1.1 &9y

AZHIN QIinQ KL B J7i% .
1.2 ZAMEEK

Wi 1-1 fis, CE 11 CE 2 & [A— AR AN S B AL #:ATL, PE A Fl PE B 21 E i M 4%
Rl 244, WL E I‘J%&J&ﬁu: , ~aE PSS #E I VLAN SN VLAN 2, 155 7 R 2% A e]
] VLAN %54 VLAN 200, @iTACE QinQ Thig, SN/ AU 2 [a) @it & 8 i W 4% 3t 47

N

(=)

E1-1 QinQ EAZHME

GE1/0/2
SVLAN 200
GE1/0/1

Service provider network

GE1/0/1

Site 1 GE1/0/1

Site 2

VLAN 2 VLAN 2

1.3 BcEXEEM

TFE QInQ LhREM%E M, 75 #EHAC & b H IE4E VLAN 25 QinQ F%:4M= VLAN (SVLAND.
1.4 BcELER
1.4.1 CE1MWEE

# fll & VLAN 2.

<CE 1> systemvi ew
[CE 1] vlan 2

[CE 1-vlan2] quit



# i & it 1 GigabitEthernet 1/0/2 A1 GigabitEthernet 1/0/3 A4 Access ¥ii 1, 2 ¥F VLAN 2 (3R 3Gl
[CE 1] interface range gigabitethernet 1/0/2 to gi gabitethernet 1/0/3

[CE 1-if-range] port access vlan 2

[CE 1-if-range] quit

# i # v 1 GigabitEthernet 1/0/1 Jy Trunk %t 1, fSVF VLAN 2 iR SCil it

[CE 1] interface gigabitethernet 1/0/1

[CE 1-G gabitEthernet1/0/ 1] port link-type trunk

[CE 1-G gabitEthernet1/0/1] port trunk permt vlan 2

[CE 1-G gabitEthernet1/0/ 1] quit

1.42 CE2 L E
CE2 W E 5 CE 1 MHlH], BLALAHELE.
1.4.3 PEARIECE

# {1 VLAN 2 1 VLAN 200.

<PE A> systemvi ew

[PE A] vlian 2

[PE A-vlan2] quit

[PE Al vlan 200

[ PE A-vl an200] quit

# ML & i [ GigabitEthernet 1/0/1 5 Trunk % 1, J2¥F VLAN 2 A VLAN 200 H)3R SC#E IS
[PE A] interface gigabitethernet 1/0/1

[PE A-G gabitEthernet1/0/1] port link-type trunk

[PE A-G gabitEthernet1/0/1] port trunk permt vlian 2 200

# I & ¥ I GigabitEthernet 1/0/1 () PVID 2y VLAN 200,

[PE A-G gabitEthernet1/0/1] port trunk pvid vlan 200

# JF )5 i I GigabitEthernet 1/0/1 ] QinQ I fE.

[ PE A-G gabitEthernet1/0/ 1] qing enable

[PE A-G gabitEthernet1/0/1] quit

# Mt B % 11 GigabitEthernet 1/0/2 Jy Trunk % 11, 0 ¥F VLAN 200 (R S
[PE A] interface gigabitethernet 1/0/2

[ PE A-G gabitEthernet1/0/2] port |ink-type trunk

[PE A-G gabitEthernet1/0/2] port trunk permt vlan 200

[PE A-G gabitEthernet1/0/2] quit

1.4.4 PE BRUECE
PEB BB 5 PEA M, MACAHERA.
1.5 Eurfc &

[F—2md, al)E T A B P & PC TARBET Ping #:4E, WLL Ping i, HXM& PC
BN HLAH 2% >) 2% 75 1) MAC Hihik o v WK 2% VLAN {5 S5, BE A% 15 2 ) 7 X 28 3004 T 32 WA A6 « 51l 2



# 1€ Site 1 4332 ) PC #1447 Ping #&1F, k% Site 2 43 31 PC &5 Alik.
C:\ Users\usera>ping 192.168.1.2

1IEff Ping 192.168.1.2 HAfT 32 FIHIEE:

KHE 192.168.1.2 MEIF: F91=32 WfA=28nms TTL=253
KH 192.168.1.2 [MEIK: FH1=32 WfE=27nms TTL=253
kHE 192.168.1.2 MEIF: F91=32 WA=27ns TTL=253
kHE 192.168.1.2 MEIF: F791=32 WfA=26ns TTL=253

192.168. 1.2 ¥ Ping 4= 8

HE: okik = 4, 2Bl =4, 2% =0 (0% £%),
AERATEERI GG THIN [E) ( PALZERD A AT

M = 26ms, K = 28ns, P = 27ns
#1£ CE 1 L&A MAC Hiht%, KI>I3] 1 Site 2 70 32 MAC #iudik.
<Sysnane> di spl ay nac-address vlan 2
MAC Addr ess VLAN | D State Port/ N ckname Agi ng
0003- 2d00- 5761 2 Lear ned CEl/0/1 Y

1.6 BCEXH

. CE1

#

vlan 2

#

interface G gabitEthernet1/0/1
port |ink-type trunk
port trunk permt vian 1 to 2

#

interface G gabitEthernet1/0/2
port access vlan 2

#

interface G gabitEthernet1/0/3
port access vlan 2

) CE?2
#

vlan 2

#

interface G gabitEthernet1/0/1
port |ink-type trunk
port trunk permt vlian 1 to 2

#

interface G gabitEthernet1/0/2
port access vlan 2

#

interface G gabitEthernet1/0/3
port access vlan 2

) PEA



#

vlan 2

#

VI an 200

#

interface G gabitEthernet1/0/1
port |ink-type trunk
port trunk permt vian 1 to 2 200
port trunk pvid vlan 200
gi ng enabl e

#

interface G gabitEthernet1/0/2
port link-type trunk
port trunk permt vlian 1 200

) PEB
#

vlan 2

#

VI an 200
#

interface G gabitEthernet1/0/1
port |ink-type trunk
port trunk permt vian 1 to 2 200
port trunk pvid vlan 200
gi ng enabl e

#

interface G gabitEthernet1/0/2
port link-type trunk
port trunk permt vlian 1 200

#

1.7 tHHEER

o JUAMECE “ TRBOR-DUKMACHECE RS R “QinQ 7
o URECE “TEHEAR-UIKMIZHGSSE” I “QinQ” .
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1 FLEETS MAC HiHERIN
1.1 1E9r

AREBINFERZES MAC HihEZR TR & 515 .
1.2 HMEEK

AN 1 s, Ak RIZ P it Switch A 5 AR S5 23 BRAMNER N 24 3E 1T 3815 . 1% 4%

(AL I 5 SR R

e VLAN 100 I H P BE 7R 07 i iR 55 4% -

o INSAIEVEA P NI R E RS 251 MAC Huhik A EIR ST, T ARSS 22 MAC Hi bk 78 1
fhiz 23], SRR SRS IERIEGE, ©o S8 SEEH S B si. AR &R
598224k, F Switch A i B — 465575 MAC il 2 151, K5 il 55 2% MAC Hb3ik 0033-0033-0033
5411 GE1/0/2 415 .

&1l 887 MAC Hblit 3R 1514A W &

GE1/0/1

SN Switch A

Server GE1/0/3

10.0.0.9/24
@ LAN Switch

0033-0033-0033
VLAN 100

1.3 BLEXE

%t Switch A #H7HC & -
# )4 VLAN 100,
<Switch A> systemvi ew

[Switch A] vlian 100
[Switch A-vlanl00] quit

# ¥ GigabitEthernet1/0/2 /it A\ VLAN 100.
[Switch A] interface gigabitethernet 1/0/2

[Switch A-G gabitEthernet1/0/2] port access vlan 100
[Switch A-G gabitEthernet1/0/2] quit



# ¥4 Switch A 4% T A HAHLI 1T GigabitEthernet1/0/3 ()45 H XL B Trunk, Jf 7014 VLAN
100 R i

[Switch A] interface gigabitethernet 1/0/3

[Switch A-G gabitEthernet1/0/3] port link-type trunk

[Switch A-G gabitEthernet1/0/3] port trunk permt vlan 100

[Switch A-G gabitEthernet1/0/3] quit

# Hn— NS MAC HihER T, B Rkl 0033-0033-0033, Hi4% 114 GigabitEthernet1/0/2,
HiZ#: )&+ VLAN 100.

[Switch A] nmac-address static 0033-0033-0033 interface gigabitethernet 1/0/2 vlan 100

1.4 WiEACE

(1)

(2)

B% VLAN 100 AN P 4bF 10.0.0.0/24 B, 1% 7 BEi A1 Server B3l .

# VLAN 100 (5 P37 Ping #:4F, 7 10.0.0.9 2 E A,

<Switch A> ping 10.0.0.9
Ping 10.0.0.9 (10.0.0.9): 56 data bytes, press CITRL+C to break
56 bytes from10.0.0.9: icnp_seq=0 ttl =254 tinme=2.137 ns

56 bytes from 10.0.0.9: icnp_seq=1 ttl =254 tinme=2.051
56 bytes from 10.0.0.9: icnp_seq=2 ttl =254 tinme=1.996
56 bytes from10.0.0.9: icnp_seq=3 ttl =254 tinme=1.963
56 bytes from 10.0.0.9: icnp_seq=4 ttl =254 tinme=1.991

33 3 3

--- Ping statistics for 10.0.0.9 ---
5 packet (s) transmtted, 5 packet(s) received, 0.0% packet |oss
round-trip mn/avg/ max/std-dev = 1.963/2.028/2.137/0.062 ns

A& Switch A ) MAC iR IUE R, Sk B2 5 .

[Switch A] display mac-address

MAC Addr ess VLAN | D State Port/ N ckNane Agi ng
0033-0033-0033 100 Static GE1/ 0/ 2 N

1.5 BeEXH

#

vl an 100

#

interface G gabitEthernet1/0/2
port access vlan 100
mac- address static 0033-0033-0033 vlan 100

#

interface G gabitEthernet1/0/3

port

link-type trunk

port trunk permt vlian 1 100

#



1.6 tHEZEHR

o JUAMECE “ TRBOR-DUKMICHECE RS ) “MAC HilER 7
o PREE “TEHEAR-LIKMIZ G LS E” HI “MAC HlER 7.



2 BLE VLAN B9 MAC Hbhit 3= 5] IR
2.1 &Y
ARZEFIA4A VLAN [ MAC Hihk%2% =) F PR & 7%
2.2 tHAMFEK
W 2 fos, FP M LR P N4 2 234§ VLAN 100, #id Switch A 54MBIN4HHTEE . W0

R MAC bt Tk, "TEESE Switch A FIFE K PERE TR, NARIE Switch A fE Kk MHRE, 7E
Switch A FElE VLAN 100 i MAC ik %2% > EFR N 1024,

&2 VLAN B MAC it #5 5] _EBRZA /I [E]

IP network

FH P4 1 FH P /4% 2
VLAN 100 VLAN 100

2.3 BEESE

X} Switch A #HATHC & -
# A4 VLAN 100,

<Switch A> systemvi ew
[Switch A] vlan 100
[Switch A-vlanl00] quit

# 4 GigabitEthernet1/0/1 f%5E % R AUBCL E N Trunk, 14 VLAN 100 F#k Gl .

[Switch A] interface gigabitethernet 1/0/1

[Switch A-G gabitEthernet1/0/1] port link-type trunk
[Switch A-G gabitEthernet1/0/1] port trunk permt vlan 100
[Switch A-G gabitEthernet1/0/1] quit

# 4 GigabitEthernet1/0/2 [k % S AUBCLE N Trunk, o1 VLAN 100 F#k il .
[Switch A] interface gigabitethernet 1/0/2
[Switch A-G gabitEthernet1/0/2] port link-type trunk

[Switch A-G gabitEthernet1/0/2] port trunk permt vlan 100
[Switch A-G gabitEthernet1/0/2] quit

# BCE VLAN 100 ) MAC bk %2751 FIR A 1024,

4



[Switch A] vlan 100
[Switch A-vlanl00] mac-address max-mac-count 1024
[Switch A-vlanl00] quit

2.4 BBl &

# £ VLAN 100 #LE F#7T di spl ay this @A AR E 2 EER.
[Switch A] vlan 100

[Switch A-vlanl00] display this

#

mac- addr ess max- mac- count 1024

#

Return

2.5 BEENXH

#
vl an 100
mac- addr ess nmax- mac- count 1024
#
interface G gabitEthernet1/0/1
port |ink-node bridge
port link-type trunk
port trunk permt vlian 1 100
#
interface G gabitEthernet1/0/2
port |ink-node bridge
port link-type trunk
port trunk permt vlian 1 100
#

2.6 HHXAER

o UAMIE “TRER-LUKMIHECE RS T “MAC HilER ",
o JUAMECE “ TRBOR-LUKMA AT LS E T i) “MAC HilER 7



3 ELEREOA MAC it #5 5] FIR
3.1 &N

A A 2H 0 T MAC Motk %52 3] IR O fc B 5 7%
3.2 AMFEK

WK 3 fizr, Switch A J&I2 75 1 W25 11 2 % 4%, LAN Switch 3 2 A& [l NS, LAN Switch
1 #1 LAN Switch 2 212 A = NIRRT T A bl GRETTIM 2% 1 {8 H VLAN 100, #8770 4% 2 i
F VLAN 200). A& M@t LAN Switch 3 55 Switch A #HIZE U7 [ AN . Gn 5 MAC Hiht i
TPER, WIReFE Switch A R PERE N F%. IRIUE Switch A I K ERE, 7E Switch A _FJC & i
[ GE1/0/1 f] MAC Hblil- %24 >] EIR A 2048,

[E3 O/ MAC bl 35 3] EBR4E MIE

IP network

LAN Switch 1 LAN Switch 2

BBITM%% 1 HBITM4% 2
VLAN 100 VLAN 200

3.3 BEELE

X} Switch A #EATHCE -

# {1 VLAN 100. 200.

<Switch A> systemvi ew

[Switch Al vlian 100 200

# ¥ GigabitEthernet1/0/1 f8E M 2R AEC B N Trunk, 701 VLAN 100. 200 kSl .
[Switch A] interface gigabitethernet 1/0/1

[Switch A-G gabitEthernet1/0/1] port link-type trunk

[Switch A-G gabitEthernet1/0/1] port trunk permt vlan 100 200
[Switch A-G gabitEthernet1/0/1] quit

# [ B VLAN 100 ff] MAC Hihl- %3] EFR >N 1024,
[Switch A] interface gigabitethernet 1/0/1
[Switch A-G gabitEthernet1/0/1] mac- address nmax-mac-count 1024

6



[Switch A-G gabitEthernet1/0/1] quit

3.4 WnFfAcE

# 7t VLAN 100 #{ & T #447 di spl ay this A EER B2 H AR
[Switch A] interface gigabitethernet 1/0/1

[Switch A-G gabitEthernet1/0/1] display this
#

nterface G gabitEthernet1/0/1
port |ink-node bridge

port link-type trunk

port trunk permt vlian 1 100 200
mac- addr ess max- mac- count 1024
#

return

3.5 BEENH

#

vl an 100

#

vl an 200

#

interface G gabitEthernet1/0/1
port |ink-node bridge
port |ink-type trunk
port trunk permt vlian 1 100 200
mac- addr ess nmax- mac- count 1024

#

3.6 HHXEX

o JUAMECE “ TRBOR-DUKMACHECE RS ) “MAC HilER 7
o PRECE “TEHEAR-LIKMIZ G LS E” HI “MAC HilER 7.
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L T BB T ettt e E e EE e E e e e e et et Rt b e e bt e e e rnrnres 2
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1.7 A DETE vttt bbbt 5
2 BB B A AR I TR I ZRHIEE B AR o vvevrveeereeeeresetse ettt 0
3 T LU RURO R 0
2.2 ZEIRIFESR «+eveeerereestsetetetse st te e bttt bbbtk bbb E bbbttt 0
R I TRl e e o 51 OO RURO R 0
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1 BB R EES

1.1 &9y

2RI 8 e B R T BT T
1.2 AWK
wE 1 FR:

Device A 55 Device B i it % H 1) )= LUK M $2 [1 GigabitEthernet1/0/1~
GigabitEthernet1/0/3 1 H.i%E 4%

Device A 1 DeviceB )% 5 VLAN 10.VLAN 20 FdE 85 & . ISR ¥ % FAEE VLAN
AP DLEGE . o HR e A TR B T S aT S, nIE R R AR ST

El — BB ARE RGIE

Device A

GE1/0/4 GEL/O/
GE1/0/1 GE1/0/1
_ i) GEL/02 i : GEL/0/2 2 )
GELI0/3 Link aggregation 1 SR Device B
GE1/0/5 BAGG1 BAGG1 GEL/0/5

1.3 BLE/EEEmM

Bic B A AL A b S O R e, B BT e AL N di splay this il EAE
uit O F R EAAEEEREE CEF5mOR A E . QnQ At E . VLAN it E . VLAN ML), 1
RAXRACE, EHHXNE undo A MIFRXSERCE, (s PR FFE VG B M 25 BIR A,
SR IG FEE S A EE A R A HN .

P T 5 25 8 A 2 rb g 1 36 mPObR ZS A A2 00 s i 1 7546 S8 A 2 b B 75 A T3 FrotR ZS IR FE R 03X
FEA ] e 5 250 S W 2% BT 2 1) Selected RS AN —5, 4P n &0 SO FF e B S & R
EHRHN T, EWH P RIEsh &R A H.

e B B RE T T A ThRE R B AN REIIN 2R A4 : MAC HihEAGE L i %2 44X 802.1X
g



1.4 B E T

1. Device A UL E
# HENRGME, B VLAN 10, F8Km 0 GigabitEthernet1/0/4 it A E]iZ VLAN 10 .

<Devi ceA> systemvi ew

[ DeviceA] vlan 10

[ Devi ceA-vl anl0] port gigabitethernet 1/0/4
[ Devi ceA-vl an10] quit

# B VLAN 20, F£#35 1 GigabitEthernet1/0/5 I\ %% VLAN 20 .

[ Devi ceA] vlan 20
[ Devi ceA-vl an20] port gigabitethernet 1/0/5
[ Devi ceA-vl an20] quit

# AT RREEEO 1. ORYERMRIG SLde £ T pif oy Xz —)

o  RHAMESEAHA: GE_ZREGHEDL

[ DeviceA] interface bridge-aggregation 1

[ Devi ceA- Bri dge- Aggregati onl] quit

o CRHZIERAGHA: Q@R TEREGHD L, HFRESREHA

[ DeviceA] interface bridge-aggregation 1

[ Devi ceA- Bri dge- Aggr egati onl] |ink-aggregation node dynanic

[ Devi ceA-Bri dge- Aggr egati onl] undo shut down

[ Devi ceA-Bri dge- Aggr egati onl] quit

# 31 1 GigabitEthernet1/0/1~GigabitEthernet1/0/3 II A FIE &4 1 4.

[ DeviceA] interface range gigabitethernet 1/0/1 to gigabitethernet 1/0/3
[ Devi ceA-if-range] port |ink-aggregation group 1

[ Devi ceA-if-range] undo shut down

[ Devi ceA-if-range] quit

#EE EESED 18 Trunk 30, JFf0¥F VLAN 10 1 VLAN 20 ({3 Sl .

[ DeviceA] interface bridge-aggregation 1

[ Devi ceA-Bri dge- Aggr egati onl] port |ink-type trunk
Configuring G gabitEthernetl/0/1 done.

Configuring G gabitEthernetl/0/2 done.

Configuring G gabitEthernetl/0/3 done.

[ Devi ceA-Bri dge- Aggr egati onl] port trunk permt vlian 10 20
Configuring G gabitEthernetl/0/1 done.

Configuring G gabitEthernetl/0/2 done.

Configuring G gabitEthernetl/0/3 done.

[ Devi ceA-Bri dge- Aggr egati onl] quit

2. Device B WL &
Device B L E 5 Device A 52 &4 [F, AT .

1.5 Eurfc &

# @i di spl ay |ink-aggregation verbose & RKE/REAHMAIAEE, PARIERE 2
NI



KHFS RGNS EAIERSE

[ Devi ceA] display |ink-aggregation verbose

Loadsharing Type: Shar -- Loadsharing, NonS -- Non-Loadshari ng

Port Status: S -- Selected, U -- Unselected, | -- Individual

Port: A -- Auto port, M-- Managenent port, R -- Reference port

Flags: A -- LACP_Activity, B -- LACP_Tineout, C -- Aggregation,
D -- Synchronization, E -- Collecting, F -- Distributing,
G -- Defaulted, H-- Expired

Aggregation Interface: Bridge-Aggregationl
Aggregation Mde: Static

Loadsharing Type: Shar

Managerment VLANs: None

Por t Status Priority Oper-Key
GE1/ 0/ 1(R) S 32768 1
GE1/ 0/ 2 S 32768 1
GE1/0/ 3 S 32768 1

GERULE: Aum I B S A LN I R o 1R AL T Selected ARFE, 5508 i %) R & 75
& Selected IR T
KHAEREHEAN TR E S ES S
[ Devi ceA] display |ink-aggregation verbose
Loadsharing Type: Shar -- Loadsharing, NonS -- Non-Loadshari ng
Port Status: S -- Selected, U-- Unselected, | -- Individual
Port: A -- Auto port, M-- Managernent port, R -- Reference port
Flags: A -- LACP_Activity, B -- LACP_Tineout, C -- Aggregation,
D -- Synchronization, E -- Collecting, F -- Distributing,
G -- Defaulted, H-- Expired

Aggregation Interface: Bridge-Aggregationl
Creati on Mode: Manual

Aggr egati on Mode: Dynam c

Loadsharing Type: Shar

Managerment VLANs: None

System I D: 0x8000, 000f-e234-5678

Local :
Por t St at us Priority |ndex Oper - Key Fl ag
GE1/0/1 S 32768 1 1 { ACDEF}
GEL1/ 0/ 2 S 32768 2 1 { ACDEF}
GE1/ 0/ 3 S 32768 3 1 { ACDEF}
Renot e:
Act or Priority Index Oper - Key System D Fl ag
GE1/ 0/ 1(R 32768 1 1 0x8000, adeb5-c316-0100 {ACDEF}
GE1/ 0/ 2 32768 2 1 0x8000, a4e5-c316-0100 { ACDEF}
GE1/ 0/ 3 32768 3 1 0x8000, adeb5-c316-0100 {ACDEF}

SRRV Ak A o e 4 1SRG AL A Il bt o AR AR T Selected HRAS . JRIR R LS A HE
R il LACP WS SCAZ B, R A P 3R 4 P9 AR 6 i 13 RS IE R — 30 AT igipl
SEHLX P e iR e 5o



1.6 BeEXH

. Device A:

#

vl an 10

#

interface G gabitEthernet1/0/4
port |ink-node bridge
port access vlan 10

#

vl an 20

#

interface G gabitEthernetl1/0/5
port |ink-node bridge
port access vlan 20

o KHIFSREHA
#
interface Bridge-Aggregationl

port |ink-type trunk
port trunk permt vlian 10 20
o KHFEREHA
#
interface Bridge-Aggregationl
port link-type trunk
port trunk permt vlian 10 20
| i nk- aggregati on node dynanic
#

nterface G gabitEthernet1/0/1
port |ink-node bridge

port link-type trunk

port trunk permt vlian 10 20
port |ink-aggregation group 1

nterface G gabitEthernetl/0/2
port |ink-node bridge

port link-type trunk

port trunk permt vlian 10 20
port |ink-aggregation group 1
#

interface G gabitEthernetl1/0/3
port |ink-node bridge

port link-type trunk

port trunk permt vlian 10 20
port |ink-aggregation group 1

. Device B:



Device B _HIfC & X5 Device A # A,
1.7 tHx&HER

o UAECE “ TRBOR-LUKMACHECE RS TR “ DURMBER IR 5.
o UREE “TREEAR-UUKMZHGSSE” P LUK IR A



2 iR ERANFDIERARMEE LN

2.1 &y

A BN T T SR A4 ST PR A s AR S O B v
2.2 AR
WK 2 fis:

Device A 5 Device B 41k IRF, Jf:ifiil GigabitEthernet1/0/3 1 GigabitEthernet2/0/3 £z 111155
DARRSE S S

TR & M08, VLAN 2 A1 VLAN 3 ()i & H)£5i@ T GigabitEthernet1/0/3 1
GigabitEthernet2/0/3 4z %% jx % Device C, Vi KUHREK. 1A T EMIE T, WA
2 VLAN 2 [f{ifi & it GigabitEthernet1/0/3 # 1% %, VLAN 3 i &i@E it
GigabitEthernet2/0/3 #z 1#5 f, UIRTHA R K BE .

E2 —EiERRaEERAIE

2.3 Bt

Device C

IRF-Port1/2 IRF-Port2/T\ Device B
1\ GE1/0/25 GE2/0/25 "\
! |
\JGE1/0/26 GE2/0/26 \/
GEL/0/4

GE2/0/4

EFEEM

B IRF AT SCRFRCE AT g

fUAE IRF 5 3046 [ 58 2 LUK B R /RIS HERE IO B AT RE, I THRTMR R, 42
fift IRF R 5 AR B BRI i)
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24 BELEXR

1. Device A HEL &

#EANRGHE, QI TR EEHED 1.

<Devi ceA> systemvi ew

[ DeviceA] interface bridge-aggregation 1

[ Devi ceA-Bri dge- Aggr egati onl] quit

# ¥ GigabitEthernet1/0/3 1 GigabitEthernet2/0/3 # IR —Z &A1 1 41,

[ DeviceA] interface gigabitethernet 1/0/3

[ Devi ceA- G gabi t Et hernet 1/ 0/ 3] port |ink-aggregation group 1
[ Devi ceA- G gabi t Et hernet 1/ 0/ 3] quit

[ DeviceA] interface gigabitethernet 2/0/3

[ Devi ceA- G gabi t Et hernet 2/ 0/ 3] port |ink-aggregation group 1
[ Devi ceA- G gabi t Et hernet 2/ 0/ 3] quit

#ME R RN 1R8N Trunk, JF VB ATA VLAN.

[ DeviceA] interface bridge-aggregation 1

[ Devi ceA-Bri dge- Aggr egati onl] port |ink-type trunk

[ Devi ceA-Bri dge- Aggr egati onl]port trunk permt vlan all

[ Devi ceA- Bri dge- Aggr egati onl] qui t

# WC B R A B R AR KA .

[ Devi ceA] |ink-aggregation | oad-sharing node | ocal -first

# Q|2 VLAN 2 fl VLAN 3.

[DeviceA]l vlian 2 to 3

# L & GigabitEthernet1/0/4 42 F12854°8 Trunk, Jf o vridEid VLAN 2.

[ Devi ceA] interface gigabitethernet 1/0/4

[ Devi ceA- G gabi t Et hernet 1/ 0/ 4] port |ink-type trunk

[ Devi ceA- G gabi t Et hernet 1/ 0/ 4] undo port trunk permit vlian 1
[ Devi ceA- G gabit Et hernet 1/ 0/ 4] port trunk permt vlan 2

[ Devi ceA- G gabi t Et hernet 1/ 0/ 4] qui t

# L & GigabitEthernet2/0/4 42 F12854°08 Trunk, Jf o ¥FilEid VLAN 3.
[ DeviceA] interface gigabitethernet 2/0/4

[ Devi ceA- G gabi t Et hernet 2/ 0/ 4] port |ink-type trunk

[ Devi ceA- G gabi t Et hernet 2/ 0/ 4] undo port trunk permt vlian 1
[ Devi ceA- G gabi t Et hernet 2/ 0/ 4] port trunk permt vlan 3

[ Devi ceA- G gabi t Et hernet 2/ 0/ 4] qui t

2. Device B AL &

Device B L/t B 5 Device A 52 &HM[A], AR,

3. Device C Bt E

#HANRGUE, QIR ERAED 1.

<Devi ceC> systemvi ew

[ DeviceC] interface bridge-aggregation 1

[ Devi ceC-Bri dge- Aggr egati onl] quit

# 3 1 GigabitEthernet1/0/1~GigabitEthernet1/0/2 II AN FE &4 1 .

1



[DeviceC] interface range gigabitethernet 1/0/1 to gigabitethernet 1/0/2
[ DeviceC-if-range] port |ink-aggregation group 1

[ DeviceCif-range] quit

#IE ERAEN 128808 Trunk, FAFIEIATE VLAN,

[DeviceC] interface bridge-aggregation 1

[ Devi ceC-Bri dge- Aggr egati onl] port |ink-type trunk

[ Devi ceC-Bri dge- Aggr egati onl] port trunk permt vlan all
[ Devi ceC-Bri dge- Aggr egati onl] qui t

2.5 Wil &

# it di spl ay |ink-aggregation verbose 4 REREASHAMMKELE, PUIRIER &2
[ Devi ceA] display |ink-aggregation verbose
Loadsharing Type: Shar -- Loadsharing, NonS -- Non-Loadshari ng
Port Status: S -- Selected, U-- Unselected, | -- Individual
Port: A -- Auto port, M-- Managernent port, R -- Reference port
Flags: A -- LACP_Activity, B -- LACP_Tineout, C -- Aggregation,
D -- Synchronization, E -- Collecting, F -- Distributing,
G -- Defaulted, H -- Expired

Aggregation Interface: Bridge-Aggregationl
Aggregation Mdde: Static

Loadsharing Type: Shar

Managerment VLANs: None

Por t Status Priority Oper-Key
GE1/0/ 3 S 32768 1
GE2/0/ 3 S 32768 1

SRV MARIHSREHN KR A 4L T Selected R, VLAN 2 Hy &R Al il
GigabitEthernet1/0/3 43 L4 % .

2.6 BEENXH

. Device A:

#

interface Bridge-Aggregationl
port link-type trunk
port trunk permt vlian all

#

nterface G gabitEthernet1/0/3
port |ink-node bridge

port |ink-type trunk

port trunk permt vlian all
port |ink-aggregation group 1
#

interface G gabitEthernet2/0/3
port |ink-node bridge



port |ink-type trunk
port trunk permt vlan al
port |ink-aggregation group 1
#
interface G gabitEthernet1/0/4
port |ink-node bridge
port |ink-type trunk
port trunk permt vlan 2
#

nterface G gabitEthernet2/0/4

port |ink-node bridge

port link-type trunk

port trunk permt vlan 3

#

| i nk-aggregation | oad-sharing node |ocal -first
#

. Device B:
Device B _HIMC & 145 Device A #17].

. Device C:

#

interface Bridge-Aggregationl
port link-type trunk
port trunk permt vlan al

#

nterface G gabitEthernet1/0/1
port |ink-node bridge
port link-type trunk
port trunk permt vlan al
port |ink-aggregation group 1
#
interface G gabitEthernet1/0/2
port |ink-node bridge
port link-type trunk
port trunk permt vlan al
port |ink-aggregation group 1
#

2.7 FHXER

o UREE “TEEAR-LIKMIZMECERRS” P IR IR A
o JURMECE “ TRBOR-LUKMAL AT &S ) “ LURMBERR R 5.
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1 MSTP (RiRFAL E 157
1.1 &

A ZEH44 MSTP (Multiple Spanning Tree Protocol, %4 KL & 7.
1.2 HAMEEK

W 1 froR:

o MEHFTARAHEETFE—A MST 38, &1 M3 RiF VLAN 11~30 j#id.
e  Device A il Device B Ht%:2/= %4, Device C Hl Device D Nl R)/= %4 .

o BT T G BRI A I .

ZORIASACE MSTP JhRE, SEHL:

o MZETILEME,

. Device C fll Device D i VLAN 11~20 4 3 VLAN 21~30 R SCISAS[E4E #7473 Device
A Fl Device B, SZHLI & 1340 FIBE RS 4517

&1 MSTP BZ & 2B &

MST region

Device A Device B
——— Permit: VLAN 11 to 30 S

GE1/0/3 GE1/0/3

VLAN 11-20%# i <€— —p>
Device C VLAN 21-30%#i < — Device D

1.3 BEE B

BE TR BB T A — MST 8, 7EpTA & ERCEMRIK NS4

o ERUMI TAERER (B MSTP B, THECE)

o A& CRHIIEN test)

o BITYUN (BEA 0, THRELE)

e VLAN MR CABIH VLAN 11~20 Wb 3] MSTI 1, VLAN 21~30 Bdif 3] MSTI 2)



o AT MSTI 1A MSTI 2 4 1 _EATBEMAS [F] I B ARVE N TR %4, Bl & Device Ay MSTI
1 ##R#r, Device B N MSTI 2 [, 745, AHIHECE Device A, B. C. DfE MSTI0
FIPR S AR IR FEAR, A Device A N IST 3AR o 2 B 22 AN 2B RS2 # $h 1.3 B 2 oo

E2 & VLAN %R 894 pioid SEBI RS AT

0.7425-8a02-4c00 32768.0cda-41b1-d1c0 32768.7425-8a02-4c00  0.0cda-41b1-d1cO

32768.00e0-fc00-c518 32768.7425-8a0f-8000  32768.00e0-fc00-c518 32768.7425-8a0f-8000
VLAN 11-20%F W fIMSTI 1 VLAN 21-30%f M fIMSTI 2
0.7425-8a02-4c00 4096.0cda-41b1-d1c0O
O s
— R TSR BT D
-------- 52 i S BEL BT A i

32768.00e0-fc00-c518 36864.7425-8a0f-8000
HABVLANXS RZFFIMSTI O

1.4 B E T

1. Device A IR E

<Devi ceA> systemvi ew

[ DeviceA] vlian 11 to 30

[ DeviceA] interface range gigabitethernet 1/0/1 to gigabitethernet 1/0/3

[ DeviceA-if-range] port link-type trunk

[ DeviceA-if-range] port trunk permt vlian 11 to 30

[ DeviceA-if-range] quit

# L& MST 31384 4 test, #f VLAN 11~20 B %] MSTI 1, VLAN 21~30 B £] MSTI 2.

[ Devi ceA] stp region-configuration

[ Devi ceA-nst -regi on] regi on-nane test

[ Devi ceA-nst-region] instance 1 vlian 11 to 20

[ Devi ceA-nst-region] instance 2 vlian 21 to 30

[ Devi ceA-nst -regi on] active region-configuration
[ Devi ceA-nst-region] quit

# FLE AR MSTI O Al 1 (AR

[DeviceA] stp instance 0 to 1 root prinary

# 4 R T A AR O AL

[ Devi ceA] stp gl obal enable

# RIFBCE



[ Devi ceA] save force

2. Device B WL &

# G2 VLAN 11~30. K8& (1431 U AC B A Trunk 31 JF o 7F VLAN 11~30 i@id .

<Devi ceB> systemvi ew

[DeviceB] vlan 11 to 30

[ DeviceB] interface range gigabitethernet 1/0/1 to gigabitethernet 1/0/3

[ DeviceB-if-range] port |ink-type trunk

[ DeviceB-if-range] port trunk permt vlian 11 to 30

[ DeviceB-if-range] quit

# BCE MST 4 A test, K5 VLAN 11~20 B2 MSTI 1, VLAN 21~30 i 3] MSTI 2.

[ Devi ceB] stp region-configuration

[ Devi ceB-nst -regi on] regi on-nane test

[ DeviceB-nst-region] instance 1 vlian 11 to 20

[ DeviceB-nst-region] instance 2 vlian 21 to 30

[ Devi ceB-nst-regi on] active region-configuration
[ Devi ceB-nst-region] quit

# BCE AR RSN MSTI 2 R, LA MSTI O [ 5 iR r

[ DeviceB] stp instance 2 root prinmary
[ DeviceB] stp instance 0 root secondary

# 4 R T A AR RO AL
[ Devi ceB] stp gl obal enable

# RIFBCE

[ Devi ceB] save force

3. Device C UL E

# Q4 VLAN 11~30. R /2% I HECE O Trunk I 9 S0 VF VLAN 11~30 i

<Devi ceC> systemvi ew

[DeviceC] vlian 11 to 30

[DeviceC] interface range gigabitethernet 1/0/1 to gigabitethernet 1/0/2

[ DeviceCif-range] port link-type trunk

[DeviceCif-range] port trunk permt vlian 11 to 30

[ DeviceCif-range] quit

# L& MST 31384 test, #F VLAN 11~20 B %] MSTI 1, VLAN 21~30 BLSf£] MSTI 2.

[ Devi ceC] stp region-configuration

[ Devi ceC-nst -regi on] regi on-nane test

[ DeviceC-nst-region] instance 1 vian 11 to 20

[ DeviceC-nst-region] instance 2 vlian 21 to 30

[ Devi ceC-nst -regi on] active region-configuration
[ Devi ceC-nst-region] quit

# 4 R T A AR RO AL

[ DeviceC] stp gl obal enable

# RIFBCE

[ Devi ceC] save force



4. Device D IBC &
# 6% VLAN 11~30. #5225 1025 b 1 C B A Trunk ¥ 1 9 701 VLAN 11~30 @it .

<Devi ceD> systemvi ew

[DeviceD] vlan 11 to 30

[DeviceD] interface range gigabitethernet 1/0/1 to gigabitethernet 1/0/2

[ DeviceD-if-range] port |ink-type trunk

[ DeviceD-if-range] port trunk permt vlian 11 to 30

[ DeviceD-if-range] quit

# LB MST I8 4 0 test, F VLAN 11~20 B %] MSTI 1, VLAN 21~30 B £] MSTI 2.
[ Devi ceD] stp region-configuration

[ Devi ceD-nst -regi on] regi on-nane test

[ DeviceD-nst-region] instance 1 vlian 11 to 20

[ DeviceD-nst-region] instance 2 vlian 21 to 30

[ Devi ceD-nst -regi on] active region-configuration

[ Devi ceD-nst-region] quit

# lC B AW AE MSTI 0 KL 200N 36864, MMl 45 B £ 7£ MSTI 0 f1E %5 44T~ Device C(Device
C i sk /a2 32768).

[DeviceD] stp instance O priority 36864

# 4 R T A AR RO AL

[ Devi ceD] stp gl obal enable

# RIFBCE

[ Devi ceD] save force

1.5 WitACE

1. ERE AN EAHRIMER
# £1 & Device A LA Rb i 7 245
[ Devi ceA] display stp brief

MST ID  Port Role STP State Protection
0 G gabi tEthernet 1/0/ 1 DESI FORWARDI NG NONE
0 G gabi t Et hernet 1/ 0/ 2 DESI FORWARDI NG NONE
0 G gabi t Et hernet 1/0/ 3 DESI FORWARDI NG NONE
1 G gabi tEt hernet 1/0/ 1 DESI FORWARDI NG NONE
1 G gabi t Et hernet 1/ 0/ 2 DESI FORWARDI NG NONE
1 G gabi t Et hernet 1/ 0/ 3 DESI FORWARDI NG NONE
2 G gabi t Et hernet 1/ 0/ 1 ALTE FORWARDI NG NONE
2 G gabi t Et hernet 1/ 0/ 2 DESI FORWARDI NG NONE
2 G gabi t Et hernet 1/ 0/ 3 ROOT FORWARDI NG NONE

# & Device B /A plb 1 i EA5 B
[ DeviceB] display stp brief

MST ID  Port Role STP State Protection
0 G gabi tEthernet1/0/1 DESI FORWARDI NG NONE
0 G gabi t Et hernet 1/ 0/ 2 DESI FORWARDI NG NONE
0 G gabi t Et hernet 1/ 0/ 3 ROOT FORWARDI NG NONE
1 G gabi tEthernet1/0/1 DESI FORWARDI NG NONE



1 G gabi t Et hernet 1/ 0/ 2 ALTE FORWARDI NG NONE
1 G gabi t Ethernet 1/0/ 3 ROOT FORWARDI NG NONE
2 G gabi tEt hernet 1/0/ 1 DESI FORWARDI NG NONE
2 G gabi t Et hernet 1/ 0/ 2 DESI FORWARDI NG NONE
2 G gabi t Ethernet 1/ 0/ 3 DESI FORWARDI NG NONE

# & Device C A b 0 1 245 2.
[ DeviceC] display stp brief

MST ID  Port Role STP State Protection
0 G gabi tEthernet1/0/1 ROOT FORWARDI NG NONE
0 G gabi t Et her net 1/ 0/ 2 ALTE DI SCARDI NG NONE
1 G gabi tEthernet 1/0/ 1 ROOT FORWARDI NG NONE
1 G gabi t Et hernet 1/ 0/ 2 DESI DI SCARDI NG NONE
2 G gabi tEthernet1/0/1 DESI DI SCARDI NG NONE
2 G gabi t Et hernet 1/ 0/ 2 ROOT FORWARDI NG NONE

# 757 Device D b/ pib i ) A5 H
[ Devi ceD] display stp brief

MST ID  Port Role STP State Prot ection
0 G gabi t Ethernet 1/0/ 1 ALTE DI SCARDI NG NONE
0 G gabi t Et hernet 1/ 0/ 2 ROOT FORWARDI NG NONE
1 G gabi t Et hernet 1/ 0/ 1 ALTE DI SCARDI NG NONE
1 G gabi t Et hernet 1/ 0/ 2 ROOT FORWARDI NG NONE
2 G gabi tEthernet 1/0/ 1 ROOT FORWARDI NG NONE
2 G gabi t Et her net 1/ 0/ 2 ALTE DI SCARDI NG NONE

g Fik BonfE A Alternate I (FHZEdR 1), AILAZHI % VLAN Bt MSTI 14 4h,
15 1. K 3R,

&3 MSTI 0~2 B93RN

Q) s

— RIS BHLIT O B

-------- S LT

® [HZEmN

VLAN 11-20%} M fIMSTI 1 VLAN 21-30%} ¥ [FIMSTI 2

A LLEF|, Device C #1 Device D ] VLAN 11~20 #3C A1 VLAN 21~30 $RSCHSANE 1 AT 5 iR 55
K MZEHTE EZ .



2. WIS &1 ThEE
# 5G4 Device C i I GigabitEthernet1/0/1 (iX /2 Device C #£ MSTI 0~1 w1 (#) AT 8E RS BT 7£ 3
D )0

[DeviceC] interface gigabitethernet 1/0/1
[ Devi ceC- G gabi t Et hernet 1/ 0/ 1] shut down

# 715 Device A, B. C. D A plibt e E(E H .
[ Devi ceA] display stp brief

MST ID  Port Role STP State Protection
0 G gabi t Et hernet 1/ 0/ 2 DESI FORWARDI NG NONE
0 G gabi t Et hernet 1/ 0/ 3 DESI FORWARDI NG NONE
1 G gabi t Et hernet 1/ 0/ 2 DESI FORWARDI NG NONE
1 G gabi t Et hernet 1/0/ 3 DESI FORWARDI NG NONE
2 G gabi t Et hernet 1/ 0/ 2 DESI FORWARDI NG NONE
2 G gabi t Et hernet 1/ 0/ 3 ROOT FORWARDI NG NONE
[ DeviceB] display stp brief
MST ID Port Role STP State Protection
0 G gabi tEt hernet1/0/1 DESI FORWARDI NG NONE
0 G gabi t Et hernet 1/ 0/ 2 DESI FORWARDI NG NONE
0 G gabi t Et hernet 1/0/ 3 ROOT FORWARDI NG NONE
1 G gabi tEt hernet 1/0/ 1 DESI FORWARDI NG NONE
1 G gabi t Et hernet 1/ 0/ 2 DESI FORWARDI NG NONE
1 G gabi t Et hernet 1/0/ 3 ROOT FORWARDI NG NONE
2 G gabi tEthernet1/0/1 DESI FORWARDI NG NONE
2 G gabi t Et hernet 1/ 0/ 2 DESI FORWARDI NG NONE
2 G gabi t Et hernet 1/ 0/ 3 DESI FORWARDI NG NONE
[ DeviceC] display stp brief
MST ID  Port Role STP State Protection
0 G gabi t Et hernet 1/ 0/ 2 ROOT FORWARDI NG NONE
1 G gabi t Et hernet 1/ 0/ 2 ROOT FORWARDI NG NONE
2 G gabi t Et hernet 1/ 0/ 2 ROOT FORWARDI NG NONE
[ Devi ceD] display stp brief
MST ID  Port Role STP State Protection
0 G gabi t Ethernet 1/ 0/ 1 ALTE DI SCARDI NG NONE
0 G gabi t Et hernet 1/ 0/ 2 ROOT FORWARDI NG NONE
1 G gabi t Et hernet 1/ 0/ 1 ALTE DI SCARDI NG NONE
1 G gabi t Et hernet 1/ 0/ 2 ROOT FORWARDI NG NONE
2 G gabi tEt hernet 1/0/ 1 ROOT FORWARDI NG NONE
2 G gabi t Et her net 1/ 0/ 2 ALTE DI SCARDI NG NONE

W Fik BonfE Bh i Alternate 5 11 (PHZENG 1), ATPAZH % VLAN Bty MSTI 3035,
2. B 4 Ffis.



E4 FEEEREFE MSTI 0~2 BU#aih

O s
{ GEL/0/1

CERTAN SR AL BN )

\GEVOL e IS REL BT F B

® P93 11

VLAN 11-20%f B [FJMSTI 1 VLAN 21-30%} S fJMSTI 2

AILLE F, Device C 7E MSTI 0~1 Hr i) AT HE R B fE 3 H AR J6 1) GigabitEthernet1/0/1 Y# Ay
GigabitEthernet1/0/2.

1.6 BCEXH

. Device A:

#

vian 1

#

vlian 11 to 30

#

stp region-configuration
regi on- nanme test
instance 1 vlan 11 to 20
instance 2 vlan 21 to 30
active region-configuration

#
stp instance 0 to 1 root prinmary
stp gl obal enable

#

interface G gabitEthernet1/0/1
port |ink-node bridge
port link-type trunk
port trunk permit vian 1 11 to 30

#

interface G gabitEthernet1/0/2
port |ink-node bridge
port link-type trunk



port trunk permt vian 1 11 to 30
#
interface G gabitEthernet1/0/3
port |ink-node bridge
port |ink-type trunk
port trunk permt vian 1 11 to 30

. Device B :

#
vlian 1
#
vlan 11 to 30
#
stp region-configuration
regi on- nane test
instance 1 vlan 11 to 20
instance 2 vlan 21 to 30
active region-configuration
#
stp instance 0 root secondary
stp instance 2 root primary
stp gl obal enable
#
interface G gabitEthernet1/0/1
port |ink-node bridge
port link-type trunk
port trunk permit vian 1 11 to 30
#
interface G gabitEthernet1/0/2
port |ink-node bridge
port link-type trunk
port trunk permt vian 1 11 to 30
#
interface G gabitEthernet1/0/3
port |ink-node bridge
port |ink-type trunk
port trunk permt vian 1 11 to 30

. Device C:

#

vlian 1

#

vlian 11 to 30

#

stp regi on-configuration
regi on- nane test
instance 1 vlan 11 to 20
instance 2 vlan 21 to 30
active region-configuration



stp gl obal enable
#
interface G gabitEthernet1/0/1
port |ink-node bridge
port |ink-type trunk
port trunk permt vian 1 11 to 30
#
interface G gabitEthernet1/0/2
port |ink-node bridge
port |ink-type trunk
port trunk permt vian 1 11 to 30

. Device D :

#

vlian 1

#

vlian 11 to 30

#

stp regi on-configuration
regi on- nane test
instance 1 vlan 11 to 20
instance 2 vlan 21 to 30
active region-configuration

#
stp instance O priority 36864
stp gl obal enable

#

interface G gabitEthernet1/0/1
port |ink-node bridge
port |ink-type trunk
port trunk permt vian 1 11 to 30

#

interface G gabitEthernet1/0/2
port |ink-node bridge
port link-type trunk
port trunk permit vian 1 11 to 30

1.7 tHHEER

o JUAMICE “TRBOR-LURMIHECE SRS ) AR
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i

1 B¢ E DHCP fR%2

1.1 &9y

7SO EE 1Pv4 Hutik

I

AR EH B E 2 O TAEAE DHCP RS2, SEBlahA 0 HL IPv4 Huhk i) 77 v .
1.2 AWK

W12 B 1R, AFEZBHUECNZ AN, DUE 75 BAEAZ O A L B4 34 VLAN MIEX,

HostA. Host B Al Host C 73 %lJ& T VLAN 5. VLAN 6 #il VLAN 7, ZERAEAZHHL i E DHCP Ik

FAIIRe, g ENLGECAS R N B 1P ik

e {EX DHCP AR5 %31 Switch A/ 192.168.5.0/24. 192.168.6.0/24 F1 192.168.7.0/24 H1[¥]
& PN TG 1P Mk

e Switch B1=/ VLAN #£, VLAN #:[1 5. VLAN #2116 fil VLAN #0 7 §ystht 23 5N
192.168.5.254/24. 192.168.6.254/24 1 192.168.7.254/24;

. 192.168.5.0/24 M EX N ) DNS k45 2sihhit A 192.168.5.100/24, W< HHhk A
192.168.5.254/24;

. 192.168.6.0/24 M EX N ) DNS k45 2sihhi A 192.168.6.100/24, W5k A
192.168.6.254/24;

. 192.168.7.0/24 M B N ) DNS k55 #s il A 192.168.7.100/24, W5 K HE A
192.168.7.254/24.,

&1 DHCP R z5RC EZHME]

Switch

GE1/0/5 GE1/0/7

GE1/0/6

&

Host A Host B Host C
VLAN 5 VLAN 6 VLAN 7

1.3 BLEXE

# P B 1 FT)E VLAN FIXE R VLAN 42 116 1P ik, 1P bk RIS VLAN F R S .
<Swi tch> system vi ew

[Switch] vlian 5

[ Switch-vlan5] port gigabitEthernet 1/0/5

[Switch-vlan5] quit



[Switch]vlan 6

[Switch-vlan6] port gigabitEthernet 1/0/6

[Switch-vlan6] quit

[Switch]vlan 7

[Switch-vlan7] port gigabitEthernet 1/0/7

[Switch-vlan7] quit

[Switch] interface vlian-interface 5

[Switch-Vlan-interface5] ip address 192.168.5. 254 255. 255. 255.0
[Switch-VIan-interface5] quit

[Switch]interface vlan-interface 6

[Switch-Vlan-interface6] ip address 192.168.6.254 255. 255.255.0
[Switch-Vlan-interface6] quit

[Switch]interface vlan-interface 7

[Switch-Ml an-interface7] ip address 192.168.7.254 255.255.255.0
[Switch-M an-interface7] quit

#BLBEAS S HE K 1P il (DNS RS 2845, o Nkl

[ Switch] dhcp server forbidden-ip 192.168.5.100
[Switch] dhcp server forbidden-ip 192.168. 6. 100
[Switch] dhcp server forbidden-ip 192.168.7.100

# e E DHCP Hubljth 5, FH5KAN 192.168.5.0/24 W Ex N 2 it 4B 1P bk .

[Switch] dhcp server ip-pool 5

[ Swi t ch- dhcp-pool -5] network 192.168.5.0 mask 255. 255.255.0

[ Swi t ch- dhcp-pool -5] dns-1list 192.168.5. 100

[ Swi t ch- dhcp-pool -5] gateway-1ist 192.168. 5. 254

[ Swi t ch- dhcp-pool -5] quit

# L& DHCP Hilibyth 6, FISKA 192.168.6.0/24 W B3 1% 7 b 4 it 1P ko

[ Switch] dhcp server ip-pool 6

[ Swi t ch- dhcp-pool -6] network 192.168.6.0 mask 255. 255. 255.0

[ Swi t ch- dhcp-pool -6] dns-1list 192.168. 6. 100

[ Swi t ch- dhcp- pool - 6] gateway-1ist 192. 168. 6. 254

[ Swi t ch- dhcp-pool -6] quit

# LB DHCP Hubibyth 7, FISKA 192.168.7.0/24 BN 1% 7 i 4 e 1P ko

[ Switch] dhcp server ip-pool 7

[ Swi t ch-dhcp-pool -7] network 192.168.7.0 mask 255. 255.255.0
[ Swi t ch-dhcp-pool -7] dns-1list 192.168.7. 100

[ Swi t ch-dhcp-pool - 7] gateway-1ist 192.168. 7. 254

[ Swi t ch-dhcp-pool -7] quit

# JI'J5 DHCP JiR4s

[Switch] dhcp enable

# 8 VLAN #1115, 6 fil 7 T.{E7E DHCP fiR 55 281X

[Switch] interface vlian-interface 5
[Switch-M an-interface5] dhcp sel ect server
[Switch-Vlan-interface5] quit

[Switch] interface vlian-interface 6
[Switch-M an-interface6] dhcp sel ect server
[Switch-M an-interface6] quit



[Switch] interface vlan-interface 7
[Switch-M an-interface7] dhcp sel ect server
[Switch-VIan-interface7] quit

1.4 WiEACE

BCE SERE, 5+ 6+ 7 =AMMBR i il LA DHCP AR5 2 H1E 2IAH B B 1P Mk R o) 2 i
1. £/~ DHCP BRFZH/MELE
# 7R DHCP Ml 15 2.
[Switch] display dhcp server poo
Pool nanme: 5
Net wor k: 192.168.5.0 mask 255.255. 255.0
dns-list 192.168.5. 100
expired day 1 hour O mnute O second O
gateway-|ist 192.168.5. 254
I P-in-use threshol d 100
Pool nane: 6
Net wor k: 192.168. 6.0 mask 255.255. 255.0
dns-list 192.168.6. 100
expired day 1 hour O mnute O second O
gateway-|ist 192.168.6. 254
I P-in-use threshold 100
Pool nane: 7
Net wor k: 192.168.7.0 mask 255.255. 255.0
dns-list 192.168.7.100
expired day 1 hour O mnute O second O
gateway-|ist 192.168.7.254
I P-in-use threshold 100

2. B/~ DHCP BR&5=3/Y IP it EC(E 2

AW

# 7 DHCP b0 e 5 8. EE/RE R BT LA H DHCP RS & 0% 7 b7 B 1P Mk .
[Switch] display dhcp server ip-in-use
| P address Client-identifier/ Lease expiration Type
Har dwar e addr ess
192.168.5.1 0262- 1d36-1802- 00 Feb 18 10:41:21 2023 Auto(CO
3264- 2e30- 3130- 322d-
566¢c- 616e- 3130
192.168.6.1 0262- 1d3b- 7403- 00 Feb 18 10:41:17 2023 Auto(QO
192.168. 7.2 0262- 1d41- 8304- 00 Feb 18 10:41:41 2023 Auto(O

# 7~ DHCP Huhikvih (1 25 R b hiHE B

[Switch] display dhcp server free-ip
Pool nanme: 5
Net wor k: 192.168.5.0 nmask 255.255. 255.0
I P ranges from 192.168.5.2 to 192.168.5. 99
I P ranges from 192.168.5.101 to 192. 168. 5. 254



Pool nane: 6
Networ k: 192.168. 6.0 mask 255. 255. 255.0
IP ranges from 192.168.6.2 to 192. 168. 6. 99
I P ranges from 192.168.6.101 to 192. 168. 6. 254

Pool nane: 7
Networ k: 192.168.7.0 mask 255. 255. 255. 0
IP ranges from192.168.7.2 to 192.168.7.99
I P ranges from 192.168.7. 101 to 192. 168. 7. 254

# oA E‘Jﬂﬁhtf}[é%%,%o 3L 1P Mk R 28 A RO G, $AT A dir & AT LA R 2
LA ARG EF S Gl expi red T4 A DAL BALLA RO, S8 A 800N 1 K.
[Switch] display dhcp server expired

| P address Client-identifier/Hardware address Lease expiration

192.168.7.1 0262- 1d36-2703- 00 Feb 17 10:53:52 2023

3. /5% DHCP BR5E3HY IP Hullt HEC(E R
# I Fx DHCP fIIE RS A gr e E R . WEHPME THITA® S .

[Switch] quit

<Swi tch> reset dhcp server ip-in-use

# 7~ DHCP MR e (5 5. U & EAAALEA OGS B

<Swi t ch> di spl ay dhcp server ip-in-use

| P address Client-identifier/ Lease expiration Type
Har dwar e addr ess

# ERR AL S AR kg e (5 B WEER B N RUT A4
<Swi tch> reset dhcp server expired
# WoRFZ S A LR (5 B TR R EAAEAEAH S B .

<Swi tch> di spl ay dhcp server ip-in-use

o

| P address Client-identifier/ Lease expiration Type
Har dwar e addr ess

4. BRFN;ERR DHCP R :BHGIHER
# f7r DHCP RS as I ge it 5 .

<Swi tch> dis dhcp server statistics

Pool numnber: 3
Pool utilization: 0. 00%
Bi ndi ngs:
Aut omati c: 0
Manual : 0
Expi r ed: 3
Conflict: 0
Messages recei ved: 170
DHCPDI SCOVER: 57
DHCPREQUEST: 57
DHCPDECLI NE: 0
DHCPRELEASE: 56
DHCPI NFORM 0
BOOTPREQUEST: 0



# 5% DHCP IR 5523 Gtit 5 2

Messages sent:

DHCPOFFER
DHCPACK
DHCPNAK
BOOTPREPLY:

Bad Messages:

114
57
57
0
0
0
HEM LB N AT AL

oo

<Swi tch> reset dhcp server statistics
# J5F% DHCP JIk % 24 iHE

<Swi tch> dis dhcp server statistics

#

#

Pool
Pool

nunber:
utilization:

Bi ndi ngs:

Aut omati c:
Manual
Expi red

Conflict:

Messages recei ved

DHCPDI SCOVER
DHCPREQUEST:
DHCPDECLI NE
DHCPRELEASE
DHCPI NFORM
BOOTPREQUEST:

Messages sent:

DHCPOFFER:
DHCPACK:
DHCPNAK
BOOTPREPLY:

Bad Messages:

1.5 BeEXH

dhcp
dhcp
dhcp
dhcp

Switch:

enabl e
server
server
server

vian 5 to 7

#

dhcp server
gat eway- | i st

i p-pool 5

192.168. 5. 254

Ba, & EAEEMRGHE R

0.39%

O O O O OO O O OO O o oo o o w

f or bi dden-ip 192. 168. 5. 100
forbi dden-ip 192. 168. 6. 100
forbi dden-ip 192.168. 7. 100

network 192.168.5.0 mask 255.255. 255.0

dns-1i st
#

192. 168. 5. 100



dhcp server ip-pool 6
gateway-|ist 192.168. 6. 254
network 192.168.6.0 mask 255.255.255.0
dns-list 192.168.6.100
#
dhcp server ip-pool 7
gateway-|ist 192.168.7.254
network 192.168.7.0 mask 255.255. 255.0
dns-list 192.168.7.100
#
interface Vlan-interfaceb
i p address 192. 168. 5. 254 255. 255. 255. 0
dhcp sel ect server
#
interface VI an-interface6
i p address 192. 168. 6. 254 255. 255. 255. 0
dhcp sel ect server
#
interface Vlan-interface7
i p address 192. 168. 7. 254 255. 255. 255. 0
dhcp sel ect server
#
interface G gabitEthernet1/0/5
port |ink-node bridge
port access vlan 5
#
interface G gabitEthernet1/0/6
port |ink-node bridge
port access vlan 6
#
interface G gabitEthernet1/0/7
port |ink-node bridge
port access vlan 7
#

1.6 tHHEZEHR

o UMEE “ZEHAR-IPIARERS” I “DHCP”.
o UEELE “ZREHEAR-IPWEmASZSE” il “DHCP”.



2 BfE DHCP fgk
2.1 &N

A A BB E B O TAEAE DHCP th4kfis, 24 DHCP %% /7 i Al DHCP IR 5558 4b T AN [E147) 3 /K Bt
B, FHTseEl % Fosa] Lt DHCP H4k 5 DHCP RS- 2@ S, FRECIP il & HAbie BAE B .

2.2 AMEK

. DHCP % i i 46 W B 10.10.1.0/24, DHCP JRZ52% 1% 1P Hihk >y 10.1.1.1/24;
. T DHCP % /7 5 fll DHCP R 45 28 ANE Rl — M B, [, 75 BAE % P i T (E W B % B DHCP

Rk, DI ZE i) LN DHCP AR 45 23 H 1 21 10.10.1.0/24 W BH 1P ik f AH S fic B A5
H .

FIun

. Switch A £ DHCP kit i 1 (& T VLANL10) %35 DHCP 25 i I LE (N 4%, A8 #
HL VLAN #2110 10 {9 IP #idik >4 10.10.1.1/24, VLAN 4211 20 ) IP #ilik>N 10.1.1.2/24.

&2 DHCP 4k & 2H W [&]

DHCP client DHCP client

Vlan-int10 Vlan-int20
10.10.1.1/24 10.1.1.2/24

Vlan-int20
10.1.1.1/24
Switch A Switch B
DHCP relay agent DHCP server

DHCP client DHCP client

2.3 BLESR

e [iE DHCP %% Switch B
# )% VLAN #2 AT IP Hitik,

<Swi tchB> systemvi ew

[SwitchB] vlan 20

[ Swi t chB-vl an20] port gigabitEthernet 1/0/1

[ SwitchB-vl an20] quit

[SwitchB] interface vlan-interface 20
[SwitchB-Vlan-interface20] ip address 10.1.1.1 255.255.255.0
[ SwitchB-Vlan-interface20] quit

# I E DHCP Huliyth 5, FHSRAN 10.10.1.0/24 MBS N 2% P 5k 43 B 1P Hbdk .

[ SwitchB] dhcp server ip-pool 5
[ Swi t chB-dhcp-pool -5] network 10.10. 1.0 nmask 255.255.255.0

7



[ Swi t chB-dhcp- pool -5] dns-1ist 10.10.1.100

[ Swi t chB-dhcp- pool -5] gateway-list 10.10.1.1

[ Swi t chB- dhcp- pool -5] quit

# HC B DHCP 2 bt LI s A5 %

[SwitchB] ip route-static 10.10.1.0 24 10.1.1.2
# JFJ5 DHCP %%

[ SwitchB] dhcp enabl e

# ICE VLAN #2120 TAEE DHCP iR %5 2 #aX.

[SwitchB] interface vlan-interface 20
[SwitchB-Vlan-interface20] dhcp sel ect server
[SwitchB-Vlan-interface20] quit

. fic & DHCP H4k ¥ £ Switch A
# )% VLAN #2 A IP Hitik,

<Swi t chA> systemvi ew

[SwitchA] vlan 10

[ Swi t chA-vl an10] port gigabitEthernet 1/0/1

[ Swi t chA-vl anl0] quit

[SwitchA] vlan 20

[ Swi t chA-vl an20] port gigabitEthernet 1/0/2

[ Swi t chA-vl an20] quit

[SwitchA] interface vlan-interface 10

[ SwitchA-Vlan-interfacelO] ip address 10.10.1.1 255.255.255.0
[ SwitchA-Vlan-interfacelO] quit

[SwitchA] interface vlan-interface 20
[SwitchA-Vlan-interface20] ip address 10.1.1.2 255.255.255.0
[ SwitchA-Ml an-interface20] quit

# JT 5 DHCP k% .
[ Swi tchA] dhcp enabl e
# it B VLAN #2211 10 TAELE DHCP rhgkfii =t

[SwitchA] interface vlan-interface 10
[ SwitchA-Vl an-interfacelO] dhcp select relay

# Wi & DHCP JIR 55 #5 ik .
[ SwitchA-Ml an-interfacelO] dhcp relay server-address 10.1.1.1

2.4 WUFACE

fid & 56 %5, DHCP %% i nf BLidiE DHCP H4% . DHCP Ak 45 28 $ B IP Hbhik A /0 G BAS B o

# WO B4R 2 DHCP 45 #s btk (5 5 .
[ Swi tchA] displsy dhcp rel ay server-address

I nterface nane Server | P address Publ i ¢/ VRF nane G ass nane
VI an10 10.1.1.1 Y/ -- -

# ‘b7 DHCP k465 5. EERE R BT LAER DHCP RS &A% P i/ L 1P Mk
[ SwitchB] display dhcp server ip-in-use

| P address Client-identifier/ Lease expiration Type

8



Har dwar e addr ess
10.10.1.2 0036- 3232- 352e-3261- Feb 18 16:14:25 2023 Auto(Q)
3264- 2e30- 3130- 322d-
566¢- 616e- 3130
# J7x DHCP H 4k HAH Rk LS HE R -
[SwitchB] display dhcp relay statistics
DHCP packets dropped:
I ncorrect Message type:
Option Parsing failed:
Mac- check fail ed:
Ot her count:
DHCP packets received fromclients:
DHCPDI SCOVER:
DHCPREQUEST:
DHCPI NFORM
DHCPREL EASE:
DHCPDECLI NE:
BOOTPREQUEST:
DHCP packets received from servers:
DHCPOFFER:
DHCPACK:
DHCPNAK:
BOOTPREPLY:
DHCP packets rel ayed to servers:
DHCPDI SCOVER:
DHCPREQUEST:
DHCPI NFORM
DHCPREL EASE:
DHCPDECLI NE:
BOOTPREQUEST:
DHCP packets relayed to clients:
DHCPOFFER:
DHCPACK:
DHCPNAK:
BOOTPREPLY:
DHCP packets sent to servers:
DHCPDI SCOVER:
DHCPREQUEST:
DHCPI NFORM
DHCPREL EASE:
DHCPDECLI NE:
BOOTPREQUEST:
DHCP packets sent to clients:
DHCPOFFER:
DHCPACK:
DHCPNAK:
BOOTPREPLY:

# AP ME 4T reset dhep relay statistics w4, ALUERIZSGIHTER.

O O O O O O OO0 OO0 OO0 o o kFr P NMNOOOOFPF PFPMNMNOOPFPPFPDMNMNMOOOORP, P DNOOOODOo
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[SwitchB] quit
<Swi tchB> reset dhcp relay statistics
# FHREF s DHCP 4k ARG HE B .
[SwitchB] display dhcp relay statistics
DHCP packets dropped:
I ncorrect Message type:
Option Parsing failed:
Mac- check fail ed:
Ot her count:
DHCP packets received fromclients:
DHCPDI SCOVER:
DHCPREQUEST:
DHCPI NFORM
DHCPREL EASE:
DHCPDECLI NE:
BOOTPREQUEST:
DHCP packets received from servers:
DHCPOFFER:
DHCPACK:
DHCPNAK:
BOOTPREPLY:
DHCP packets rel ayed to servers:
DHCPDI SCOVER:
DHCPREQUEST:
DHCPI NFORM
DHCPREL EASE:
DHCPDECLI NE:
BOOTPREQUEST:
DHCP packets rel ayed to clients:
DHCPOFFER:
DHCPACK:
DHCPNAK:
BOOTPREPLY:
DHCP packets sent to servers:
DHCPDI SCOVER:
DHCPREQUEST:
DHCPI NFORM
DHCPREL EASE:
DHCPDECLI NE:
BOOTPREQUEST:
DHCP packets sent to clients:
DHCPOFFER:
DHCPACK:
DHCPNAK:
BOOTPREPLY:

O O O O O O O O O O OO O O O O O O O OO OO0 OO Oououob oo o o o oo oo o o oo
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2.5 BEENXH

) il & Switch B

#
dhcp enabl e
#
vl an 20
#

dhcp server ip-pool 5
gateway-1list 10.10.1.1
network 10.10.1.0 nask 255.255.255.0
dns-list 10.10.1.100
#
interface Vlan-interface20
ip address 10.1.1.1 255.255.255.0
dhcp sel ect server
#
interface G gabitEthernet1/0/1
port |ink-node bridge
port access vlan 20
#
ip route-static 10.10.1.0 24 10.1.1.2

fi & Switch A

dhcp enabl e
#
vl an 10
#
vl an 20
#
interface Vlan-interfacelO
i p address 10.10.1.1 255.255.255.0
dhcp sel ect rel ay
dhcp relay server-address 10.1.1.1
#
interface Vlan-interface20
i p address 10.1.1.2 255.255.255.0
#
interface G gabitEthernet1/0/1
port |ink-node bridge
port access vlan 10
#
interface G gabitEthernet1/0/2
port |ink-node bridge
port access vlan 20
#

11



2.6

HXFER

o UEELE “ZEHAR-IPIAERERS” I “DHCP”.
o JUEIELE “ZREHEAR-IPWEmASZSE” i) “DHCP”.
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3 EZE DHCP Snooping
3.1 &Y
AR E DHCP Snooping L AE R B B 5.

3.2 Mk

1 3.2 & 3 fiizr, Switch i it LUK T GigabitEthernet1/0/1 %4 51 &% DHCP %548, i@t LA

KM 1 GigabitEthernet1/0/3 % #:314E%: DHCP k%% %%, il id GigabitEthernet1/0/2 % %% DHCP

. ER

o5&k DHCP IR S S AHE i 10 0] LU & DHCP R4S a8 Fm iR SC, i Fe g 0 A &
DHCP IR 55 % [0 B4R 52«

e it3% DHCP-REQUEST i SCAME L3 i 1)) DHCP-ACK i 3CH DHCP 7% /3 1P ik &%
MAC Hihik 145 € 15 2. .

[Z13 DHCP Snooping Fic. & £H % &

DHCP server

Switch
DHCP snooping

GE1/0/3

Unauthorized
DHCP server

3.3 BLEFR

# 4= J5 7T )5 DHCP Snooping Zhfit .

<Swi tch> system vi ew

[ Switch] dhcp snoopi ng enabl e

# X E GigabitEthernet1/0/1 % 1 {5 4F5 .
[Switch] interface gigabitethernet 1/0/1

[ Swi t ch- G gabi t Et hernet 1/ 0/ 1] dhcp snoopi ng trust
[ Switch-G gabit Ethernet1/0/1] quit

# 1t GigabitEthernet1/0/2 -7 J5 DHCP Snooping & IiIIfE

[Switch] interface gigabitethernet 1/0/2
[ Swi t ch- G gabi t Et hernet 1/ 0/ 2] dhcp snoopi ng bi nding record
[ Swi tch-G gabi t Et hernet 1/ 0/ 2] quit

13



3.4 WnFfAcE

HCH 585, DHCP % i A B Gk DHCP k4523 3K IP MbbE AL B RCE (S 2, 4E3% DHCP fik
%280V DHCP & 7 unsric 1P sk fi A EE S . B display dhcp snoopi ng
bi ndi ng A £ #FRELE] ) DHCP Snooping & i, &/ F MK F#47 reset dhcp snoopi ng
bi ndi ng w4, A LLEFR DHCP Snooping K5

3.5 BEENH

#
dhcp snoopi ng enabl e
#
interface G gabitEthernet1/0/1
port |ink-node bridge
dhcp snoopi ng trust
#
interface G gabitEthernet1/0/2
port |ink-node bridge
dhcp snoopi ng binding record
#

3.6 HXZHEH

o JUAME “ZREAR-IPAFSECESRT” K “DHCP”.
o JUAMIE “Z=RER-IP WS @mLSE” ) “DHCP”,
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4 BgE DHCPV6 FRSB e8NS EE 1Pv6 itk

4.1

M

REHNHECE % D TAEE DHCPV6 552555, SZISAS A IPve sk i 75 v .

4.2 AR

WE 4 Frw, ASHHUERA 2% ST DG B % . Bi B A bl [ TAE7E DHCPV6 IR %5 23 15,

JHHC B HuhbmT 4820 Bic /72, AT A FEHL Host A A Host B [ 140 BC IPV6 Hihik. AN R B i FEHLIE

it 1Pv6 A I BV 1)

. Host A. Host B. Switch A Fll Switch B 2 [a]ii ik DA W s AT, 4 DA 9t 143 AN A
M VLAN B, 7£ VLAN 4Z 11 FECE 1Pve Hihilk, 56Uk ez [ i B

o TCE VLAN#: [ TAEAE DHCPV6 iR 5 #1555, JF 51 ki, AT 29 4L E 273 BC IPV6 Hidilk .

e {E Switch A fl Switch B it & IPv6 FiAS B HT, ST W B Hd .

El4 sh7S5EC IPv6 Hiiik2E R [E

Vlan-int3 Vlan-int2 Vlan-int2 Vian-int3
2001::1/64 3001::1/64 3001::2/64 4001::1/64
GE1/0/2 GE1/0/1 GE1/0/1 GE1/0/2
Host A Switch A Switch B Host B

43 ILEDTE

1. fig & Switch A
# 0% VLAN, 7F VLAN I S 3 1 o

<Swi t chA> systemvi ew

[SwitchA] vlan 3

[ Swi tchA-vl an3] port gigabitethernet 1/0/2
[ SwitchA-vlan3] quit

[SwitchA] vlian 2

[ Swi tchA-vl an2] port gigabitethernet 1/0/1
[ SwitchA-vlan2] quit

# T LI E VLAN 3211 2 4R L
[SwitchA] interface vlan-interface 2

[ SwitchA-Vl an-interface2] ipv6 address 3001::1/64
[SwitchA-Vlan-interface2] quit

# T LH5E VLAN #2113 A sk fitbit, Jf fevr kA RAH S

[SwitchA] interface vlan-interface 3
[ SwitchA-Vlan-interface3] ipv6 address 2001::1/64
[ SwitchA-Vlan-interface3] undo ipv6é nd ra halt

# L& VLAN £ 3 5| DHCP Huhikith..
[SwitchA-Vlan-interface3] ipv6e dhcp server apply pool 1 allow hint rapid-conmt

15



# MBI E LB BN 1, B ENLET DHCPV6 JIRSS 25 3KHL 1Pv6 Hitik. FeE HALE B
B RGN 1, RIEHLIEE DHCPV6 IR 5543 3K B 1Pv6 Hiuhik LAAM) HAtAZ B
[SwitchA-Vlan-interface3] ipv6é nd autoconfig managed-address-fl ag
[SwitchA-Vlan-interface3] ipv6 nd autoconfig other-flag

# I & #2211 VLAN 10 3 TA/ETE DHCPV6 R 45 28520 .

[SwitchA-Vl an-interface3] ipv6 dhcp sel ect server
[SwitchA-Vlan-interface3] quit

# I & DHCPV6 Hifibith 1.

[ SwitchA] ipv6 dhcp pool 1

[ Swi t chA- dhcp6- pool - 1] network 2001::/64

[ Swi t chA-dhcp6- pool -1] dns-server 1::1

[ Swi t chA-dhcp6- pool -1] quit

# ML E IPv6 Bkl , 1% it B HhhE Sy 4001::/64, F—BkHihk Ay 3001::2.
[SwitchA] ipv6 route-static 4001:: 64 3001::2

# ORI E

[ Swi t chA] save force

2. Bt & Switch B
# 67 VLAN, 7£ VLAN HI 0 B R 1.

<Swi t chB> systemvi ew

[SwitchB] vlian 2

[ SwitchB-vlan2] port gigabitethernet 1/0/1
[ SwitchB-vlan2] quit

[SwitchB] vlan 3

[ SwitchB-vl an3] port gigabitethernet 1/0/2
[SwitchB-vlan3] quit

# T L€ VLAN #2112 ()4 sR it

[SwitchB] interface vlan-interface 2
[SwitchB-Vl an-interface2] ipv6 address 3001::2/64
[SwitchB-Vlan-interface2] quit

# T L4RE VLAN 42 1 3 fepR sk, JERvr ki RAHE.
[SwitchB] interface vlan-interface 3

[SwitchB-Vlan-interface3] ipv6 address 4001::1/64
[SwitchB-Vlan-interface3] undo ipv6é nd ra halt

# MC & VLAN #2111 3 5] i DHCP Hhiikith.

[SwitchB-Vlan-interface3] ipv6é dhcp server apply pool 1 allow hint rapid-conmt

# B E LB BN 1, B ENLET DHCPV6 JIRSS 25 3KHL 1Pv6 Hitik. FeE HALE B
B RGN 1, RIEHLIET DHCPV6 IR 5543 3K B 1Pv6 skl AAM) HAtAE B

[SwitchB-Vlan-interface3] ipv6é nd autoconfig managed-address-fl ag
[SwitchB-Vlan-interface3] ipv6 nd autoconfig other-flag

# I & #2210 VLAN 10 3 TA/ETE DHCPV6 IR 45 28520 .

[SwitchB-Vl an-interface3] ipv6 dhcp sel ect server
[SwitchB-Vlan-interface3] quit

# I & DHCPV6 Hifibith 1.
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[SwitchB] ipv6 dhcp pool 1

[ Swi t chB-dhcp6- pool -1] network 4001::/64

[ Swi t chB-dhcp6- pool -1] dns-server 1::1

[ Swi t chB-dhcp6- pool -1] quit

# BCE IPv6 S, 8t H A 2001::/64, K —#kibhl v 3001::1.
[SwitchB] ipv6 route-static 2001:: 64 3001::1

# RATFICE

[ SwitchB] save force

3. B & Host A
£ Host A 222 IPv6, JFACE H3h3RI IPV6 M.
4. Bt & Host B
£ Host B _E22%% IPv6, JFHCHE HAI3REL IPv6 Hilik.

4.4 BFREE

1. 7~ DHCPv6 FRES B E
# 7~ DHCPv6 Hutibyh {5
[ SwitchA] display ipv6 dhcp server ip-in-use
DHCPv6 pool: 1
Net wor k: 2001::/64
Preferred lifeti me 604800 seconds, valid lifetime 2592000 seconds
DNS server addresses:
1::1
I P-in-use threshol d: 100
PD-i n-use threshol d: 100

# SoREED F Y DHCPVE IR %4 = B,

[ Swi tchA] displsy ipvé dhcp server
Interface Pool
Vl an-interfacel 1

2. BRFN;ER DHCPV6 BR SEsRIthit 45 E (52
# 1£ Switch A - #7& DHCPV6 Ik 55 2% 9% - b 4 FL ) IPv6 Hihik
[ SwitchA] display ipv6é dhcp server ip-in-use

Pool : 1
| Pv6 address Type Lease expiration
2001::2 Aut o( C) Sep 30 11:45:07 2021

# M Switch A 7 F i 1 GigabitEthernet1/0/2 FI4EJEE K .
[ Swi tchA] display ipv6 neighbors interface gigabitethernet 1/0/2

Type: S-Static D- Dynami c O Openf | ow R-Rul e IS-Invalid static

| Pv6 address MAC addr ess VLAN VS| Interface State T Aging
2001::2 b025- 0b54- 0106 - - GE1/ 0/ 2 REACH D 29
FE8O: : B225: BFF: FE54: 106  b025- 0b54- 0106 - - GE1/ 0/ 2 REACH D 18

E ET S ST PA%NIE Host A F3R1E 1) IPve 4 BR &bk >y 2001::2,
# o2 Y DHCPV6 Hili 482 (E B,
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[ Swi tchA] display ipvé dhcp server expired
| Pv6 address DUl D Lease expiration
2001::3 0262- 9ead- ab03- 00 Feb 17 17:09: 02 2023

# 5Kk DHCPvV6 11 1E A HuhE 26 e A S HuhE g0 e (5 B . IR EH DHCPV6 IR %545 A% F i 7 Bic
1) 1Pv6 Hihlk

[ SwitchA] quit
<Swi t chA> reset ipv6 dhcp server ip-in-use

<Swi t chA> di splay ipv6 dhcp server ip-in-use
# 5% DHCPV6 [11E

-
==

FERE R ML) DHCPV6 Huhk 48 5E

<Swi t chA> reset ipv6 dhcp server expired
<Swi t chA> | Pv6 address DUl D Lease expiration

3. B/RFN;EFR DHCPV6 RS HRIRCI LG ER
# i~ DHCPV6 RS54 I &5 B o

<Swi t chA> di spl sy ipv6 dhcp server statistics
Bi ndi ngs:
| p-in-use
Pd-i n-use
Expi red
Conflict
Packets received
Solicit
Request
Confirm
Renew
Rebi nd
Rel ease
Decl i ne
I nf or mati on-request

 — O O

N
N

Rel ay- f orwar d

O O O O 0 O O O 0w ™

Packet s dr opped
Packets sent

o N
N

Advertise
Reconfi gure :
Reply .16
Rel ay-reply 0

# EH P FIT reset ipve dhcp server statistics w4, W LUERIZSEITHER.

<Swi t chA> reset ipv6 dhcp server statistics
<Swi t chA> display ipv6 dhcp server statistics
Bi ndi ngs:
| p-in-use
Pd-in-use
Expi red
Conflict
Packets received
Solicit

o O »r B O O
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Request

Confirm

Renew

Rebi nd

Rel ease

Decl i ne

I nf or mati on-request

Rel ay- f orwar d
Packet s dr opped
Packet s sent

Advertise

Reconfi gure

Repl y

Rel ay-reply 0
# {f Switch B L% & DHCPv6 EE%%‘&ﬁEF Ui L 1PV6 Mk

[SwitchB] display ipv6é dhcp server ip-in-use

O O O O OO OO0 oo oo o

Pool : 1
| Pv6 address Type Lease expiration
4001:: 2 Aut o( C) Sep 30 14:05:49 2021

# M Switch B _F#F % I GigabitEthernet1/0/2 (141515 B .
[SwitchB] display ipv6 neighbors interface gigabitethernet 1/0/2

Type: S-Static D- Dynami c O Openf | ow R-Rul e IS-Invalid static

| Pv6 address MAC addr ess VLAN VSI Interface State T Aging
4001:: 2 b043-5415- 0406 - - GE1/ 0/ 2 REACH D 3
FE80: : B243: 54FF: FE15: 406 b043-5415- 0406 - - CGE1/ 0/ 2 REACH D 44

I FEAE BT LAENE Host B 3R 1 IPve 43k S ik g 4001::2.
M Host A Lt a] P ping il Host B, iEREA1& BB .

4.5 BLEXXH

. Switch A:
#

vian 2 to 3

#

i pv6 dhcp pool 1
net work 2001::/64
dns-server 1::1
#
interface Vlan-interface3
i pv6 dhcp sel ect server
i pv6 dhcp server apply pool 1 allowhint rapid-comit
i pv6 address 2001::1/64
i pv6 nd autoconfig nmanaged- address-fl ag
i pv6 nd autoconfig other-flag
undo ipv6 nd ra halt
#
interface Vlan-interface2

19



i pv6 address 3001::1/64

#

interface G gabitEthernet1/0/1
port |ink-node bridge
port access vlan 2

#

interface G gabitEthernet1/0/2
port |ink-node bridge
port access vlan 3

#
i pv6 route-static 4001:: 64 3001::2
#
. Switch B :
#
vian 2 to 3
#

i pv6 dhcp pool 1
net wor k 4001::/64
dns-server 1::1
#
interface Vlan-interface2
i pv6 address 3001::2/ 64
#
interface Vlan-interface3
i pv6 dhcp sel ect server
i pv6 dhcp server apply pool 1 allowhint rapid-comit
i pv6 address 4001::1/64
i pv6 nd autoconfig nmanaged-address-fl ag
i pv6 nd autoconfig other-flag
undo ipv6 nd ra halt
#
interface G gabitEthernet1/0/1
port |ink-node bridge
port access vlan 2
#
interface G gabitEthernetl/0/2
port |ink-node bridge
port access vlan 3
#
i pv6 route-static 2001:: 64 3001::1
#

4.6 tHHEXER
o  EMEE “ZEHEHAR-IPIWSHEERS” HH “DHCPV6E”.

o ELE “ZEEAR-IP WSS SE” ) “DHCPVE”
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1 BLE OSPF 5| ABia &%/ MR H
1.1 1E9r

KEHIN-4 OSPF 51 N B IR RSN H I E T
1.2 HMEEK

K 1 fi7x, Switch AL Switch B. Switch C 1 Switch D iz47 OSPF; Switch C 1 Switch E iz47
FAKE. BIMEBRSN SN 3 M. BARNHFERINT:

. Switch A #1 Switch B /£y ABR k% & X I8 [A] ¥ %
o Switch C{EJy ASBR I NSRS H (i) , BOREK R ST IEHHIE AS NALHE.
Ell OSPF 3IANBRFRSGIMERER LA E]

Switch A Area 0 Switch B

GE1/0/1 GE1/01
Vlan-int100 Vlan-int100
192.168.0.1/24 192.168.0.2/24

GE1/0/2
Vlan-int200 Vlan-int200

192.168.1.1/24

Areal [oe1/02 Area 2
Vlan-int200 Vlan-int200
Switch CaL 197 168.1.2/24 192.168.2.2/2 Switch D

GE1/0/1
Vlan-int300
172.16.1.1/24

GE1/0/1
Vlan-int300
172.16.1.2/24

Vlan-int400 Host B
0.10.10.1/24 172.17.1.2/24

10.10.10.2/24
1.3 BIEMX
W& Router ID B OH P hhl o) 3 AR X
PIEPEH: GELO MEt: 192.168.0.0/24
VLAN: 100

Xi#: area 0
IP Hhihl: 192.168.0.1/24

YIFEEL . GE1/0/2
VLAN: 200
IP Hihl: 192.168.1.1/24

Switch A 1111

PEE: 192.168.1.0/24
Xi#: areal




B Router ID BECTAT IP Hbdik x| 5 R X 2,

YIFEC: GEL/0/1
VLAN: 100
IP Hifik: 192.168.0.2/24

M Ex: 192.168.0.0/24
[Xi#: area 0
Switch B 2.2.2.2

YIFE . GEL/0/2
VLAN: 200
IP #hhl: 192.168.2.1/24

PEE: 192.168.2.0/24
Xi%: area?2

YIFEEL . GE1/0/1
VLAN: 300
IP Huhlk: 172.16.1.1/24

M EE: 172.16.1.0/24
Xi#: areal
SwitchC | 3.3.3.3

YIFE . GEL/0/2
VLAN: 200
IP #hhl: 192.168.1.2/24

PE: 192.168.1.0/24
[Xi#: area 1l

YIEEEEL. GE1/0/1
VLAN: 300
IP Hudik: 172.17.1.1/24

MEL: 172.17.1.0/24
Xi#: area 2
SwitchD | 4.4.4.4

YIEEEEL . GE1/0/2
VLAN: 200
IP Hihil: 192.168.2.2/24

M Ex: 192.168.2.0/24
Xid: area 2

YL GE1/0/1
VLAN: 300 PEE: 172.16.1.0/24
IP Hhdik: 172.16.1.2/24

Switch E -
YIEEEE . GEL/0/2
VLAN: 400 M E%: 10.10.10.0/24
IP Hohk: 10.10.10.1/24
Host A - IP iht: 10.10.10.2/24 M E%: 10.10.10.0/24
Host B - IP Huht: 172.17.1.2/24 KB 172.17.1.0/24

1.4 ILELE

1. Switch A BIECE

# A1 VLAN 100 11 VLAN 200, ¥4 11 GE1/0/1 i\ VLAN 100. #11 GE1/0/2 i\ VLAN 200,
FERCE VLAN 100 7] IP Hihik Ay 192.168.0.1/24, VLAN 200 (17 IP itk 192.168.1.1/24.

<Swi tch A> systemvi ew

[Switch A] vlian 100

[Switch A-vlanl00] port gigabitethernet 1/0/1
[Switch A-vlanl00] quit



[Switch A] vlan 200

[Switch A-vlan200] port gigabitethernet 1/0/2

[Switch A-vlan200] quit

[Switch A] interface vlan 100

[Switch A-M an-interfacelO0] ip address 192.168.0.1 255.255.255.0
[Switch A-M an-interfacel00] quit

[Switch A] interface vlan 200

[Switch A-M an-interface200] ip address 192.168.1.1 255. 255, 255.0
[Switch A-M an-interface200] quit

# fic B 427 Router ID 4 1.1.1.1,

[Switch Al router id 1.1.1.1

# JE 7)) OSPF #HFE 1, fil @ X 1k 0, il 192.168.0.0/24 M B; G X 1, HiE 7 192.168.1.0/24
Iﬁ]&o

[Switch Al ospf 1

[Switch A-ospf-1] area O

[Switch A-ospf-1-area-0.0.0.0] network 192.168.0.0 0.0.0. 255

[Switch
[Switch

ospf-1-area-0.0.0.0] quit

ospf-1] area 1

[Switch ospf-1-area-0.0.0.1] network 192.168.1.0 0.0.0. 255
[Switch ospf-1] quit

# RFBCE

[Switch A] save force
2. Switch B WELE

# £ VLAN 100 #1 VLAN 200, ¥4 10 GE1/0/1 i\ VLAN 100. £ GE1/0/2 i\ VLAN 200,
JFECE VLAN 100 f#] IP Hihik > 192.168.0.2/24, VLAN 200 f#] IP #ihl> 192.168.2.1/24.

<Swi tch B> systemvi ew

[Switch B] vlan 100

[Switch B-vlanl00] port gigabitethernet 1/0/1

[Switch B-vlanl00] quit

[Switch B] vlan 200

[Switch B-vlan200] port gigabitethernet 1/0/2

[Switch B-vlan200] quit

[Switch B] interface vlan 100

[Switch B-M an-interfacelO0] ip address 192.168.0.2 255.255.255.0
[Switch B-M an-interfacelO0] quit

[Switch B] interface vlan 200

[Switch B-M an-interface200] ip address 192.168.2.1 255.255.255.0
[Switch B-M an-interface200] quit

# L& 425 Router ID N 2.2.2.2,

[Switch B] router id 2.2.2.2

# J35) OSPF #EF2 1, B X1k 0, I 192.168.0.0/24 W EL; A& X 1 2, JHili 75 192.168.2.0/24
WAE o

[Switch B] ospf 1

[Switch B-ospf-1] area O

[Switch B-ospf-1-area-0.0.0.0] network 192.168.0.0 0.0.0.255

A
A-
A-
A-
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[Switch ospf-1-area-0.0.0.0] quit

B-
[Switch B-ospf-1] area 2
[Switch B-ospf-1-area-0.0.0.2] network 192.168.2.0 0.0.0.255
[Switch B-ospf-1-area-0.0.0.2] quit
[Switch B-ospf-1] quit

# ORI E

[Switch B] save force
3. Switch C B &

# A1 VLAN 200 F11 VLAN 300, ¥4 11 GE1/0/1 i\ VLAN 300. #11 GE1/0/2 i\ VLAN 200,
FERCE VLAN 300 7] IP Hihik Ay 172.16.1.1/24, VLAN 200 ] IP Hilik 4y 192.168.1.2/24.

<Switch C systemview

[Switch C vlan 300

[Switch Cvlan300] port gigabitethernet 1/0/1

[Switch G vlan300] quit

[Switch C vlan 200

[Switch G vlan200] port gigabitethernet 1/0/2

[Switch G vlan200] quit

[Switch C interface vlan 300

[Switch CGMan-interface300] ip address 172.16.1.1 255.255.255.0
[Switch CGMan-interface300] quit

[Switch C interface vlan 200

[Switch CGMan-interface200] ip address 192.168.1.2 255. 255, 255.0
[Switch GV an-interface200] quit

# ECEBASM N, HHMMEBCY 10.10.10.0/24, F—BkA 172.16.1.2,

[Switch C ip route-static 10.10.10.0 24 172.16.1.2

# I & 425 Router ID 4 3.3.3.3,

[Switch C router id 3.3.3.3

# JE 7)) OSPF 2 1, GUEXIN 1, JFil 192.168.1.0/24 W Bl 172.16.1.0/24 M .
[Switch C ospf 1

[Switch G ospf-1] area 1

[Switch C ospf-1l-area-0.0.0.1] network 192.168.1.0 0.0.0.255

[Switch C ospf-1-area-0.0.0.1] network 172.16.1.0 0.0.0. 255
[Switch G ospf-1-area-0.0.0.1] quit

# LB OSPF 5| NBHAS K Hi o

[Switch G ospf-1] inport-route static

[Switch Cospf-1] quit

# RATFICE

[Switch C save force

4. Switch D fVECE

# fi]% VLAN 200 #1 VLAN 300, ¥4 10 GE1/0/1 i\ VLAN 300. £ GE1/0/2 i\ VLAN 200,
JFECE VLAN 300 1) IP Hihik >y 172.17.1.1/24, VLAN 200 (1] IP Hihl 5 192.168.2.2/24.

<Swi tch D> systemvi ew
[Switch D vlan 300
[Switch D-vlan300] port gigabitethernet 1/0/1

4



[ Switch
[ Switch
[ Switch
[ Switch
[ Switch
[ Switch
[ Switch
[ Switch
[ Switch
[ Switch

D-vl an300] quit

D] vlan 200

D-vl an200] port gi gabitethernet
D-vl an200] quit

D] interface vlan 300

D-M an-interface300] ip address
D-M an-interface300] quit

Dl interface vlan 200

D-M an-interface200] ip address
D-M an-interface200] quit

# Fii B 4 )5 Router ID N 4.4.4.4.,

[ Switch

Dl router id 4.4.4.4

1/0/ 2

172.17.1.1 255. 255.255.0

192. 168. 2. 2 255. 255.255.0

# Jo5h OSPF #HFE 1, GIZEXIE 2, Jfiss 192.168.2.0/24 W B 172.17.1.0/24 W B .

[ Switch
[ Switch
[ Switch
[ Switch
[ Switch
[ Switch

D ospf 1
D ospf-1] area 2

D ospf-1-area-0.0.0.2] network 192.168.2.0 0.0.0.255
D ospf-1-area-0.0.0.2] network 172.17.1.0 0.0.0. 255

D-ospf-1-area-0.0.0.2] quit
D ospf-1] quit

# RFBCE

[ Switch

D] save force

5. Switch E B E

# fi]% VLAN 300 #1 VLAN 400, #4410 GE1/0/1 i\ VLAN 300. £ GE1/0/2 i\ VLAN 400,
JFECE VLAN 300 ¥ IP Hihik >y 172.16.1.2/24, VLAN 400 (17 IP #ihk 4 10.10.10.1/24.

<Swi tch
[Switch
[Switch
[Switch
[Switch
[Switch
[Switch
[Switch
[Switch
[Switch
[Switch
[Switch
[Switch

E> systemvi ew

E] vlan 300

E- vl an300] port gigabitethernet
E-vl an300] quit

E] vlan 400

E- vl an400] port gi gabitethernet
E- vl an400] quit

E] interface vlan 300

E-M an-interface300] ip address
E-Vl an-interface300] quit

E] interface vlan 400

E-Vl an-interface400] ip address
E-M an-interface400] quit

#ECESE R, T By 172.16.1.1.
[Switch E] ip route-static 0.0.0.0 0 172.16.1.1

# RIFBCE

[ Switch

E] save force

1/0/1

1/0/ 2

172.16.1.2 255.255.255.0

10. 10.10.1 255.255.255.0



1.5 WitACE

# A F Switch A [ HH#, fA7EF 172.16.1.0. 172.17.1.0. 192.168.2.0 [{J#&H, LA >] )41
RN ERAS S

[Switch A] display ip routing-table

Destinations : 20 Routes : 20

Desti nati on/ Mask Proto Pre Cost Next Hop Interface
0.0.0.0/32 Direct O 0 127.0.0.1 | nLoopO
10. 10. 10. 0/ 24 O ASE2 150 1 192.168.1.2 VI an200
127.0.0.0/8 Direct 0 127.0.0.1 I nLoopO
127.0.0.0/ 32 Direct 0 O 127.0.0.1 | nLoopO
127.0.0.1/32 Direct 0 127.0.0.1 I nLoopO
127. 255. 255. 255/ 32 Direct 0 127.0.0.1 I nLoopO
172.16.1.0/ 24 O INTRA 10 2 192.168.1.2 VI an200
172.17.1.0/ 24 O INTER 10 3 192.168.0.2 VI an100
192. 168. 0. 0/ 24 Direct 0 O 192.168.0.1 VIl an100
192. 168. 0. 0/ 32 Direct 0 O 192.168.0.1 VI an100
192.168.0.1/32 Direct O 0 127.0.0.1 I nLoopO
192. 168. 0. 255/ 32 Direct 0 O 192.168.0.1 VI an100
192. 168. 1. 0/ 24 Direct 0 O 192.168. 1. VI an200
192.168. 1. 0/ 32 Direct 0 O 192.168. 1. VI an200
192.168. 1. 1/ 32 Direct 0 O 127.0.0.1 | nLoopO
192. 168. 1. 255/ 32 Direct 0 O 192. 168. 1. VI an200
192. 168. 2. 0/ 24 O INTER 10 2 192. 168. 0. VI an100
224.0.0.0/ 4 Direct 0 O 0.0.0.0 NULLO
224.0.0.0/ 24 Direct 0 O 0.0.0.0 NULLO
255, 255. 255. 255/ 32 Direct O 0 127.0.0.1 I nLoopO

# Host A FJ ) ping i# Host B.

C.\ Users\ Host A>ping 172.17.1.2

IEfE Ping 172.17.1.2 BA 32 FIH%EE:

kHE 172.17.1.2 KEE: F17=32 Wf[E=3ms TTL=255
KH 172.17.1.2 HEKE: F11=32 WfE=1ms TTL=255
kHE 172.17.1.2 HEE: F17=32 WfE<lms TTL=255
kHE 172.17.1.2 HEE: F17=32 WfE=2ms TTL=255

172.17.1.2 ] Ping AiHEE:

Hama: SRE = 4, Bl =4, EK =0 (0% EXK),
AERAT RIS THI R)( DA FD R A -

wE = Ons, &K = 3ns, VI = 1ns

1.6 BeEXH

(] Switch A:

#
router id 1.1.1.1



#
ospf 1
area 0.0.0.0

network 192.168.0.0 0.0.0.

area 0.0.0.1

network 192.168.1.0 0.0.0.

#

interface Vl an-interfacelO0
i p address 192.168.0.1 255

#

interface MVl an-interface200
i p address 192.168.1.1 255

#

interface G gabitEthernetl/
port access vlan 100

#

interface G gabitEthernetl/
port access vlan 200

#

(] Switch B:
#
router id 2.2.2.2
#
ospf 1

area 0.0.0.0

network 192.168.0.0 0.0.0.

area 0.0.0.2

network 192.168.2.0 0.0.0.

#

interface Vl an-interfacelO0
i p address 192.168.0.2 255

#

interface Vl an-interface200
i p address 192.168.2.1 255

#

interface G gabitEthernetl/
port access vlan 100

#

interface G gabitEthernetl/
port access vlan 200

#

(] Switch C:
#
router id 3.3.3.3
#
ospf 1

area 0.0.0.1
network 192.168.1.0 0.0.0

255

255

.255.255.0

.255.255.0

0/1

0/2

255

255

.255.255.0

.255.255.0

0/1

0/2

. 255



network 172.16.1.0 0.0.0.255

#

interface MVl an-interface200

i p address 192.168. 1.2 255. 255. 255.0
#

interface Vlan-interface300

ip address 172.16.1.1 255.255.255.0
#
interface G gabitEthernet1/0/1

port access vlan 300
#
interface G gabitEthernet1/0/2

port access vlan 200

#
) Switch D:
#
router id 4.4.4.4
#
ospf 1

area 0.0.0.2
network 192.168.2.0 0.0.0. 255
network 172.17.1.0 0.0.0.255
#
interface Vl an-interface200
i p address 192.168. 2.2 255. 255. 255.0
#
interface MVl an-interface300
ip address 172.17.1.1 255.255.255.0
#
interface G gabitEthernet1/0/1
port access vlan 300
#
interface G gabitEthernet1/0/2
port access vlan 200

#
(] Switch E:

#
interface Vl an-interface200
i p address 10.10.10.1 255.255.255.0
#
interface Vlan-interface300
i p address 172.16.1.2 255.255.255.0
#
interface G gabitEthernet1/0/1
port access vlan 300
#
interface G gabitEthernet1/0/2



port access vlan 200
#

ip route-static 0.0.0.0 0 172.16.1.1
#

1.7 tHHEER

o JUAMCE “Z=REOR-IPEHIBCEIR S ) “OSPF”.
o UREE “=ZFEHEAR-IPEHIGLSZSE” P “OSPF”,



2 H[XiH OSPF EAINEERL B
2.1 fEifr

ARZHIN G X 3 OSPF FEA I ERIHC B 5 .
2.2 AMFEK

& 2 Frzw, Switch A Fil Switch B iz 17 OSPF, 3k Host A il Host B i id iz 17 OSPF 13X [ Switch
A I Switch B S28 H B HlE .

B2 B[Xid OSPF & A IhRELA W E

Switch A Switch B

GE1/0/2 GE1/0/2
Vlan-int20 Vlan-int20
192.168.20.1/24  192.168.20.2/24

GE1/0/1
Vlan-int10
192.168.10.1/24;

GE1/0/1
Vlan-int30
192.168.30.1/24

Host A Host B
192.168.10.2 192.168.30.2

2.3 BEELE

1. Switch A BECE

# 617 VLAN 10 #I1 VLAN 20, K210 GE1/0/1 it N\ VLAN 10. #1177 GE1/0/2 i\ VLAN 20, Jfic
H VLAN 10 1 IP #hik 4 192.168.10.1/24, VLAN 20 [ IP #iuhik & 192.168.20.1/24.

<Switch A> systemvi ew

[Switch Al vlian 10

[Switch A-vlanl0] port gigabitethernet 1/0/1

[Switch A-vlanl0] quit

[Switch A] vlan 20

[Switch A-vlan20] port gigabitethernet 1/0/2

[Switch A-vlan20] quit

[Switch A] interface vlan 10

[Switch A-M an-interfacelO] ip address 192.168.10.1 255. 255. 255.0
[Switch A-M an-interfacelO] quit

[Switch A] interface vlan 20

[Switch A-M an-interface20] ip address 192.168.20.1 255. 255. 255.0
[Switch A-M an-interface20] quit

# Fil E 4 )5 Router ID 25 1.1.1.1.
[Switch A] router id 1.1.1.1
# Jo5h OSPF #H2 1, fIZEXIE 0, Jfifss 192.168.10.0/24 M EX AT 192.168.20.0/24 M EX .
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[Switch Al ospf 1

[Switch A-ospf-1] area O

[Switch A-ospf-1-area-0.0.0.0] network 192.168.10.0 0.0.0.255
[Switch A-ospf-1-area-0.0.0.0] network 192.168.20.0 0.0.0.255
[Switch A-ospf-1-area-0.0.0.0] quit

[Switch A-ospf-1] quit

# RIFBCE

[Switch A] save force
2. Switch B WELE

# 617 VLAN 20 F1 VLAN 30, K21 GE1/0/1 ii\ VLAN 30. #2111 GE1/0/2 i\ VLAN 20, Ffic
H VLAN 30 #] IP Hulik & 192.168.30.1/24, VLAN 20 ) IP #idil- >y 192.168.20.2/24.

<Swi tch B> systemvi ew

[Switch B] vlan 30

[Switch B-vlan30] port gigabitethernet 1/0/1

[Switch B-vlan30] quit

[Switch B] vlan 20

[Switch B-vlan20] port gigabitethernet 1/0/2

[Switch B-vlan20] quit

[Switch B] interface vlan 30

[Switch B-M an-interface30] ip address 192.168. 30.1 255. 255. 255.0
[Switch B-M an-interface30] quit

[Switch B] interface vlan 20

[Switch B-M an-interface20] ip address 192.168.20. 2 255. 255. 255.0
[Switch B-M an-interface20] quit

# Fii B 4 )5 Router ID 25 2.2.2.2,
[Switch B] router id 2.2.2.2
# Jo5h OSPF #HF% 1, fIZEXIE 0, Jfiss 192.168.20.0/24 M EX 1 192.168.30.0/24 M EX .

[Switch B] ospf 1

[Switch B-ospf-1] area O

[Switch B-ospf-1-area-0.0.0.0] network 192.168.20.0 0.0.0.255
[Switch B-ospf-1-area-0.0.0.0] network 192.168.30.0 0.0.0.255
[Switch B-ospf-1-area-0.0.0.0] quit

[Switch B-ospf-1] quit

# ORI E

[Switch B] save force

2.4 WUFACE

# £ Switch A f] OSPF 4l /&
[Switch A] display ospf peer

OSPF Process 1 with Router ID 1.1.1.1
Nei ghbor Brief Information

Area: 0.0.0.0

11



Router 1D Addr ess Pri Dead-Tinme State Interface
2.2.2.2 192. 168. 20. 2 1 30 Ful | /DR - VI an20

# #F Switch A ] OSPF % thi {5 5.
[Switch A] display ospf routing

OSPF Process 1 with Router 1D 1.1.1.1
Routi ng Tabl e
Topol ogy base (Ml D 0)

Routing for network

Desti nati on Cost Type Next Hop AdvRout er

192. 168. 10. 0/ 24 1 St ub 0.0.0.0 192.168.20.1
192. 168. 30. 0/ 24 2 St ub 192. 168. 20. 2 192. 168. 20. 2
192. 168. 20. 0/ 24 1 Transit 0.0.0.0 192.168.20.1

# A& Switch A B H1RA(E 5, fF/EF)iX 192.168.30.0/24 MBI H
[Switch A] display ip routing-table

Destinations : 17 Routes : 17

Desti nati on/ Mask Proto Pre Cost Next Hop Interface
0.0.0.0/32 Direct O 0 127.0.0.1 I nLoopO
127.0.0.0/8 Direct 0 O 127.0.0.1 I nLoopO
127.0.0.0/ 32 Direct 0 O 127.0.0.1 | nLoopO
127.0.0.1/32 Direct O 0 127.0.0.1 I nLoopO
127. 255. 255.255/32 Direct 0 O 127.0.0.1 I nLoopO
192. 168. 10. 0/ 24 Direct 0 O 192.168.10.1 VIl an10
192. 168. 10. 0/ 32 Direct 0 O 192.168.10.1 VI an10
192. 168. 10. 1/ 32 Direct 0 O 127.0.0.1 I nLoopO
192.168.10.255/32 Direct 0 O 192.168.10.1 VI an10
192. 168. 20. 0/ 24 Direct 0 O 192.168.20.1 VI an20
192. 168. 20. 0/ 32 Direct 0 O 192.168.20.1 VI an20
192. 168. 20. 1/ 32 Direct 0 O 127.0.0.1 I nLoopO
192.168.20.255/32 Direct 0 O 192.168.20.1 VI an20
192. 168. 30. 0/ 24 O INTRA 10 2 192. 168. 20. 2 VI an20
224.0.0.0/4 Direct 0 O 0.0.0.0 NULLO
224.0.0.0/ 24 Direct 0 O 0.0.0.0 NULLO
255, 255. 255. 255/32 Direct 0 O 127.0.0.1 I nLoopO

# Host A AJ L ping i# Host B.

C:\ User s\ Host A>pi ng 192. 168. 30. 2

IEfE Ping 192.168.30.2 HA 32 F%dE:

JFH 192.168.30.2 [MEIK: FH=32 KE=3ms TTL=255
kHE 192.168.30.2 MEIK: F1i=32 WfE=1ms TTL=255
kHE 192.168.30.2 MEIK: F1i=32 KfE<inms TTL=255

12
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KH 192.168.30.2 [EE: F4=32 KA=2nms TTL=255

192.168.30.2 [ Ping Ziil{5E:

Hama: 2R%E = 4, Bl =4, EK =0 (0% EKR),
AEIRATFE AN THIN R) (A2 FD A B

i = 2ms, K = 3ms, T = 2nms

2.5 BEENXH

. Switch A:
#
router id 1.1.1.1
#
ospf 1

area 0.0.0.0
network 192.168.10.0 0.0.0. 255
network 192.168.20.0 0.0.0.255
#
interface Vlan-interfacelO
i p address 192.168.10.1 255. 255. 255.0
#
interface Vlan-interface20
i p address 192.168. 20.1 255. 255. 255.0
#
interface G gabitEthernet1/0/1
port access vlan 10
#
interface G gabitEthernet1/0/2
port access vlan 20

#
(] Switch B:
#
router id 2.2.2.2
#
ospf 1

area 0.0.0.0
network 192.168.20.0 0.0.0. 255
network 192.168.30.0 0.0.0. 255
#
interface Vlan-interface20
i p address 192. 168. 20. 2 255. 255. 255.0
#
interface Vlan-interface30
i p address 192. 168. 30. 1 255. 255. 255.0
#
interface G gabitEthernet1/0/1
port access vlan 30
#
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interface G gabitEthernet1/0/2
port access vlan 20
#

2.6 FHXER

o UREE “=ZFEHAR-IPEHEERT” P “OSPF”,
o  JUAME “Z=RECR-IP M LSE” ) “OSPF7,
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3 %[XiH OSPF EAINEERIE
3.1 &N
KRZHINE L X I, OSPF AR B 5.

3.2 Mk

WK 3 Az, Switch AL Switch B. Switch C. Switch D #fiZ1T OSPF, %A HiG 24k R
3N X, HH Switch A Fl Switch B £ ABR Sk R X Sk 2 A1 . BLEER)E, B E38HM

HBN 222 AS PN I 2 BT Y B R
E3 %X OSPF EAIhEELA M E

Switch A Area 0

Switch B

GEL1/0/1 GE1/01
Vlan-int100 Vlan-int100
192.168.0.1/24 192.168.0.2/24

GE1/0/2
Vlan-int200
192.168.1.1/24

GE1/0/2
Vlan-int200

Areal [oei/02 Area 2

Vlan-int300
172.16.1.1/24

Host A
172.16.1.2/24

3.3 HIEAKI

Host B
172.17.1.2/24

B Router ID BEURD 1P Hbdik Iox] BRI X dak
YIEEEL . GE1/0/1
M Er: 192.168.0.0/24
VLAN: 100
Xi%: area 0
_ IP H#if: 192.168.0.1/24
Switch A 1.111
YIFE . GEL/0/2
PEE: 192.168.1.0/24
VLAN: 200
Xi%: areal
IP #hhl: 192.168.1.1/24
YIEEEL . GE1/0/1
M Er: 192.168.0.0/24
VLAN: 100
Switch B 2.2.2.2 X1k: area0

IP #ikk: 192.168.0.2/24

YIFE . GEL/0/2
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B Router ID BEURD 1P Hbdik x| 5 R X 2,
VLAN: 200 Xi#: area 2
IP Hihilb: 192.168.2.1/24
YIFEC: GEL/0/1
W EE: 172.16.1.0/24
VLAN: 300
Xi#: area 1l
IP Hudik: 172.16.1.1/24
SwitchC | 3.3.3.3 —
YIEEEEL. GE1/0/2
MEL: 192.168.1.0/24
VLAN: 200
Xi#: areal
IP Huhik: 192.168.1.2/24
YIEEEL . GE1/0/1
W EE: 172.17.1.0/24
VLAN: 300 e )
e area
IP Huhlk: 172.17.1.1/24
SwitchD | 4.4.4.4
YIFE . GEL/0/2
MEL: 192.168.2.0/24
VLAN: 200
X1%: area?2
IP Huhik: 192.168.2.2/24
Host A - IP Hhdik: 172.16.1.2/24 ME: 172.16.1.0/24
Host B - IP Hhdik: 172.17.1.2/24 ME: 172.17.1.0/24

3.4 BELEXR

1. Switch A RELE

# A2 VLAN 100 11 VLAN 200, #4211 GE1/0/1 i\ VLAN 100. #:11 GE1/0/2 i\ VLAN 200,
FERCE VLAN 100 7] IP Hihik Ay 192.168.0.1/24, VLAN 200 (1] IP itk 192.168.1.1/24.

<Swi tch A> systemvi ew

[Switch A] vlan 100
[Switch A-vlanl00] port gigabitethernet 1/0/1

[Switch A-vlanl00] quit

[Switch A] vlan 200
[Switch A-vlan200] port gigabitethernet 1/0/2

[Switch A-vlan200] quit

[Switch A] interface vlan 100

[Switch A-M an-interfacel00] ip address

[Switch A-M an-interfacel00] quit
[Switch A] interface vlan 200

[Switch A-M an-interface200] ip address

[Switch A-M an-interface200] quit
# ML E 45 Router ID 4 1.1.1.1,

[Switch A] router id 1.1.1.1

192.168. 0.1 255. 255.255.0

192.168.1.1 255. 255.255.0

# 57 OSPF #EFE 1, 64 XI5 0, 3@ 55 192.168.0.0/24 W EL; )7 [X I8, 1, I H 192.168.1.0/24

PIBL
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[Switch Al ospf 1
[Switch
[Switch
[Switch ospf-1-area-0.0.0.0] quit

A-ospf-1] area O
A-
A-
[Switch A-ospf-1] area 1
A-
A-
A-

ospf-1-area-0.0.0.0] network 192.168.0.0 0.0.0.255

[Switch ospf-1-area-0.0.0.1] network 192.168.1.0 0.0.0.255
[Switch ospf-1-area-0.0.0.1] quit

[Switch ospf-1] quit

# RIFBCE -

[Switch A] save force
2. Switch B HEC &

# A1 VLAN 100 11 VLAN 200, #4211 GE1/0/1 i\ VLAN 100. #11 GE1/0/2 i\ VLAN 200,
FERCE VLAN 100 7] IP Hilik Ay 192.168.0.2/24, VLAN 200 (17 IP it 192.168.2.1/24.

<Swi tch B> systemvi ew

[Switch B] vlan 100

[Switch B-vlanl00] port gigabitethernet 1/0/1

[Switch B-vlanl00] quit

[Switch B] vlan 200

[Switch B-vlan200] port gigabitethernet 1/0/2

[Switch B-vlan200] quit

[Switch B] interface vlan 100

[Switch B-M an-interfacelO0] ip address 192.168.0.2 255.255.255.0
[Switch B-M an-interfacelO0] quit

[Switch B] interface vlan 200

[Switch B-M an-interface200] ip address 192.168.2.1 255.255.255.0
[Switch B-M an-interface200] quit

# B B 45 Router ID 25 2.2.2.2,

[Switch B] router id 2.2.2.2

# 57 OSPF #EFE 1, 64 XI5 0, 3@ 55 192.168.0.0/24 W Ex; 617 [X I, 2, I £ 192.168.2.0/24
IW‘E&O

[Switch B] ospf 1
[Switch B-ospf-1] area O

[Switch B-ospf-1-area-0.0.0.0] network 192.168.0.0 0.0.0.255
[Switch B-ospf-1-area-0.0.0.0] quit

[Switch B-ospf-1] area 2

[Switch B-ospf-1-area-0.0.0.2] network 192.168.2.0 0.0.0.255
[Switch B-ospf-1-area-0.0.0.2] quit

[Switch B-ospf-1] quit

# IRAFICE

[Switch B] save force

3. Switch C MBC &

# €)% VLAN 200 F1 VLAN 300, ##:11 GEL1/0/1 i\ VLAN 300. #:11 GE1/0/2 jin A\ VLAN 200,
JEBCE VLAN 300 1 1P il >y 172.16.1.1/24, VLAN 200 ) IP Hidik A 192.168.1.2/24.

<Switch C systemview
[Switch C] vlan 300
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[Switch C vl an300] port gigabitethernet 1/0/1

[Switch Cvlan300] quit

[Switch C vlan 200

[Switch Cvlan200] port gigabitethernet 1/0/2

[Switch Cvlan200] quit

[Switch C interface vlan 300

[Switch CGMan-interface300] ip address 172.16.1.1 255.255.255.0
[Switch CGMan-interface300] quit

[Switch C interface vlan 200

[Switch CGMan-interface200] ip address 192.168.1.2 255.255.255.0
[Switch GV an-interface200] quit

# It & 4= )= Router ID 5 3.3.3.3.

[Switch C router id 3.3.3.3

# J33) OSPF HHFE 1, @I IXik 1, JEiddh 192.168.1.0/24 W ELAI 172.16.1.0/24 W B .
[Switch C ospf 1

[Switch G ospf-1] area 1

[Switch C ospf-1-area-0.0.0.1] network 192.168.1.0 0.0.0.255

[Switch C ospf-1-area-0.0.0.1] network 172.16.1.0 0.0.0. 255

[Switch G ospf-1-area-0.0.0.1] quit

[Switch G ospf-1] quit

# RAFICE

[Switch C] save force

4. Switch D fVECE

# fi]% VLAN 200 #1 VLAN 300, ¥4 10 GE1/0/1 i\ VLAN 300. £ GE1/0/2 i\ VLAN 200,
JFECE VLAN 300 1) IP Hihilk > 172.17.1.1/24, VLAN 200 (1] IP Hihk 5 192.168.2.2/24.

<Swi tch D> systemvi ew

[Switch D vlan 300

[Switch D-vlan300] port gigabitethernet 1/0/1

[Switch D-vlan300] quit

[Switch D vlan 200

[Switch D-vlan200] port gigabitethernet 1/0/2

[Switch D-vlan200] quit

[Switch D] interface vlan 300

[Switch DM an-interface300] ip address 172.17.1.1 255.255.255.0
[Switch D-Man-interface300] quit

[Switch D] interface vlan 200

[Switch D-Man-interface200] ip address 192.168.2.2 255. 255, 255.0
[Switch D-M an-interface200] quit

# It & 45 Router ID 4 4.4.4.4,

[Switch D] router id 4.4.4.4

# Ja5h OSPF HERE 1, 6@ X4 2, Jfifsh 192.168.2.0/24 MBI 172.17.1.0/24 L.
[Switch D] ospf 1

[Switch D-ospf-1] area 2

[Switch D ospf-1-area-0.0.0.2] network 192.168.2.0 0.0.0.255
[Switch D ospf-1-area-0.0.0.2] network 172.17.1.0 0.0.0. 255

18



[Switch D ospf-1-area-0.0.0.2] quit
[Switch Dospf-1] quit

# ORI E

[Switch D] save force

3.5 WiFACE

# £ Switch A f] OSPF 4l /&
[Switch A] display ospf peer

OSPF Process 1 with Router ID 1.1.1.1
Nei ghbor Brief Information

Area: 0.0.0.0
Router 1D Addr ess Pri Dead-Tinme State Interface
2.2.2.2 192.168.0.2 1 33 Ful 1 / DR VI an100

Area: 0.0.0.1
Router ID Addr ess Pri Dead-Time State Interface
3.3.3.3 192.168.1.2 1 34 Ful I / DR VI an200

# #& Switch A [ %, fF7E$) 172.16.1.0. 172.17.1.0. 192.168.2.0 (HI#% i
[Switch A] display ip routing-table

Destinations : 19 Routes : 19

Desti nat i on/ Mask Proto Pre Cost Next Hop Interface
0.0.0.0/32 Direct O 0 127.0.0.1 | nLoopO
127.0.0.0/8 Direct O 0 127.0.0.1 | nLoopO
127.0.0.0/ 32 Direct 0 O 127.0.0.1 | nLoopO
127.0.0.1/ 32 Direct 0 O 127.0.0.1 | nLoopO
127. 255. 255.255/32 Direct O 0 127.0.0.1 I nLoopO
172.16.1.0/ 24 O INTRA 10 2 192.168.1.2 VI an200
172.17.1.0/ 24 O INTER 10 3 192.168.0. 2 VI an100
192.168. 0. 0/ 24 Direct 0 O 192.168.0.1 VI an100
192. 168. 0. 0/ 32 Direct 0 O 192.168.0.1 VI an100
192. 168. 0. 1/ 32 Direct 0 O 127.0.0.1 | nLoopO
192.168.0.255/32 Direct 0 O 192.168.0.1 VI an100
192. 168. 1. 0/ 24 Direct 0 O 192.168. 1. VI an200
192. 168. 1. 0/ 32 Direct 0 O 192. 168. 1. VI an200
192.168.1.1/32 Direct O 0 127.0.0.1 I nLoopO
192.168.1.255/32 Direct 0 O 192. 168. 1. VI an200
192. 168. 2. 0/ 24 O INTER 10 2 192. 168. 0. VI an100
224.0.0.0/ 4 Direct 0 O 0.0.0.0 NULLO
224.0.0.0/ 24 Direct 0 O 0.0.0.0 NULLO
255, 255. 255. 255/32 Direct 0 O 127.0.0.1 I nLoopO

# Host A ] L) ping i@ Host B.
C:.\ User s\ Host A>pi ng 172.17.1.2
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1IE#E Ping 192.168.30.2 HA 32 FHHIdE:

kHE 172.17.1.2 KEE: F17=32 Wf[E=3ms TTL=255
KH 172.17.1.2 HEE: F11=32 HfE=1ms TTL=255
kHE 172.17.1.2 KEE: F17=32 WfE<lms TTL=255
kHE 172.17.1.2 KEE: F17=32 Wf[E=2ms TTL=255

172.17.1.2 1 Ping %ilf5A:

Hama: SR%E = 4, Bl =4, EXK =0 (0% EK),
AERAT RS THI R)( DA FD R R -

wE = 2ms, &K = 3ns, VI = 2ns

3.6 BEENH

(] Switch A:
#
router id 1.1.1.1
#
ospf 1

area 0.0.0.0
network 192.168.0.0 0.0.0. 255
area 0.0.0.1
network 192.168.1.0 0.0.0. 255
#
interface Vl an-interfacel00
i p address 192.168. 0.1 255. 255. 255.0
#
interface Vl an-interface200
i p address 192.168. 1.1 255. 255.255.0
#
interface G gabitEthernet1/0/1
port access vlan 100
#
interface G gabitEthernet1/0/2
port access vlan 200

#
) Switch B:
#
router id 2.2.2.2
#
ospf 1

area 0.0.0.0
network 192.168.0.0 0.0.0. 255
area 0.0.0.2
network 192.168.2.0 0.0.0. 255
#
interface Vi an-interfacelO0
i p address 192.168. 0.2 255. 255.255.0
#
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interface Vl an-interface200
i p address 192.168.2.1 255. 255.255.0
#
interface G gabitEthernet1/0/1
port access vlan 100
#
interface G gabitEthernet1/0/2
port access vlan 200

#
(] Switch C:
#
router id 3.3.3.3
#
ospf 1

area 0.0.0.1
network 192.168.1.0 0.0.0. 255
network 172.16.1.0 0.0.0. 255
#
interface Vl an-interface200
i p address 192.168.1.2 255.255.255.0
#
interface MVl an-interface300
ip address 172.16.1.1 255.255.255.0
#
interface G gabitEthernet1/0/1
port access vlan 300
#
interface G gabitEthernet1/0/2
port access vlan 200

#
(] Switch D:
#
router id 4.4.4.4
#
ospf 1

area 0.0.0.2
network 192.168.2.0 0.0.0. 255
network 172.17.1.0 0.0.0. 255
#
interface Vl an-interface200
i p address 192. 168. 2.2 255. 255. 255. 0
#
interface Vl an-interface300
ip address 172.17.1.1 255.255.255.0
#
interface G gabitEthernet1/0/1
port access vlan 300
#



interface G gabitEthernet1/0/2
port access vlan 200
#

3.7 lHX&EX

o UREE “=ZFEHAR-IPEHEERT” P “OSPF”,
o  JUAME “Z=RECR-IP M LSE” ) “OSPF7,
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1 B SHEBEERIREEE

1.1

Jebe
iy

A GBI A B B AR T BRI BT

1.2 AWK

WE 1 FR~, BEREEFSKH L, # Switch A Fl Switch C 22 [8] fg% Hif
E1 FESIEBREARThAEEL B AWM E

Vlan-int100 Vlan-int100 Vlan-int200 Vlan-int200

@10.1.1.1/24 10.1.1.2/24@20.1.1.1/24 20.1.1.2/24@

Switch A Switch B Switch C

1.3 BLE T

1. fig & Switch A
# 0% VLAN, 7E VLAN FIDASS B s H, FFRCE % VLAN #2 0 1 IP bk,

<Swi t chA> systemvi ew

[ Swi tchA] vlan 100

[ Swi t chA-vl an100] port gigabitethernet 1/0/1

[ Swi t chA-vl an100] quit

[SwitchA] interface vlan-interface 100

[ SwitchA-Vlan-interfacelOO] ip address 10.1.1.1 24
[ SwitchA-Vl an-interfacelO0] quit

# BB FR S
[SwitchA] ip route-static 20.1.1.0 24 10.1.1.2

# RFBCE

[ Swi t chA] save force
2. fig & Switch B

# 2% VLAN, 7E VLAN FIIASS B sg H, FFRCE % VLAN #2 0 1 IP bk,

<Swi t chB> systemvi ew

[SwitchB] vlan 100

[ Swi tchB-vl an100] port gigabitethernet 1/0/1
[ Swi tchB-vl an100] quit

[SwitchB] vlan 200

[ Swi t chB-vl an200] port gigabitethernet 1/0/2
[ Swi t chB-vl an200] quit

[SwitchB] interface vlan-interface 100
[SwitchB-Vlan-interfacelOO] ip address 10.1.1.2 24
[SwitchB-Vlan-interfacel00] quit

[SwitchB] interface vlan-interface 200



[SwitchB-Vl an-interface200] ip address 20.1.1.1 24
[SwitchB-Vlan-interface200] quit

# ORI E

[SwitchB] save force

3. it & Switch C
# 417 VLAN, 7£ VLAN HInAGE B s 1, JERCE % VLAN £ L F 1P Huhik .

<Swi tchC> systemvi ew

[SwitchC] vlan 200

[ SwitchC- vl an200] port gigabitethernet 1/0/1

[ SwitchC- vl an200] quit

[SwitchC] interface vlan-interface 200
[SwitchC-Vlan-interface200] ip address 20.1.1.2 24
[SwitchC VI an-interface200] quit

# FCE RS
[SwitchC] ip route-static 10.1.1.0 24 20.1.1.1

# ORI E

[SwitchC] save force

1.4 urfc &

# 1t Switch A F{ [ Ping 74 Wi Switch C ) B .
[SwitchA] ping 20.1.1.2
Ping 20.1.1.2 (20.1.1.2): 56 data bytes, press CITRL+C to break

56 bytes from20.1.1.2: icnp_seq=0 ttl=255 tinme=2.000 ns
56 bytes from20.1.1.2: icnp_seqg=1 ttl =255 tinme=0.000 s
56 bytes from20.1.1.2: icnp_seq=2 ttl =255 tinme=0.000 s
56 bytes from20.1.1.2: icnp_seq=3 ttl=255 tinme=1. 000 ns
56 bytes from20.1.1.2: icnp_seq=4 ttl =255 tinme=0.000 s

--- Ping statistics for 20.1.1.2 ---
5 packet (s) transmtted, 5 packet(s) received, 0.0% packet |oss
round-trip mn/avg/ max/ std-dev = 0.000/0. 600/ 2.000/0.800 ns

1.5 BeEXH

(] Switch A:
#

vl an 100

#

interface Vlan-interfacelO0
ip address 10.1.1.1 255.255.255.0
#
interface G gabitEthernet1/0/1
port |ink-node bridge
port access vlan 100
#



ip route-static 20.1.1.0 24 10.1.1.2
#

. Switch B :

#
vl an 100
#
vl an 200
#
interface Vlan-interfacelO0
i p address 10.1.1.2 255.255.255.0
#
interface MVl an-interface200
ip address 20.1.1.1 255.255.255.0
#
interface G gabitEthernet1/0/1
port |ink-node bridge
port access vlan 100
#
interface G gabitEthernetl1/0/2
port |ink-node bridge
port access vlan 200

#

. Switch C:
#

vl an 200

#

interface Vl an-interface200
i p address 20.1.1.2 255.255.255.0
#
interface G gabitEthernet1/0/1
port |ink-node bridge
port access vlan 200
#
ip route-static 10.1.1.0 24 20.1.1.1
#

1.6 tHHEZEHR

o UMEE “ZEHAR-IPHHIEERS TR CHAHE.
o UREE “=FEHARPBHAASZE” P CHSHE



2 |Pv6 BRI EARINGEOLE
2.1 &N

REBINBICRES AZNECE 1PV6 Hikilh, IFECE 1PV6 S % B HE R Dy e S P ) B 5 % FLd 1 I
Jitke

2.2 AMEK

M 2 Fios, SEHAUE i 2% N ER I S0 v, EESRBLOIRAS B 300 B 41 Host A #1 Host B
(7 1Pv6 btk ANF B 1 A LIEIL 1Pv6 F A Hh AR U5 ) o

. Host A. Host B. Switch A Fl1 Switch B 2 [} isk DA R i AR, B DA RN S 1149 ) i N AR
M) VLAN B, 7 VLAN £ 10 FECE IPv6 Hulib, I0uEeEAT2 8] B iE .
. 7E Switch A f1 Switch B _FACE IPv6 # AR H, SZHL & N B HLE

B2 1Pv6 B82S & E A ThREEC B LA M [E

Host A Switch A Switch B Host B
Vlan-int3

Vlan-int4 Vlan-int2 Vlan-int2
2001::1/64 3001::1/64 3001::2/64 4001::1/64
GE1/0/2 GE1/0/1 GE1/0/1 GE1/0/2

2.3 BEESE

1. fig & Switch A
# 67 VLAN, 7£ VLAN HI 0 N R 1

<Swi t chA> systemvi ew

[SwitchA] vlan 4

[ Swi tchA-vl an4] port gigabitethernet 1/0/2

[ SwitchA-vlan4] quit

[SwitchA] vlian 2

[ Swi tchA-vl an2] port gigabitethernet 1/0/1

[ SwitchA-vlan2] quit

# T LHaE VLAN #£ 1 2 () sR it

[SwitchA] interface vlan-interface 2

[ Swi tchA-Vl an-interface2] ipv6 address 3001::1/64

[ SwitchA-Vlan-interface2] quit

# T LHEE VLAN B0 4 [ Bkt JF R vrgm RATHE . (BRETEIT, FramEnAie
KA RANED

[SwitchA] interface vlan-interface 4

[ SwitchA-VIan-4] ipv6 address 2001::1/64

[ SwitchA-Vlan-4] undo ipv6é nd ra halt

[ Swi tchA-VIan-4] quit

# I E IPv6 SIS, 1% G H Il A 4001:/64, F—BkHihk A 3001::2.

[SwitchA] ipv6 route-static 4001:: 64 3001::2

4



# RIFBCE

[ Swi t chA] save force
2. fig & Switch B

# 0% VLAN, 7F VLAN I S 3 T o

<Swi t chB> systemvi ew

[SwitchB] vlan 2

[ SwitchB-vlan2] port gigabitethernet 1/0/1
[SwitchB-vlan2] quit

[SwitchB] vlan 3

[ Swi tchB-vl an3] port gigabitethernet 1/0/2
[SwitchB-vlan3] quit

# F T 4872 VLAN 11 2 [la Bk e sk s bk

[SwitchB] interface vlan-interface 2
[SwitchB-Vl an-interface2] ipv6 address 3001::2/64
[SwitchB-Vlan-interface2] quit

# F TR VLAN £: 10 3 Bk thhl, Jf vk RAHE . (BETEN T, IramiEnAs
KAT RATHED

[SwitchB] interface vlan-interface 3

[SwitchB-Vlan-interface3] ipv6 address 4001::1/64

[SwitchB-Vlan-interface3] undo ipv6 nd ra halt
[SwitchB-Vlan-interface3] quit

# i E IPV6 A e, ZE M B skl 2001::/64, T —Bkihl A 3001::1.
[SwitchB] ipv6 route-static 2001:: 64 3001::1

3. Bt E Host A

£ Host A 12235 IPv6, JfCE HZNZREL IPv6 Ml

4. Fig & Host B

£ Host B _b%23% IPv6, JFACHE H 33K IPv6 Hidik.

2.4 BBl &

# M Switch A 7 F i 1 GigabitEthernet1/0/2 FI4EJEE K .
[ Swi tchA] display ipv6 neighbors interface gigabitethernet 1/0/2

Type: S-Static D- Dynami c O Openf | ow R-Rul e IS-Invalid static

| Pv6 address MAC addr ess VLAN VSI Interface State T Aging
2001:: 15B: EOEA: 3524: E791 0015-e9a6-7d14 4 GE1/ 0/ 2 REACH D 1248
FE80: : 215: E9FF: FEA6: 7D14 0015- e9a6- 7d14 4 CGELl/ 0/ 2 REACH D 1238

Wik FTH S BT LLATE Host A F3RA3 1K IPV6 ARk ikl Jy 2001::15B:EOEA:3524:E791.
# M Switch B [ 1 GigabitEthernet1/0/2 (141515 ..
[SwitchB] display ipv6 neighbors interface gigabitethernet 1/0/2

Type: S-Static D- Dynami c O Openf | ow R-Rul e IS-Invalid static

| Pv6 address MAC addr ess VLAN VSI Interface State T Aging
4001: : B15F: BC63: DBCE: EB57 6805- ca8b-18f3 3 CE1/ 0/ 2 REACH D 46
FE80: : 510B: D60F: 31A7: 4AFF 6805-ca8b-18f3 3 CGELl/ 0/ 2 REACH D 1238

5



W FE A E AT LA%NIE Host B F3K15 K IPve 2Bk 3% Hulik &y 4001::B15F:BC63:DBCE:EB57.
# 1€ Switch A _F1# F Ping 13 Host B i H.iE M.

[Switch A] ping i pvé 4001:: B15F: BC63: DBCE: EB57

Pi ng6(56 data bytes) 3001::1 --> 4001:: B15F: BC63: DBCE: EB57, press CTRL+C to break
56 bytes from 4001:: B15F: BC63: DBCE: EB57, icnp_seq=0 hlim=64 time=1.000 ns

56 bytes from 4001:: B15F: BC63: DBCE: EB57, icnp_seq=1 hlinm64 time=0.000 ns

56 bytes from 4001:: B15F: BC63: DBCE: EB57, icnp_seq=2 hlinme64 tinme=0.000 ns

56 bytes from 4001:: B15F: BC63: DBCE: EB57, icnp_seq=3 hlinm64 tinme=1.000 ns

56 bytes from 4001:: B15F: BC63: DBCE: EB57, icnp_seq=4 hlinm64 time=0.000 ns

--- Ping6 statistics for 4001:: B15F: BC63: DBCE: EB57 - - -

5 packet(s) transmtted, 5 packet(s) received, 0.0% packet |oss

round-trip mn/avg/ max/std-dev = 0.000/0.400/1.000/0.490 ns

# £ Switch B _Ff8 ] Ping X Host A f BLi@ 1.

[Switch B] ping ipv6é 2001:: 15B: EOEA: 3524: E791

Pi ng6(56 data bytes) 3001::2 --> 2001::15B: EOEA: 3524: E791, press CTRL+C to break
56 bytes from 2001:: 15B: EOEA: 3524: E791, icnp_seq=0 hli m64 tine=1.000 ns

56 bytes from 2001:: 15B: EOEA: 3524: E791, icnp_seq=1 hlinm64 tinme=0.000 ns

56 bytes from 2001:: 15B: EOEA: 3524: E791, icnp_seq=2 hlime64 ti ne=0. 000 ns

56 bytes from 2001:: 15B: EOEA: 3524: E791, icnp_seq=3 hlim64 tine=1.000 ns

56 bytes from 2001:: 15B: EOEA: 3524: E791, icnp_seq=4 hlim64 tinme=0.000 ns

--- Ping6 statistics for 2001::15B: EOEA: 3524: E791 ---

5 packet(s) transmitted, 5 packet(s) received, 0.0% packet |oss

round-trip mn/avg/ max/std-dev = 0.000/0. 400/ 1. 000/0.490 ns

M Host A _EA5 ] LA ping i Host B, 1ERH &A1& HiE .

2.5 BLENXH

) Switch A:
#

vlian 1

#

vlan 2

#

interface Vian-interfacel
i pv6 address 2001::1/64
undo ipv6é nd ra halt
#
interface Vlan-interface2
i pv6 address 3001::1/64
#
interface G gabitEthernet1/0/1
port |ink-node bridge
port access vlan 2
#
interface G gabitEthernet1/0/2
port |ink-node bridge
port access vlian 1



#

i pv6 route-static 4001:: 64 3001::2
#
. Switch B :

#
vlan 2
#
vlan 3
#
interface Vlan-interface2
i pv6 address 3001::2/64
#
interface Vian-interface3
i pv6 address 4001::1/64
undo ipv6 nd ra halt
#
interface G gabitEthernet1/0/1
port |ink-node bridge
port access vlan 2
#
interface G gabitEthernet1/0/2
port |ink-node bridge
port access vlan 3
#
i pv6 route-static 2001:: 64 3001::1
#

2.6 fAXER
o PEREE S EEARP WATERS” P “IPve B,
. FERERE “=EHEAR-IP WAL SE” ) “IPv6e HAE”,

o UMEE “ZEHAR-IPHHENERST” TR “IPve FAEH
o UAMIE “ZREREAR-IPEMIGASE” P “IPve R H 7.



3 FLEAEKE
3.1 BN

ARG R B HH RO B T
3.2 AMFEXR

Wik 3 Ao, 1E Switch A FRCE A B, T —Bkthhb# &N Switch B (4% O ik 10.1.1.2/24.
B & e 5, Switch A 7] LA ping i Switch B f) Loopback % Ml 3.3.3.3/32.

&3 ER& & E4H W E

LoopO
3.3.3.3/32
Vlan-int100
10.1.1.1/24
Vlan-int100
10.1.1.2/24
Switch A Switch B

3.3 BEELE

1. it & Switch A
# )% VLAN, 7E VLAN FIDASS B sg 1, FFRCE % VLAN #2 0 1 IP bk,

<Swi t chA> systemvi ew

[ SwitchA] vlan 100

[ Swi t chA-vl an100] port gigabitethernet 1/0/1

[ Swi t chA-vl an100] quit

[SwitchA] interface vlan-interface 100

[ SwitchA-Vlan-interfacelOO] ip address 10.1.1.1 24
[ SwitchA-Vl an-interfacelO0] quit

# ML E SR R
[SwitchA] ip route-static 0.0.0.0 0 10.1.1.2

# RFBCE

[ Swi t chA] save force

2. Bid & Switch B
# 0% VLAN, 7E VLAN FIIASS B2 s 1, FFRCE % VLAN #2 0 1 IP bk,

<Swi t chB> systemvi ew

[SwitchB] vlan 100

[ Swi tchB-vl an100] port gigabitethernet 1/0/1

[ Swi tchB-vl an100] quit

[SwitchB] interface vlan-interface 100
[SwitchB-Vlan-interfacelOO] ip address 10.1.1.2 24
[SwitchB-Vlan-interfacelO0] quit

# fic & Loopback £ 1) IP Mk,
[SwitchB] interface LoopBack O



[ Swi t chB- LoopBackO] ip address 3.3.3.3 32
# RAFICE

[ SwitchB] save force

3.4 WnFAcE

# 24 Switch A L AR S By i ), ki 3.3.3.3.

[SwitchA] ping 3.3.3.3

Ping 3.3.3.3 (3.3.3.3): 56 data bytes, press CTRL+C to break
Request time out

Request tinme out

Request time out

Request time out

Request tinme out

--- Ping statistics for 3.3.3.3 ---

5 packet (s) transmtted, O packet(s) received, 100.0% packet | oss

# 24 Switch A FACE T 5 Ml ey, wrRlyin 3.3.3.3.
[SwitchA] ping 3.3.3.3

Ping 3.3.3.3 (3.3.3.3): 56 data bytes, press CTRL+C to break
56 bytes from3.3.3.3: icnp_seq=0 ttl =255 time=2.000 ns
56 bytes from3.3.3.3: icnp_seq=1 ttl =255 time=0.000 ns
56 bytes from3.3.3.3: icnp_seq=2 ttl =255 tinme=0.000 ns
56 bytes from3.3.3.3: icnp_seq=3 ttl =255 tinme=1.000 ns
56 bytes from3.3.3.3: icnp_seq=4 ttl =255 time=0.000 ns

--- Ping statistics for 3.3.3.3 ---
5 packet (s) transmtted, 5 packet(s) received, 0.0% packet |oss
round-trip mn/avg/ max/std-dev = 0.000/0. 600/ 2.000/0.800 ns

3.5 BEXH

(] Switch A:
#

vl an 100

#

interface Vlan-interfacelO0
ip address 10.1.1.1 255.255.255.0
#
interface G gabitEthernet1/0/1
port |ink-node bridge
port access vlan 100

#

ip route-static 0.0.0.0 0 10.1.1.2
#

. Switch B :

#

vl an 100

#



interface Vlan-interfacelO0

i p address 10.1.1.2 255.255.255.0
#
interface LoopBackO

i p address 3.3.3.3 255. 255. 255. 255
#
interface G gabitEthernet1/0/1

port |ink-node bridge

port access vlan 100
#

3.6 fHXEX

o UREE “ZEHAR-IPHBEEERS TR CEAHE.
o UREE “Z=FEEARPBHAASZE” P CHSHE
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4 BB ZEhEsSERE

4.1

4.2

M

AR RT B A ORL ELy v
LH MK

TSN AR B 4% 0. WL 4 Bk, Switch AL Switch B. Switch C 1 Switch D i&E# T

20.1.1.0/24 F1 30.1.1.0/24 WAL, EAS AL b e B A5 4 bl DASZ I AN B LGB, e L

FH 2% 1 AR i P9 285 1) ] Sk

Switch A f£74 20.1.1.0/24 W Bt N FHLHIERAE N OE, 7E Switch A _FAFFEPI 26 Blik 30.1.1.0/24 B

HAme, Bk 54 Switch B Al Switch C. X4 # A I &, Hr:

. N —BkA Switch B fER SEE AR e s, 1ENEMH. 1Z5 B rliER, Switch A il Switch
B KR S K %) 30.1.1.0/24 WL

e F—BkN Switch C [FFSIRIE SIS H .. JEMRBAATIAN, &M EHAL, Switch Ai#
it Switch C ¥4 3C#% % 5] 30.1.1.0/24 W EX

o TEEMMMEIERE, VAR UIH B FEERK b, R0 H R

[El4 FahFRrsig e fc &40 M [E

Switch B

Vlan-int5
10.2.1.2/24

Switch A Switch D )
Vlan-int5 Vian-int7

20.1.1.0/24 30.1.1.0/24

Vlan-int3
10.3.1.1/24

Vian-int4
10.4.1.4/24

Vlan-int3
10.3.1.3/24

Vlan-int4
10.4.1.3/24

Switch C

SRR B FE T, AR RSB T ARAR AR A,
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43 ILETE

1. fig & Switch A
# 617 VLAN, 7£ VLAN HIAG RN o 1, JERCE 2% VLAN £ L F) 1P Huhik,

<Swi t chA> systemvi ew

[SwitchA] vlian 2

[ Swi tchA-vl an2] port gigabitethernet 1/0/1

[ SwitchA-vlan2] quit

[SwitchA] vlian 3

[ Swi tchA-vl an3] port gigabitethernet 1/0/2

[ SwitchA-vlan3] quit

[SwitchA] vlan 6

[ Swi t chA-vl an6] port gigabitethernet 1/0/3

[ Swi tchA-vl an6] quit

[SwitchA] interface vlan-interface 2
[SwitchA-Vlan-interface2] ip address 10.1.1.1 24
[ SwitchA-Vlan-interface2] quit

[SwitchA] interface vlan-interface 3
[SwitchA-Vlan-interface3] ip address 10.3.1.1 24
[SwitchA-Vlan-interface3] quit

[SwitchA] interface vlan-interface 6
[SwitchA-Vlan-interface6] ip address 20.1.1.1 24
[ SwitchA-M an-interface6] quit

# BCE IS 30.1.1.0/24 MIBFFESE th: T —Blihloh 10.1.1.2, RAEFNREE 60.
[SwitchA] ip route-static 30.1.1.0 24 10.1.1.2

# LB FIIE 10.2.1.0/24 MIBFFESE h: T —Bihloh 10.1.1.2, RAEFNREE 60.
[SwitchA] ip route-static 10.2.1.0 24 10.1.1.2

# BCE A 30.1.1.0/24 M et T Bkl 10.3.1.3, {5640 80.
[SwitchA] ip route-static 30.1.1.0 24 10.3.1.3 preference 80

# BCE A 10.4.1.0/24 M st T Bkl 10.3.1.3, {5640 80.
[SwitchA] ip route-static 10.4.1.0 24 10.3.1.3 preference 80

# ORI E

[ Swi t chA] save force

2. Bt & Switch B
# 4% VLAN, 7£ VLAN HInAGE B s 1, JERCE % VLAN £ HF 1P Huhik,

<Swi t chB> systemvi ew

[SwitchB] vlan 2

[ SwitchB-vlan2] port gigabitethernet 1/0/1
[SwitchB-vlan2] quit

[SwitchB] vlan 5

[ Swi tchB-vl an5] port gigabitethernet 1/0/2

[ SwitchB-vlan5] quit

[SwitchB] interface vlan-interface 2
[SwitchB-Vlan-interface2] ip address 10.1.1.2 24

12



[SwitchB-Vl an-interface2] quit

[SwitchB] interface vlan-interface 5
[SwitchB-Vlan-interface5] ip address 10.2.1.2 24
[SwitchB-Vlan-interface5] quit

# LB FIIA 30.1.1.0/24 M HIERAE th: T Bkl 10.2.1.4.
[SwitchB] ip route-static 30.1.1.0 24 10.2.1.4
# BCEFIIA 20.1.1.0/24 M HIERAE tH: T —Blithhiy 10.1.1.1.
[SwitchB] ip route-static 20.1.1.0 24 10.1.1.1

# RIFBCE

[SwitchB] save force

3. Big & Switch C
# 0% VLAN, 7E VLAN FIIASS B s 1, FFRCE % VLAN #2 0 1 IP bk,

<Swi tchC> systemvi ew

[SwitchC] vlian 3

[SwitchCvlan3] port gigabitethernet 1/0/1
[SwitchCvlan3] quit

[SwitchC] vlan 4

[SwitchC-vlan4] port gigabitethernet 1/0/2
[SwitchCvlan4] quit

[SwitchC] interface vlan-interface 3
[SwitchC-Vlan-interface3] ip address 10.3.1.3 24
[SwitchC-Vlan-interface3] quit

[SwitchC] interface vlan-interface 4
[SwitchC-Mlan-interface4] ip address 10.4.1.3 24
[SwitchC-M an-interface4] quit

# LB FIIA 30.1.1.0/24 M HIERAE th: T —Blitihiy 10.4.1.4.
[SwitchC] ip route-static 30.1.1.0 24 10.4.1.4
# BCEFIIA 20.1.1.0/24 M HIERAE tH: T —Blitthiy 10.3.1.1.
[SwitchC] ip route-static 20.1.1.0 24 10.3.1.1

# RFBCE

[SwitchC] save force

4. B2 ¥ Switch D
# 0% VLAN, 7E VLAN FIIASS B 1, FFRCE % VLAN #2 0 1 IP bk,

<Swi tchD> systemvi ew

[SwitchD] vlan 4

[ SwitchD-vl an4] port gigabitethernet 1/0/1
[SwitchD-vlan4] quit

[SwitchD] vlan 5

[ Swi tchD-vl an5] port gigabitethernet 1/0/2
[ SwitchD-vlan5] quit

[SwitchDl vlan 7

[ Swi tchD-vl an7] port gigabitethernet 1/0/3
[SwitchD-vlan7] quit

[SwitchD] interface vlan-interface 4

13



[SwitchD-Ml an-interface6] ip address 10.4.1.4 24
[SwitchD-Vlan-interface6] quit

[SwitchD] interface vlan-interface 5
[SwitchD-Vlan-interface5] ip address 10.2.1.4 24
[SwitchD-Vlan-interface5] quit

[SwitchD] interface vlan-interface 7
[SwitchD-Vlan-interface7] ip address 30.1.1.1 24
[SwitchD-Vlan-interface7] quit

# LB FIIE 20.1.1.0/24 MIBFEFESE h: T —Blithloh 10.2.1.2, RAEHNREE 60.
[SwitchD] ip route-static 20.1.1.0 24 10.2.1.2

# LB IS 10.1.1.0/24 MBS T —Bihh 10.2.1.2, RAEFNREE 60.
[SwitchD] ip route-static 10.1.1.0 24 10.2.1.2

# BCEFIIE 20.1.1.0/24 MBIt T Bkl 10.4.1.3, {56400 80.
[SwitchD] ip route-static 20.1.1.0 24 10.4.1.3 preference 80

# BCE A 10.3.1.0/24 M st T Bkl 10.4.1.3, 56400 80.
[SwitchD] ip route-static 10.3.1.0 24 10.4.1.3 preference 80

# ORI E

[SwitchD] save force

4.4 BFREE

# 7R Switch A fE% H 3
[SwitchA] display ip routing-table

Destinations : 9 Routes : 9

Desti nati on/ Mask Proto Pre Cost Next Hop Interface
10.1.1.0/ 24 Direct O 0 10.1.1.1 VI an2
10.1.1.1/32 Direct 0 0 127.0.0.1 I nLoopO
10.3.1.0/ 24 Direct 0 0 10.3.1.1 VI an3
10.3.1.1/32 Direct O 0 127.0.0.1 I nLoopO
20.1.1.0/24 Direct O 0 20.1.1.1 VI an6
20.1.1.1/32 Drect 0 0 127.0.0.1 I nLoop0
30.1.1.0/24 Static 60 O 10.1.1.2 VI an2
127.0.0.0/8 Direct O 0 127.0.0.1 I nLoopO
127.0.0.1/ 32 Drect O 0 127.0.0.1 I nLoopO

DL EEoRfEE R, Switch A JEit Switch B 4R S0 & 3] 30.1.1.0/24 W Ex .
# 7£ Switch B 3¢ VLAN 322 11 2 % B LUK R4 o

<Swi t chB> systemvi ew
[SwitchB] interface gigabitethernet 1/0/1
[ Swi t chB- G gabi t Et hernet 1/ 0/ 1] shut down

# 7K Switch A fE% H#E
[SwitchA] display ip routing-table

Destinations : 9 Routes : 9
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Desti nati on/ Mask Proto Pre Cost Next Hop Interface

10.1.1.0/24 Direct O 0 10.1.1.1 VI an2
10.1.1.1/32 Direct 0 0 127.0.0.1 I nLoop0
10.3.1.0/ 24 Direct 0 0 10.3.1.1 VI an3
10.3.1.1/32 Direct O 0 127.0.0.1 I nLoopO
20.1.1.0/24 Direct O 0 20.1.1.1 VI an6
20.1.1.1/32 Drect 0 0 127.0.0.1 I nLoopO
30.1.1.0/24 Static 80 O 10.3.1.3 VI an3
127.0.0.0/8 Direct 0 0 127.0.0.1 I nLoop0
127.0.0.1/32 Drect O 0 127.0.0.1 I nLoopO

DL EEREERR, B4R, Switch A Bt Switch C KR C#: K& 31 30.1.1.0/24 M EX.

# MRS, 20.1.1.0/24 B B FENPA ] LS 30.1.1.0/24 W E N B FENLIELS -

[SwitchA] ping -a 20.1.1.1 30.1.1.1

Ping 30.1.1.1: 56 data bytes, press CIRL+C to break
.1.1: bytes=56 Sequence=1 ttl =254 tine=2

byt es=56 Sequence=2 ttl =254 tine=1

byt es=56 Sequence=3 ttl =254 tine=1

byt es=56 Sequence=4 ttl =254 tine=2

byt es=56 Sequence=5 ttl =254 tine=1

Reply from 30.
Reply from 30.
Reply from 30.
Reply from 30.

33 3 3 3

Reply from 30.

--- Ping statistics for 30.1.1.1 ---
5 packet (s) transmtted, 5 packet(s) received, 0.00% packet | oss
round-trip mn/avg/ max/std-dev = 1/1/2/1 ns

# Switch D FHE/~EE S Switch A 8L, T BN, 30.1.1.0/24 W B 1 BN PR 7]
PL5 20.1.1.0/24 WELN I EHLIEE .

[SwitchD] ping -a 30.1.1.1 20.1.1.1
Ping 20.1.1.1: 56 data bytes, press CTRL+C to break

Reply from 20.1.1.1: bytes=56 Sequence=1 ttl =254 tinme=2 s
Reply from 20.1.1.1: bytes=56 Sequence=2 ttl =254 time=1 s
Reply from 20.1.1.1: bytes=56 Sequence=3 ttl =254 tinme=1 s
Reply from 20.1.1.1: bytes=56 Sequence=4 ttl|l =254 time=1 s
Reply from 20.1.1.1: bytes=56 Sequence=5 ttl|l =254 time=1 s

--- Ping statistics for 20.1.1.1 ---
5 packet (s) transmtted, 5 packet(s) received, 0.00% packet | oss
round-trip mn/avg/ max/std-dev = 1/1/2/1 ns

4.5 BLEXXH

) Switch A:
#

vlan 2

#

vlian 3

#

vl an 6

15



#
interface Vlan-interface2
i p address 10.1.1.1 255.255.255.0
#
interface Vlan-interface3
i p address 10.3.1.1 255.255.255.0
#
interface Vlan-interface6
i p address 20.1.1.1 255.255.255.0
#
interface G gabitEthernet1/0/1
port |ink-node bridge
port access vlan 2
#
interface G gabitEthernet1/0/2
port |ink-node bridge
port access vlan 3
#
interface G gabitEthernet1/0/3
port |ink-node bridge
port access vlan 6
#
ip route-static 30.1.1.0 24 10.1.1.2
ip route-static 10.2.1.0 24 10.1.1.2
ip route-static 30.1.1.0 24 10.3.1.3 preference 80
ip route-static 10.4.1.0 24 10.3.1.3 preference 80
#

. Switch B :

#
vlan 2
#
vlan 5
#
interface Vlan-interface2
i p address 10.1.1.2 255.255.255.0
#
interface Vlan-interfaceb
i p address 10.2.1.2 255.255.255.0
#
interface G gabitEthernet1/0/1
port |ink-node bridge
port access vlan 2
#
interface G gabitEthernet1/0/2
port |ink-node bridge
port access vlian 5
#
ip route-static 20.1.1.0 24 10.1.1.1

16



ip route-static 30.1.1.0 24 10.2.1.4
#

. Switch C
#

vlan 3

#

vl an 4

#

interface Vlan-interface3
i p address 10.3.1.3 255.255.255.0
#
interface Vlan-interface4
i p address 10.4.1.3 255.255.255.0
#
interface G gabitEthernet1/0/1
port |ink-node bridge
port access vlan 3
#
interface G gabitEthernet1/0/2
port |ink-node bridge
port access vlan 4
#
ip route-static 20.1.1.0 24 10.3.1.1
ip route-static 30.1.1.0 24 10.4.1.4
#

. Switch D
#

vl an 4

#

vlan 5

#

vlian 7

#

interface Vlan-interface4
i p address 10.4.1.4 255.255.255.0
#
interface Vlan-interface5b
i p address 10.2.1.4 255.255.255.0
#
interface Vlan-interface7?
ip address 30.1.1.1 255.255.255.0
#
interface G gabitEthernet1/0/1
port |ink-node bridge
port access vlan 4
#
interface G gabitEthernet1/0/2
port |ink-node bridge



port access vlian 5
#
interface G gabitEthernet1/0/3
port |ink-node bridge
port access vlan 7
#
ip route-static 20.1.1.0 24 10.2.1.2
ip route-static 10.1.1.0 24 10.2.1.2
ip route-static 20.1.1.0 24 10.4.1.3 preference 80
ip route-static 10.3.1.0 24 10.4.1.3 preference 80
#

4.6 tHXZFER

o UMEE “ZESAR-IPHBEEERS TR CHAHE.
o UMEE “ZESAR-IPHEIGSSET PR CHAHE.
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5 BeERFSISHEEM R AESIE
5.1 &N
RN RS I th S B 0 FE RS B v .

5.2 HMEEk

& 5 fizs, Switch A, Switch B. Switch C fl Switch D #4% T 20.1.1.0/24 1 30.1.1.0/24 Hi 1~
B, TEACHHL LT E S A B B USSR AN B B8, A T IR BRI 2, BER M 20.1.1.0/24
F) 30.1.1.0/24 MEEACT- 3 FL BB ARBERG 1, IF HL 9 i — KB s 5 i B E s D) 4 3 o —
FEER .

Switch A 1E 4 20.1.1.0/24 R E N EHLIERA NS, 78 Switch A FAFLER 2 F)iA 30.1.1.0/24 W B[]
EASERH, T —Bksr 5N Switch B il Switch C. @I iX P 4 i 245 8 bR BB 240, v 2.
BB BRI 0 R R FR AN T A R A R

15 F37RE R SEIL G R T 3 5 1B EC B LA P[]

Switch B

Vlan-int5
10.2.1.2/24

Vlan-int2

Switch D
Vlan-int7

Vlan-int5
20.1.1.024 === "§" o o “§" e 30.1.1.0/24
Q

Vlan-int3
10.3.1.1/24

Vian-int4
10.4.1.4/24

Vlan-int3
10.3.1.3/24

Vlan-int4
10.4.1.3/24

Switch C

SRR B FE T, EARAE R T RAR AR A

5.3 BLELR

1. fig & Switch A
# 2% VLAN, 7E VLAN FIIASS B sg H, FFRCE % VLAN #2 0 1 IP bk,

<Swi t chA> systemvi ew



[ SwitchA] vlan 2

[ Swi tchA-vl an2] port gigabitethernet 1/0/1

[ SwitchA-vlan2] quit

[SwitchA] vlian 3

[ Swi tchA-vl an3] port gigabitethernet 1/0/2

[ SwitchA-vlan3] quit

[SwitchA] vlian 6

[ Swi t chA-vl an6] port gigabitethernet 1/0/3

[ Swi tchA-vl an6] quit

[SwitchA] interface vlan-interface 2
[SwitchA-Vlan-interface2] ip address 10.1.1.1 24
[ SwitchA-Vlan-interface2] quit

[SwitchA] interface vlan-interface 3
[SwitchA-Vlan-interface3] ip address 10.3.1.1 24
[SwitchA-VIan-interface3] quit

[SwitchA] interface vlan-interface 6
[SwitchA-Vlan-interface6] ip address 20.1.1.1 24
[SwitchA-VIan-interface6] quit

# LB FIIA 30.1.1.0/24 M HIAERAE . T Bkl oy 10.1.1.2,
[SwitchA] ip route-static 30.1.1.0 24 10.1.1.2

# BCE A 10.2.1.0/24 M HIERAE tH: T —Blithiy 10.1.1.2,
[SwitchA] ip route-static 10.2.1.0 24 10.1.1.2

# LB FIIA 30.1.1.0/24 M HIERAE th: T Bkl oy 10.3.1.3.
[SwitchA] ip route-static 30.1.1.0 24 10.3.1.3

# BCEFIIA 10.4.1.0/24 MBI E tH: T Bkl 10.3.1.3.
[SwitchA] ip route-static 10.4.1.0 24 10.3.1.3

# ORATFICE

[ Swi t chA] save force
2. fig & Switch B

# 2% VLAN, 7E VLAN FIIASS B sg I, FFRCE % VLAN #2 0 1 IP bk,

<Swi t chB> systemvi ew

[SwitchB] vlan 2

[ SwitchB-vlan2] port gigabitethernet 1/0/1
[SwitchB-vlan2] quit

[SwitchB] vlan 5

[ Swi tchB-vl an5] port gigabitethernet 1/0/2

[ SwitchB-vlan5] quit

[SwitchB] interface vlan-interface 2
[SwitchB-Vlan-interface2] ip address 10.1.1.2 24
[SwitchB-Vlan-interface2] quit

[SwitchB] interface vlan-interface 5
[SwitchB-Vlan-interface5] ip address 10.2.1.2 24
[SwitchB-Vlan-interface5] quit

# ML B Fik 30.1.1.0/24 MBHIER SR : N —Bkibhlkoh 10.2.1.4.
[SwitchB] ip route-static 30.1.1.0 24 10.2.1.4
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# ML E 21k 20.1.1.0/24 MBIHIFR SR : N —Bkbhioh 10.1.1.1.
[SwitchB] ip route-static 20.1.1.0 24 10.1.1.1
# AP E

[SwitchB] save force
3. fig & Switch C

# 0% VLAN, 7E VLAN FIIASS B s H, FFRCE % VLAN #2 0 1 IP bk,

<Swi t chC> systemvi ew

[SwitchC] vlian 3

[SwitchC vl an3] port gigabitethernet 1/0/1
[SwitchCvlan3] quit

[SwitchC] vlan 4

[ SwitchC- vl an4] port gigabitethernet 1/0/2
[SwitchCvlan4] quit

[SwitchC] interface vlan-interface 3
[SwitchC-Vlan-interface3] ip address 10.3.1.3 24
[SwitchC-M an-interface3] quit

[SwitchC] interface vlan-interface 4
[SwitchC-Vlan-interface4] ip address 10.4.1.3 24
[SwitchC-Ml an-interfaced4] quit

# LB FIIA 30.1.1.0/24 M HIERAE th: T —Blitihiy 10.4.1.4.
[SwitchC] ip route-static 30.1.1.0 24 10.4.1.4

# LB FIIA 20.1.1.0/24 M HIERAE th: T —Blitthiy 10.3.1.1.
[SwitchC] ip route-static 20.1.1.0 24 10.3.1.1

# RATFICE

[SwitchC] save force
4. Bt & Switch D

# 0% VLAN, 7E VLAN FIIASS B se 1, FFRCE % VLAN £2 0 1 IP bk,

<Swi t chD> systemvi ew

[SwitchD] vlan 4

[ SwitchD-vl an4] port gigabitethernet 1/0/1
[SwitchD-vlan4] quit

[SwitchD] vlan 5

[ Swi tchD-vl an5] port gigabitethernet 1/0/2
[SwitchD-vlan5] quit

[SwitchDl vlan 7

[ Swi tchD-vl an7] port gigabitethernet 1/0/3
[SwitchD-vlan7] quit

[SwitchD] interface vlan-interface 4
[SwitchD-Vlan-interface4] ip address 10.4.1.4 24
[SwitchD-Vl an-interface4] quit

[SwitchD] interface vlan-interface 5

[SwitchD-Ml an-interface5] ip address 10.2.1.4 24
[SwitchD-VlIan-interface5] quit

[SwitchD] interface vlan-interface 7

[SwitchD-M an-interface7] ip address 30.1.1.1 24
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[SwitchD-M an-interface7] quit

# LB FIIA 20.1.1.0/24 M HIERAE tH: T Bkl 10.2.1.2,
[SwitchD] ip route-static 20.1.1.0 24 10.2.1.2

# BCE A 10.1.1.0/24 M HIERAE th: T —Blithiy 10.2.1.2,
[SwitchD] ip route-static 10.1.1.0 24 10.2.1.2

# BCEFIIA 20.1.1.0/24 M HIERAE th: T —Blitihiy 10.4.1.3.
[SwitchD] ip route-static 20.1.1.0 24 10.4.1.3

# BCEFIIA 10.3.1.0/24 M HIERAE th: T —Blitihiy 10.4.1.3.
[SwitchD] ip route-static 10.3.1.0 24 10.4.1.3

# RIFBCE

[SwitchD] save force

5.4 ¥FAcE

# {7 Switch A fE% H#E
[SwitchA] display ip routing-table

Destinations : 9 Routes : 10
Desti nati on/ Mask Proto Pre Cost Next Hop Interface
10.1.1.0/ 24 Direct O 0 10.1.1.1 VI an2
10.1.1.1/32 Direct O 0 127.0.0.1 I nLoopO
10.3.1.0/ 24 Direct 0 0 10.3.1.1 VI an3
10.3.1.1/32 Drect O 0 127.0.0.1 I nLoopO
20.1.1.0/ 24 Direct O 0 20.1.1.1 VI ané
20.1.1.1/32 Drect O 0 127.0.0.1 I nLoop0
30.1.1.0/24 Static 60 O 10.1.1.2 VI an2
Static 60 O 10.3.1.3 VI an3
127.0.0.0/8 Direct 0 0 127.0.0.1 I nLoopO
127.0.0.1/ 32 Direct 0 0 127.0.0.1 I nLoop0

DL SRR EE R, Switch A 1] LU Switch B #11 Switch C 44k i % F) 30.1.1.0/24 W Ek .
# 7£ Switch B ¢ VLAN 322 11 2 % B LUK R4 o

<Swi t chB> systemvi ew
[SwitchB] interface gigabitethernet 1/0/1
[ Swi t chB- G gabi t Et hernet 1/ 0/ 1] shut down

# 7K Switch A fE% HI 3
[SwitchA] display ip routing-table

Destinations : 9 Routes : 9

Desti nati on/ Mask Proto Pre Cost Next Hop Interface
10.1.1.0/24 Direct O 0 10.1.1.1 VI an2
10.1.1.1/32 Direct O 0 127.0.0.1 I nLoopO
10.3.1.0/24 Direct O 0 10.3.1.1 VI an3
10.3.1.1/32 Direct O 0 127.0.0.1 I nLoopO



20.1.1.0/ 24 Direct O 0 20.1.1.1 VI an6

20.1.1.1/32 Direct O 0 127.0.0.1 I nLoopO

30.1.1.0/24 Static 60 0 10.3.1.3 VI an3

127.0.0.0/8 Direct O 0 127.0.0.1 I nLoopO

127.0.0.1/ 32 Direct O 0 127.0.0.1 I nLoopO

DL SRS BN, Y — AR T, Switch A T BLiEE Switch C ¥4k 0% & 31 30.1.1.0/24
WX

#H A — B IR S, 20.1.1.0/24 W BN B ENLTIZA AT LA 30.1.1.0/24 W B 9 H FEHLIETE

[SwitchA] ping -a 20.1.1.1 30.1.1.1

Ping 30.1.1.1: 56 data bytes, press CIRL+C to break
.1.1: bytes=56 Sequence=1 ttl =254 tine=2

byt es=56 Sequence=2 ttl =254 tine=1

byt es=56 Sequence=3 ttl =254 tine=1

byt es=56 Sequence=4 ttl =254 tine=2

byt es=56 Sequence=5 ttl =254 tine=1

Reply from 30.
Reply from 30.
Reply from 30.
Reply from 30.

33 3 3 2

Reply from 30.

--- Ping statistics for 30.1.1.1 ---
5 packet (s) transmtted, 5 packet(s) received, 0.00% packet | oss
round-trip mn/avg/ max/std-dev = 1/1/2/1 ns

# Switch D _FE/REE 5 Switch A Z8fl, Hr—&BEMH BN fE, 30.1.1.0/24 BN ) AL
AR T LA 20.1.1.0/24 W EL P9 I ENLELS .

[SwitchD] ping -a 30.1.1.1 20.1.1.1
Ping 20.1.1.1: 56 data bytes, press CTRL+C to break

Reply from 20.1.1.1: bytes=56 Sequence=1 ttl =254 tinme=2 s
Reply from 20.1.1.1: bytes=56 Sequence=2 ttl| =254 time=1 ns
Reply from 20.1.1.1: bytes=56 Sequence=3 ttl =254 tinme=1 s
Reply from 20.1.1.1: bytes=56 Sequence=4 ttl|l =254 time=1 s
Reply from 20.1.1.1: bytes=56 Sequence=5 ttl|l =254 time=1 ns

--- Ping statistics for 20.1.1.1 ---
5 packet (s) transmtted, 5 packet(s) received, 0.00% packet | oss
round-trip mn/avg/ max/std-dev = 1/1/2/1 ns

5.5 BEENH

) Switch A:
#

vlan 2

#

vlian 3

#

vl an 6

#

interface Vlan-interface2

ip address 10.1.1.1 255.255.255.0
#
interface Vlan-interface3



i p address 10.3.1.1 255.255.255.0
#
interface Vlan-interface6
ip address 20.1.1.1 255.255.255.0
#
interface G gabitEthernet1/0/1
port |ink-node bridge
port access vlan 2
#
interface G gabitEthernet1/0/2
port |ink-node bridge
port access vlan 3
#
interface G gabitEthernet1/0/3
port |ink-node bridge
port access vlan 6
#
ip route-static 30.1.1.0 24 10.1.1.2
ip route-static 10.2.1.0 24 10.1.1.2
ip route-static 30.1.1.0 24 10.3.1.3
ip route-static 10.4.1.0 24 10.3.1.3
#

. Switch B :
#

vlan 2

#

vlan 5

#

interface Vlan-interface2
i p address 10.1.1.2 255.255.255.0
#
interface Vlan-interface5
i p address 10.2.1.2 255.255.255.0
#
interface G gabitEthernet1/0/1
port |ink-node bridge
port access vlan 2
#
interface G gabitEthernet1/0/2
port |ink-node bridge
port access vlan 5
#
ip route-static 20.1.1.0 24 10.1.1.1
iproute-static 30.1.1.0 24 10.2.1.4
#

. Switch C

#
vlian 3



#
vl an 4
#
interface Vlan-interface3
i p address 10.3.1.3 255.255.255.0
#
interface Vlan-interface4
i p address 10.4.1.3 255.255.255.0
#
interface G gabitEthernet1/0/1
port |ink-node bridge
port access vlan 3
#
interface G gabitEthernet1/0/2
port |ink-node bridge
port access vlan 4
#
ip route-static 20.1.1.0 24 10.3.1.1
ip route-static 30.1.1.0 24 10.4.1.4
#

. Switch D
#

vl an 4

#

vlan 5

#

vlian 7

#

interface Vlan-interface4
i p address 10.4.1.4 255.255.255.0
#
interface Vlan-interface5b
i p address 10.2.1.4 255.255.255.0
#
interface Vlan-interface7?
ip address 30.1.1.1 255.255.255.0
#
interface G gabitEthernet1/0/1
port |ink-node bridge
port access vlan 4
#
interface G gabitEthernet1/0/2
port |ink-node bridge
port access vlan 5
#
interface G gabitEthernet1/0/3
port |ink-node bridge
port access vlan 7



#
ip route-static 20.1.1.0 24 10.2.1.2
ip route-static 10.1.1.0 24 10.2.1.2
ip route-static 20.1.1.0 24 10.4.1.3
ip route-static 10.3.1.0 24 10.4.1.3
#

5.6 fHXER

o UAMIE “ZREOR-IPEHBECEIRS” PR “EaSERH .
o UMEE “ZREHAR-IPHHEIGSSET PR CHEAHE.



6 BE7SEEER. Track 5 NQA BXT)
6.1 1T
ARG FEEME. Track 5 NQA BEE L & 72

6.2 ZHMEEK

1 6 iz, Switch AL Switch B, Switch C il Switch D #%#% 1 20.1.1.0/24 1 30.1.1.0/24 #§ANM

B, fEACHNL I C B A I DS A I B B, I ER S DA v X % ) AT S

Switch A f£74 20.1.1.0/24 W BN FHLHIERAE N E, 7E Switch A _EAFZEPI 26 Blik 30.1.1.0/24 B

EAEH, T Bk %4 Switch B F1 Switch C. X P& A K HIE &G, .

o F—BkX Switch B AR HIL g m, MENFEEH . X B H AR, Switch A @it Switch
B R Sk F) 30.1.1.0/24 MEL .

e Nkl Switch C MIEFSIRIE N & H

e ff Switch A Filid#E &AM . Track 5 NQA BEZ, SZIf A FBK R Sk, S4B HAH]
IS, &R AR, Switch AT Switch C 4 R C#: K& 5] 30.1.1.0/24 M EXL .

[F] 11, Switch D /£ 4 30.1.1.0/24 P B: N =ML ERAE X 5%, 75 Switch D EAELE P 26314 20.1.1.0/24

W BB AR 1, T —Bk% B4 Switch B A1 Switch C. X P 2k 1k I & 4y, o

. F—BkA Switch B HIER SEE AR Se i, EoNERH . ZHaikR), Switch D il Switch
B KR S K B 20.1.1.0/24 M.

e Nkl Switch C MIEFSIRIE N & H

e  ff SwitchD @il # &Mt . Track 5 NQA BEZh, SZi b 8% R A rlik. 2E i Rn]
ik, Bk iER, Switch D iEid Switch C Bk SC#: &k 3 20.1.1.0/24 PIEL.

&6 Ba7SE8E. Track 5 NQA BXEhiic & 25 M &

Switch B

Vlan-int2 i Vlan-int5

10.2.1.2/24

Switch D
Vlan-int7

30.1.1.1/24

Vian-int2 Vian-int5
10.2.1.4/24

20.1.1.0/24 30.1.1.0/24

Vlan-int3
10.3.1.1/24

Vian-int4
10.4.1.4/24

Vlan-int3
10.3.1.3/24
3§

Vlan-int4
10.4.1.3/24

Switch C



X i

E R B E T, WARE R T RAZ R E.

6.3 ELE B

B B BRI .
(1) FESRS Pk
(2) MEFASKH

BCE g Fasitt, Hrp T —Bh Switch B RS e, E v ERkt, Bk
Switch C HIF#SEEAE N &40 %

(3) TtE NQA ik
7 HIFE Switch A £l Switch D _EARE NQA £l Switch A—Switch B— Switch D iX 2k B 42 1%
iEYE. i Track <8 NQA MIARAL, sCBIFRAMH . Track 5 NQA BEZ).

6.4 BEELE

1. it & Switch A
# )% VLAN, 7E VLAN FIDASS B s I, FFRCE % VLAN #2 0 1 IP bk,

<Swi t chA> systemvi ew

[SwitchA] vlian 2

[ Swi tchA-vl an2] port gigabitethernet 1/0/1

[ SwitchA-vlan2] quit

[SwitchA] vlian 3

[ Swi tchA-vl an3] port gigabitethernet 1/0/2

[ SwitchA-vlan3] quit

[SwitchA] vlan 6

[ Swi t chA-vl an6] port gigabitethernet 1/0/3

[ Swi tchA-vl an6] quit

[SwitchA] interface vlan-interface 2
[SwitchA-Vlan-interface2] ip address 10.1.1.1 24
[ SwitchA-Vlan-interface2] quit

[SwitchA] interface vlan-interface 3
[SwitchA-VIan-interface3] ip address 10.3.1.1 24
[SwitchA-Vlan-interface3] quit

[SwitchA] interface vlan-interface 6
[SwitchA-VIan-interface6] ip address 20.1.1.1 24
[ SwitchA-Ml an-interface6] quit

# NCEFIA 30.1.1.0/24 WM RIFRASEEH: T —Bkihloy 10.1.1.2, P NEREE 60, ZKHE
Track I 1 Sk,
[SwitchA] ip route-static 30.1.1.0 24 10.1.1.2 track 1

# M E 2L 10.2.1.0/24 M RIERASEE: F—Bthhl A 10.1.1.2, L% NEEE 60.

2



[SwitchA] ip route-static 10.2.1.0 24 10.1.1.2

# BCEFIX 30.1.1.0/24 MBIFFA S H: T Bkl 7y 10.3.1.3, L5405 80.
[SwitchA] ip route-static 30.1.1.0 24 10.3.1.3 preference 80

# BCEPIX 10.4.1.024 MBFFAESH: T Bl 7y 10.3.1.3, 56405 80.
[SwitchA] ip route-static 10.4.1.0 24 10.3.1.3 preference 80

# BCEPIL 10.2.1.4 g ASH il N —Bthioy 10.1.1.2.

[SwitchA] ip route-static 10.2.1.4 24 10.1.1.2

# QI P A4 )y admin. #AEFRZEY test 7Y NQA Il 4 .

[SwitchA] nga entry adm n test

# e B MHAKAL Y ICMP-echo.

[ Swi t chA-nga-admi n-test] type icnp-echo

# BCE N H ik 10.2.1.4, F—BkHibl oy 10.1.1.2, DAME@ET NQA Al Switch A—Switch
B—Switch D iX 7% g4 1 .

[ Swi t chA- nga- admi n-test-icnp-echo] destination ip 10.2.1.4

[ Swi t chA-nga- admi n-test-i cnp-echo] next-hop ip 10.1.1.2

# e & MASZ Y 100ms.

[ Swi t chA- nga- admi n-test-i cnp-echo] frequency 100

# BCE KNI 1 GELRRI 5 il A RSN o

[ Swi t chA- nga- admi n-test-i cnp-echo] reaction 1 checked-el enent probe-fail threshold-type
consecutive 5 action-type trigger-only

[ Swi t chA-nga-adm n-test-icnp-echo] quit

# JR BRI .

[ Swi tchA] nga schedule admin test start-tine now lifetinme forever

#WCE Track T 1, JFHEN Track #1181, 2Bt NQA M4 (P 5N admin, #AEFRZEN test) [
BN 1.

[SwitchA] track 1 nga entry admin test reaction 1

[SwitchA-track-1] quit

# RFBCE

[ Swi t chA] save force

2. it & Switch B
# )% VLAN, 7E VLAN FIIASS B s I, FFRCE % VLAN #2H 1 1P bk,

<Swi t chB> systemvi ew

[SwitchB] vlan 2

[ SwitchB-vl an2] port gigabitethernet 1/0/1
[SwitchB-vlan2] quit

[SwitchB] vlan 5

[ Swi tchB-vl an5] port gigabitethernet 1/0/2

[ SwitchB-vlan5] quit

[SwitchB] interface vlan-interface 2
[SwitchB-Vlan-interface2] ip address 10.1.1.2 24
[SwitchB-Vlan-interface2] quit

[SwitchB] interface vlan-interface 5
[SwitchB-Vlan-interface5] ip address 10.2.1.2 24

3



[SwitchB-Vl an-interface5] quit

# LB FIIA 30.1.1.0/24 M HIERAE th: T —Blitihiy 10.2.1.4.
[SwitchB] ip route-static 30.1.1.0 24 10.2.1.4

# BCEFIIA 20.1.1.0/24 M HIERAE tH: T —Blithhioy 10.1.1.1.
[SwitchB] ip route-static 20.1.1.0 24 10.1.1.1

# RIFBCE

[ SwitchB] save force

3. Big & Switch C
# 0% VLAN, 7E VLAN FIIASS B sg H, FFRCE % VLAN #2011 1P bk,

<Swi tchC> systemvi ew

[SwitchC] vlian 3

[SwitchCvlan3] port gigabitethernet 1/0/1
[SwitchCvlan3] quit

[SwitchC] vlan 4

[SwitchC-vl an4] port gigabitethernet 1/0/2
[SwitchCvlan4] quit

[SwitchC] interface vlan-interface 3
[SwitchC-Vlan-interface3] ip address 10.3.1.3 24
[SwitchC-Vlan-interface3] quit

[SwitchC] interface vlan-interface 4
[SwitchC-Mlan-interface4] ip address 10.4.1.3 24
[SwitchC-Ml an-interface4] quit

# LB FIIA 30.1.1.0/24 M HIERAE th: T —Blithiy 10.4.1.4.
[SwitchC] ip route-static 30.1.1.0 24 10.4.1.4
# BCEFIIA 20.1.1.0/24 M HIERAE tH: T —Blitthiy 10.3.1.1.
[SwitchC] ip route-static 20.1.1.0 24 10.3.1.1

# RFBCE

[SwitchC] save force

4. B2 ¥ Switch D
# )% VLAN, 7E VLAN FIIASS B sg 1, FFRCE % VLAN £2 0 1 IP bk,

<Swi t chD> systemvi ew

[SwitchD] vlan 4

[ SwitchD-vl an4] port gigabitethernet 1/0/1
[SwitchD-vlan4] quit

[SwitchD] vlan 5

[ Swi tchD-vl an5] port gigabitethernet 1/0/2
[ SwitchD-vlan5] quit

[SwitchDl vlan 7

[ Swi tchD-vl an7] port gigabitethernet 1/0/3
[SwitchD-vlan7] quit

[SwitchD] interface vlan-interface 4
[SwitchD-Vlan-interface6] ip address 10.4.1.4 24
[SwitchD-Vl an-interface6] quit

[SwitchD] interface vlan-interface 5



[SwitchD-Ml an-interface5] ip address 10.2.1.4 24
[SwitchD-Vlan-interface5] quit

[SwitchD] interface vlan-interface 7
[SwitchD-Vlan-interface7] ip address 30.1.1.1 24
[SwitchD-Vlan-interface7] quit

# ME A 20.1.1.0/24 M MEARE: TPkl 10.2.1.2, R NEREE 60, ZHHY
Track Tl 1 KK,

[SwitchD] ip route-static 20.1.1.0 24 10.2.1.2 track 1

# LB FIIE 10.1.1.0/24 MBFE#ESE h: T —Bithloh 10.2.1.2, RAEFNREE 60.
[SwitchD] ip route-static 10.1.1.0 24 10.2.1.2

# BCE A 20.1.1.0/24 M sl T Bkl 10.4.1.3, 56400 80.
[SwitchD] ip route-static 20.1.1.0 24 10.4.1.3 preference 80

# BCE A 10.3.1.0/24 M st T —Bkitihi oy 10.4.1.3, {5640 80.
[SwitchD] ip route-static 10.3.1.0 24 10.4.1.3 preference 80

#BCEFX 10111 Mg At N —Bkitihioy 10.2.1.2.

[SwitchD] ip route-static 10.1.1.1 24 10.2.1.2

# QI B 40 admin, BRPEFRZE N test 1 NQA M4 .

[SwitchD] nga entry adm n test

# Wic B 2R AL H ICMP-echo.

[ Swi t chD-nga-admi n-test] type icnp-echo

# ECE MR H i S 10.1.1.1, F—Bkhhk oy 10.2.1.2, PAEIEIT NQA &l Switch D— Switch
B—Switch A X J& A2 (1@ 1.

[ Swi t chD-nga- admi n-test-icnp-echo] destination ip 10.1.1.1

[ Swi t chD- nga- admi n-test-i cnp-echo] next-hop ip 10.2.1.2

# LB My 100ms.

[ Swi t chD- nga- admi n-test-i cnp-echo] frequency 100

# OB RSN 1 GELZRRI 5 XAl A BKE]D o

[ Swi t chD- nga- admi n-test-i cnp-echo] reaction 1 checked-el enent probe-fail threshold-type
consecutive 5 action-type trigger-only

[ Swi t chD-nga-admi n-test-icnp-echo] quit

# JR BRI .

[SwitchD] nga schedule admin test start-tinme nowlifetinme forever

#WCE Track T 1, JFHEN Track #1181, 2Bt NQA MR (P 5N admin, #AEFRZEN test) 1]
EEH T 1.

[SwitchD] track 1 nga entry admn test reaction 1

[SwitchD-track-1] quit

# ORI E

[SwitchD] save force

6.5 WUFACE

# 7~ Switch A I Track T 15 2.
[ SwitchA] display track all



Track 1D 1
State: Positive
Duration: 0 days O hours 0 m nutes 32 seconds
Tracked object type: NQA
Noti fication delay: Positive 0, Negative O (in seconds)
Tracked obj ect:
NQA entry: adm n test
Reaction: 1
Rermote | P/URL: 10.2.1.4
Local IP: --
Interface: --

# LR Switch A I 2.
[SwitchA] display ip routing-table

Destinations : 10 Routes : 10

Desti nati on/ Mask Proto Pre Cost Next Hop Interface
10.1.1.0/ 24 Direct 0 0 10.1.1.1 VI an2
10.1.1.1/32 Direct 0 0 127.0.0.1 I nLoopO
10.2.1.0/ 24 Static 60 O 10.1.1.2 VI an2
10.3.1.0/ 24 Direct 0 10.3.1.1 VI an3
10.3.1.1/32 Drect O 0 127.0.0.1 I nLoopO
20.1.1.0/ 24 Di rect 0 20.1.1.1 VI ané
20.1.1.1/32 Direct 0 127.0.0.1 I nLoopO
30.1.1.0/24 Static 60 O 10.1.1.2 VI an2
127.0.0.0/8 Direct O 0 127.0.0.1 I nLoopO
127.0.0.1/ 32 Drect 0 0 127.0.0.1 I nLoopO

PLEBoR S BRI, NQA M &5 5k 3 % b T 7A (Track TR 254 Positive), Switch A i Switch
B 4R s K& 5 30.1.1.0/24 M B .
# 7 Switch B 3¢ VLAN 211 2 5 M AR .

<Swi t chB> systemvi ew
[SwitchB] interface gigabitethernet 1/0/1
[ SwitchB-G gabitethernet 1/0/1] shutdown

# o~ Switch A | Track Wit {E B .

[ SwitchA] display track all
Track ID: 1
State: Negative
Duration: 0 days O hours 0O minutes 32 seconds
Tracked object type: NQA
Noti fication delay: Positive 0, Negative O (in seconds)
Tracked object:
NQA entry: adm n test
Reaction: 1
Rermote | P/URL: 10.2.1.4
Local IP: --
Interface: --

# 5o Switch A g R .



[SwitchA] display ip routing-table

Destinations : 1
Desti nati on/ Mask
10.1.1.0/24
10.1.1.1/32
10.2.1.0/ 24
10.3.1.0/ 24
10.3.1.1/32
20.1.1.0/24
20.1.1.1/32
30.1.1.0/24
127.0.0.0/8
127.0.0.1/ 32

0

Routes : 10

Proto Pre Cost Next Hop

Direct O 0 10.1.1.1
Direct 0 0 127.0.0.1
Static 60 O 10.1.1.2
Di rect 0 10.3.1.1
Di rect 0 127.0.0.1
Di rect 0 20.1.1.1
Di rect 0 127.0.0.1
Static 80 O 10.3.1.3
Direct O 0 127.0.0.1
Direct O 0 127.0.0.1

Interface
VI an2

I nLoopO
VI an2
VI an3

I nLoopO
VI an6é

I nLoopO
VI an3

I nLoop0
I nLoopO

PLERREERR, NQA ML R AT A TIE (Track WUIRE N Negative), #5473 B A4
%, Switch A @it Switch C ¥l S0 Kk 3 30.1.1.0/24 ML,

# FESH LRSS, 20.1.1.0/24 MELN I EHITIPA AT LS 30.1.1.0/24 W B A 1 EHLIEAE
[SwitchA] ping -a 20.1.1.1 30.1.1.1

Ping 30.1.1.1: 5
Reply from 30
Reply from 30
Reply from 30.
Reply from 30

B R R R R

Reply from 30

Ping stati

round-trip mn/avg/ max/std-dev =

6

1

1
1
1
1

[ S = = S

stics for 30.1.1.1 ---
5 packet (s) transmtted, 5 packet(s)

1/1/2/1 s

recei ved, 0.

data bytes, press CTRL+C to break
byt es=56 Sequence=1 ttl =254 tine=2
byt es=56 Sequence=2 ttl =254 tine=1
byt es=56 Sequence=3 ttl =254 tine=1
byt es=56 Sequence=4 ttl =254 tine=2
byt es=56 Sequence=5 ttl =254 tine=1

00% packet

33 3 3 3

# Switch D FfE~E B 5 Switch AL, LR HHIHIERS,
Pl 20.1.1.0/24 KB N FEHLETE .
[SwitchD] ping -a 30.1.1.1 20.1.1.1

Ping 20.1.1.1: 56 data bytes, press CIRL+C to break
Reply from 20.1.1.1: bytes=56 Sequence=1 ttl =254 tinme=2
Reply from 20.1.1.1: bytes=56 Sequence=2 ttl =254 tinme=1
Reply from 20.1.1.1: bytes=56 Sequence=3 ttl =254 tinme=1
Reply from 20.1.1.1: bytes=56 Sequence=4 ttl =254 tinme=1
Reply from 20.1.1.1: bytes=56 Sequence=5 ttl =254 tinme=1
--- Ping statistics for 20.1.1.1 ---

5 packet (s) transmtted, 5 packet(s)
round-trip mn/avg/ max/std-dev =

6.6 BCENH

(] Switch A:

1/1/2/1 s

recei ved, O.

00% packet

33 3 3 3

| oss

30.1.1.0/24 M B N I EA LT8R AT

| oss



vlan 2
#
vlan 3
#
vl an 6
#
nga entry admn test
type icnp-echo
destination ip 10.2.1.4
frequency 100
next-hop ip 10.1.1.2
reaction 1 checked-el ement probe-fail threshold-type consecutive 5 action-type
trigger-only
#
nga schedul e admn test start-time now lifetime forever
#
interface Vlan-interface2
ip address 10.1.1.1 255.255.255.0
#
interface Vlan-interface3
i p address 10.3.1.1 255.255.255.0
#
interface Vlan-interface6
ip address 20.1.1.1 255.255.255.0
#
interface G gabitEthernet1/0/1
port |ink-node bridge
port access vlan 2
#
interface G gabitEthernet1/0/2
port |ink-node bridge
port access vlan 3
#
interface G gabitEthernet1/0/3
port |ink-node bridge
port access vlan 6
#
ip route-static 10.2.1.0 24 10.1.1.2
ip route-static 30.1.1.0 24 10.1.1.2 track 1
ip route-static 10.4.1.0 24 10.3.1.3 preference 80
ip route-static 30.1.1.0 24 10.3.1.3 preference 80

#
track 1 nga entry admn test reaction 1
#
. Switch B :
#
vlan 2
#



vlan 5
#
interface Vlan-interface2
i p address 10.1.1.2 255.255.255.0
#
interface Vlan-interface5
i p address 10.2.1.2 255.255.255.0
#
interface G gabitEthernet1/0/1
port |ink-node bridge
port access vlan 2
#
interface G gabitEthernet1/0/2
port |ink-node bridge
port access vlan 5
#
ip route-static 20.1.1.0 24 10.1.1.1
iproute-static 30.1.1.0 24 10.2.1.4
#

) Switch C
#

vlian 3

#

vl an 4

#

interface Vlan-interface3
i p address 10.3.1.3 255.255.255.0
#
interface Vlan-interface4
i p address 10.4.1.3 255.255.255.0
#
interface G gabitEthernet1/0/1
port |ink-node bridge
port access vlan 3
#
interface G gabitEthernet1/0/2
port |ink-node bridge
port access vlan 4
#
ip route-static 20.1.1.0 24 10.3.1.1
ip route-static 30.1.1.0 24 10.4.1.4
#

. Switch D

#
vlan 4

vlan 5



vlian 7
#
nga entry admn test
type icnp-echo
destination ip 10.1.1.1
frequency 100
next-hop ip 10.2.1.2
reaction 1 checked-el ement probe-fail threshol d-type consecutive 5 action-type
trigger-only
#
nga schedul e admn test start-time now lifetinme forever
#
interface Vlan-interface4
i p address 10.4.1.4 255.255.255.0
#
interface Vlan-interface5b
i p address 10.2.1.4 255.255.255.0
#
interface Vlan-interface7?
ip address 30.1.1.1 255.255.255.0
#
interface G gabitEthernet1/0/1
port |ink-node bridge
port access vlan 4
#
interface G gabitEthernetl/0/2
port |ink-node bridge
port access vlan 5
#
interface G gabitEthernet1/0/3
port |ink-node bridge
port access vlan 7
#
ip route-static 10.1.1.0 24 10.2.1.2
ip route-static 20.1.1.0 24 10.2.1.2 track 1
ip route-static 10.3.1.0 24 10.4.1.3 preference 80
ip route-static 20.1.1.0 24 10.4.1.3 preference 80
#
track 1 nga entry admn test reaction 1
#

6.7 FHXER

o JUAMIE “ZRECR-IPEMBECEIRT” PR “EaSERH .
o UMEE “ZEHAR-IPHHEIGRSSET PR CHAHE.
o UMMEE “FIEMERCENRS” ) “Track”s
o UREE “WEMGSSE” P “Track”.
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7 BEMEERIZE Web TIE

7.1

7.2

7.3

M

ARZE B AAE T HTTP J5 35 W BOE 5 i % Web U & 5

48 P T K

WK 7 fi7n, Host 5244 iE 1P M2 AHE B ml A, BoR Host filid HTTP J7 2 9 BL

B % Switch B [1t) Web TiH »
E7 EMEERIZE Web TTHEEME

. VIan—inthO@Vlan—intZOO

10.1.1.1/24 20.1.1.1/24
Host )
10.1.1.2/24 Switch A
Gateway: 10.1.1.1

BLELER

1. B2 & Switch A

vmmmzo@

20.1.1.2/24
Switch B

# €17 VLAN, 7£ VLAN HIAG B s 1, FERCE 2% VLAN £ L F 1P Huhik,

<Swi t chA> systemvi ew

[ Swi tchA] vlan 100

[ Swi t chA-vl an100] port gi gabitethernet
[ Swi t chA-vl an100] quit

[ SwitchA] vlan 200

[ Swi t chA-vl an200] port gi gabitethernet
[ Swi t chA-vl an200] quit

[SwitchA] interface vlan-interface 100
[ SwitchA-Vl an-interfacelO0] ip address
[ SwitchA-Vl an-interfacelO0] quit
[SwitchA] interface vlan-interface 200
[ Swi tchA-VI an-interface200] ip address
[ SwitchA-Vl an-interface200] quit

# ORI E

[ Swi t chA] save force

2. B & Switch B

1/0/1

1/0/2

10.1.1.1 24

20.1.1.1 24

# 417 VLAN, 7£ VLAN HInAE B s 1, JERCE 2% VLAN £ HF 1P Huhik,

<Swi t chB> systemvi ew

[SwitchB] vlan 200

[ Swi t chB-vl an200] port gi gabitethernet
[ Swi t chB-vl an200] quit

[SwitchB] interface vlan-interface 200
[ SwitchB-Vlan-interface200] ip address

1/0/1

20.1.1.2 24
12



[ SwitchB-Vl an-interface200] quit

# It B Web F 77 42 4 admin, IAIE 215 A hello12345, 7252570 A http, B 7 f £ 4 network-admin.
[SwitchB] |ocal -user adm n

[ Swi t chB-1 user - manage- adm n] service-type http

[ Swi t chB-| user - manage- adm n] aut hori zation-attribute user-rol e network-admn

[ Swi t chB- 1 user - manage- adm n] password si npl e hel |l 012345

[ Swi t chB-1 user - manage- adm n] quit

# ELEITE HTTP 5

[SwitchB] ip http enable

# I EE S

[SwitchB] ip route-static 10.1.1.0 24 20.1.1.1

# ORI E .

[SwitchB] save force

3. Bt & Host
AN Host it & 1P #uhik >y 10.1.1.2, #8594 255.255.255.0, R eihhl>ly 10.1.1.1.

7.4 WAl &

# 1E Host {1/ pi ng #r 4481k Switch B s 75 ilik (g A1 228 1)3AE 24828 Windows XP)
C:\ Docunents and Settings\Adm nistrator>ping 20.1.1.2

Pinging 20.1.1.2 with 32 bytes of data:

Reply from 20.1.1.2: bytes=32 tinme=1lns TTL=126
Reply from20.1.1.2: bytes=32 tinme=1ns TTL=126
Reply from 20.1.1.2: bytes=32 tinme=1lns TTL=126
Reply from 20.1.1.2: bytes=32 time=1lns TTL=126

Ping statistics for 20.1.1.2:

Packets: Sent = 4, Received = 4, Lost = 0 (0% oss),
Approximate round trip tinmes in mlli-seconds:

M ni nrum = 1nms, Maxi mum = 1ns, Average = 1ns
# {F Host [ S5 85 bR Py i N Switch B ) 1P Huhik I [F1 42, a4 o Web B0 . fEA4
T A P A, flr<& S>RE RISk, & s)a, H AT DALERC B XM B & 2547
FHRACE -

13



&8 Switch B B Web &R T1H

7.5 BEENXH

(] Switch A:

#
vl an 100
#
vl an 200
interface Vlan-interfacelO0
ip address 10.1.1.1 255.255.255.0
#
interface Vlan-interface200
ip address 20.1.1.1 255.255.255.0
#
interface G gabitEthernet1/0/1
port |ink-node bridge
port access vlan 100
#
interface G gabitEthernet1/0/2
port |ink-node bridge
port access vlan 200

#

. Switch B :
#

vl an 200

#

interface VMl an-interface200
i p address 20.1.1.2 255.255.255.0
#

14



interface G gabitEthernet1/0/1
port |ink-node bridge
port access vlan 200
#
ip route-static 10.1.1.0 24 20.1.1.1
#
| ocal -user adm n class nmanage
password hash

$h$6$Bdghpnj JwOBmMHMt $r Q FQEWIS9gVhEpdZY3hj vWBYXCt | +9ngt i vuAwr vFdCDVE8Aepc Sxt pr JR5XAdr Yb
XQE76FumgUszLRn03a0g==

servi ce-type http
aut hori zation-attri bute user-rol e network-admn
aut hori zation-attribute user-rol e network-operator
#
ip http enable
#

7.6 HHXHER

o UMEE “ZEHAR-IPHBIEERS” TR CEAHE.
o UMEE “ZEHAR-IPHHEIGRSSET PR CHAHE.
o UMEE “EMRCERST P BRI
o JAMECE “HALaTSZET ) “CERIE

15



RIP BRI IRIREC B f5 R

Copyright © 2023 ite =K AR BRATE MIAE, RE—TIRF.

FELARNBBEFA, FARLMPATSEERD . EFAXEARTHBIRE, HTAFUEMRAERE.
R E=RARBRARNER, AFRPHANEELQRNER. ~RiFAREEEHR, HEERFIARE.
AXHEFHERAREER), BASBITEA.



Y[ = N v =TT OO 1
L TR I evereeeeeeeeea ettt 1
£ L =5 OO OURPRERO 1
L3 i B T ettt EEEf e EEE e E e e f e E e s e et gt e e b et e et e rernres 1
I oa LT AT TT OSSOSO TS U TSP R U TSP PSP SOUPTURPOON 3
15 T S fEF <evvveeeereseeeees e 4
1.6 AH DETEE ce vttt ettt ettt 6



1 RIP ZEATheEAC &

1.1

1.2

1.3

BIT

RGN RIP HEA I AERIRLE 71
LH MR

W 1 R, ZESRATAAZHALIIZEIT RIP-2 B3, Host A fl Host B 9 & = AHLAE ELAHIE(E
El1l RIP £AEEHME

Switch A vjan-int100 Switch B Vian-int200 Switch C
10.1.1.1/24 @ 20.1.1.2/24
Vlan-int100 Vlan-int200
Vlan-int300 10.1.1.2/24 20.1.1.1/24 Vlan-int400
30.1.1.1/24 40.1.1.1/24
Host A Host B
30.1.1.2/24 40.1.1.2/24
= _IJ:
=

1. il & Host A #1 Host B

A Host ABCE IP Hihk>y 30.1.1.2, #4Y°4 255.255.255.0, Moty 30.1.1.1.
A Host B ECE IP Hihit Ay 40.1.1.2, #1374 255.255.255.0, WocHihl sy 40.1.1.1.
2. Big & Switch A

# QI VLAN, 7£ VLAN SOIn A 235 1, JFRCE A VLAN 32 11 1P Hudik.
<Swi t chA> systemvi ew

[ Swi tchA] vlan 100

[ Swi t chA-vl an100] port gigabitethernet 1/0/1

[ Swi t chA-vl an100] quit

[ SwitchA] vlan 300

[ Swi t chA-vl an300] port gigabitethernet 1/0/2

[ Swi t chA-vl an300] quit

[SwitchA] interface vlan-interface 100

[ SwitchA-Vlan-interfacelOO] ip address 10.1.1.1 24
[ SwitchA-Vl an-interfacelO0] quit

[SwitchA] interface vlan-interface 300

[ SwitchA-Vl an-interface300] ip address 30.1.1.1 24
[ SwitchA-Vl an-interface300] quit

# L& RIP-2.



[SwitchA] rip

[SwitchA-rip-1] network 10.1.1.0
[SwitchA-rip-1] network 30.1.1.0
[SwitchA-rip-1] version 2
[SwitchA-rip-1] undo summary
[SwitchA-rip-1] quit

# ORI E .

[ Swi tchA] save force

3. Big & Switch B
# B4 VLAN, 7E VLAN FIIASS B 1, FFRCE % VLAN #2011 1P bk,

<Swi t chB> systemvi ew

[SwitchB] vlan 100

[ Swi tchB-vl an100] port gigabitethernet 1/0/1

[ Swi tchB-vl an100] quit

[SwitchB] vlan 200

[ Swi tchB-vl an200] port gi gabitethernet 1/0/2

[ Swi t chB-vl an200] quit

[SwitchB] interface vlan-interface 100
[SwitchB-VIan-interfacelO0] ip address 10.1.1.2 24
[ SwitchB-VlIan-interfacelO0] quit

[SwitchB] interface vlan-interface 200
[SwitchB-VIan-interface200] ip address 20.1.1.1 24
[SwitchB-VlIan-interface200] quit

# ML E RIP-2,

[SwitchB] rip

[SwitchB-rip-1] network 10.1.1.0

[SwitchB-rip-1] network 20.1.1.0

[SwitchB-rip-1] version 2

[SwitchB-rip-1] undo sunmary

[SwitchB-rip-1] quit

# RIFBCE

[SwitchB] save force

4. B2 & Switch C
# 2% VLAN, 7E VLAN FIIASS B s H, FFRCE % VLAN £2 0 1 IP bk,

<Swi t chC> systemvi ew

[SwitchC] vlan 200

[ Swi tchC-vl an200] port gigabitethernet 1/0/1

[ Swi tchC- vl an200] quit

[SwitchC] vlan 400

[ Swi t chC-vl an400] port gigabitethernet 1/0/2

[ Swi tchC-vl an400] quit

[SwitchC] interface vlan-interface 200

[SwitchC-Ml an-interface200] ip address 20.1.1.2 24
[SwitchC-Ml an-interface200] quit

[SwitchC] interface vlan-interface 400

[SwitchC-Ml an-interface400] ip address 40.1.1.1 24



[ Swi tchCG VI an-interface400] quit
# ML E RIP-2,

[SwitchC] rip

[SwitchC-rip-1] network 20.1.1.0
[SwitchCrip-1] network 40.1.1.0
[SwitchCrip-1] version 2
[SwitchCrip-1] undo sunmary
[SwitchCrip-1] quit

# RAFICE

[SwitchC] save force

1.4 WiEACE

# A& Switch A I RIP B8 H1 15 5.

[SwitchA] display rip 1 route

Route Flags: R- RIP, T- TRIP
P - Permanent, A - Aging, S - Suppressed, G - Garbage-collect
D- Drect, O- Optimal, F - Flush to RIB

Peer 10.1.1.2 on Ml an-interfacel00

Dest i nati on/ Mask Next hop Cost Tag FI ags Sec

20.1.1.0/24 10.1.1.2 1 0 RACF 27

40.1.1.0/ 24 10.1.1.2 2 0 RACF 27
Local route

Dest i nat i on/ Mask Next hop Cost Tag FlI ags Sec

10.1.1.0/ 24 0.0.0.0 0 0 RDOF -

30.1.1.0/24 0.0.0.0 0 0 RDOF -

# & F Switch B 1] RIP # %45 5.

[SwitchB] display rip 1 route

Route Flags: R- RIP, T- TRIP
P - Permanent, A - Aging, S - Suppressed, G - Garbage-collect
D- Drect, O- Optimal, F - Flush to RIB

Peer 10.1.1.1 on M an-interfacel00

Desti nati on/ Mask Next hop Cost Tag FI ags Sec

30.1.1.0/24 10.1.1.1 1 0 RACF 0
Peer 20.1.1.2 on Vlan-interface200

Desti nati on/ Mask Next hop Cost Tag Fl ags Sec

40.1.1.0/ 24 20.1.1.2 1 0 RACF 9
Local route

Desti nati on/ Mask Next hop Cost Tag FI ags Sec

20.1.1.0/ 24 0.0.0.0 0 0 RDOF -

10.1.1.0/24 0.0.0.0 0 0 RDOF -

# &% Switch C () RIP B¢ 1R {5 E .
[SwitchC] display rip 1 route
Route Flags: R- RIP, T- TRIP
P - Permanent, A - Aging, S - Suppressed, G - Garbage-collect



D- Drect, O- Optimal, F - Flush to RIB

Peer 20.1.1.1 on Vlan-interface200

Desti nati on/ Mask Next hop Cost Tag FI ags Sec

10.1.1.0/ 24 20.1.1.1 1 0 RACF 32

30.1.1.0/24 20.1.1.1 2 0 RACF 32
Local route

Desti nati on/ Mask Next hop Cost Tag Fl ags Sec

20.1.1.0/24 0.0.0.0 0 0 RDOF -

40.1.1.0/ 24 0.0.0.0 0 0 RDOF -

# 1E Host A LAfTH pi ng @& %HIE Host B /2 75 ilik (g A1 22288 1)3AE R 4808 Windows XP)
C.\ Docunents and Settings\Adm ni strator>ping 40.1.1.2

Pinging 40.1.1.2 with 32 bytes of data:

Reply from40.1.1.2: bytes=32 tinme=1lns TTL=126
Reply from40.1.1.2: bytes=32 time=1lns TTL=126
Reply from40.1.1.2: bytes=32 tinme=1lns TTL=126
Reply from40.1.1.2: bytes=32 time=1lns TTL=126

Ping statistics for 40.1.1.2:

Packets: Sent = 4, Received = 4, Lost = 0 (0% oss),
Approximate round trip times in mlli-seconds:

M ni mum = 1ns, Maxi mum = 1ns, Average = 1ns

1.5 BeEXH

(] Switch A:

#
rip1
undo sunmmary
version 2
network 10.0.0.0
network 30.0.0.0
#
vl an 100
#
vl an 300
#
interface Vlan-interfacelO0
ip address 10.1.1.1 255.255.255.0
#
interface Vlan-interface300
ip address 30.1.1.1 255.255.255.0
#
interface G gabitEthernet1/0/1
port |ink-node bridge
port access vlan 100



#

interface G gabitEthernet1/0/2
port |ink-node bridge
port access vlan 300

Switch B :

#
rip1
undo sunmmary
version 2
network 10.0.0.0
network 20.0.0.0
#
vl an 100
#
vl an 200
#
interface Vlan-interfacelO0
i p address 10.1.1.2 255.255.255.0
#
interface Vl an-interface200
ip address 20.1.1.1 255.255.255.0
#
interface G gabitEthernet1/0/1
port |ink-node bridge
port access vlan 100
#
interface G gabitEthernetl/0/2
port |ink-node bridge
port access vlan 200
#
) Switch C :
#
rip1
undo summary
version 2
network 20.0.0.0
network 40.0.0.0
#
vl an 200
#
vl an 400
#
interface Vlan-interface200
i p address 20.1.1.2 255.255.255.0
#
interface MVl an-interface400
ip address 40.1.1.1 255.255.255.0



#

interface G gabitEthernet1/0/1
port |ink-node bridge
port access vlan 200

#

interface G gabitEthernet1/0/2
port |ink-node bridge
port access vlan 400

#

1.6 tHHEZEHR
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1 REETHOCR IPv4 bk i SRS 8% B
1.1 fajfy

AR ZBINPFE TR SCYR 1Pv4 kb il 52w 4% i i &5 7 .
1.2 AMFEK

W 1 Fras, Switch A 23515 Switch B A1 Switch C AHi%E. BB A, i Switch A YK
ViR IR %5 %% 114.114.114.114/24 K1 SCHRAR BE % 1% M Switch B #%% .

PLERAE Switch A LG E SRISESH, #2807 M IR 4528 114.114.114.114/24 R

. JUHL Vlan-interface2 U EI R HLIE Y 192.168.2.0/24 .30, %R SCH T — Bk 52 17 2]
Switch C % ;

o HARISCUIM Switch B #
E1 EFMICIF IPv4 ki SREE B B fC Z 28 W E

192.168.1.0/24

Switch B

Host A

Vlan-int5

Vlan-intl Switch D

Vlan-int7 Server

Vian-int2 | vian.-int4 Vian-int6 114.114.114.114/24

Host B

>
. Switch A
>
>

Vlan-int4 Vlan-int6é
192.168.2.0/24 Switch C
K& Hua |P 3t 31k K& Hu P31k
Switch A Vlan-intl 192.168.1.1/24 Switch C Vlan-int4 20.20.20.2/24
Vlan-int2 192.168.2.1/24 Vlan-int6 40.40.40.1/24
Vlan-int3 10.10.10.1/24 Switch D Vlan-int5 30.30.30.2/24
Vlan-int4 20.20.20.1/24 Vlan-int6 40.40.40.2/24
Switch B Vlan-int3 10.10.10.2/24 Vlan-int7 114.114.114.1/24
Vlan-int5 30.30.30.1/24

1.3 ILEXE

1. il & Host A #1 Host B

A Host ABCE IP Mkt 192.168.1.2, F&hS kN 255.255.255.0, Wil 192.168.1.1.
A Host B L& IP Hihib Ay 192.168.2.2, ##&4L K 255.255.255.0, Mol 192.168.2.1.



2. B2 & Switch A
# 0% VLAN, 7E VLAN FIIASS B I, FFRCE % VLAN #2011 1P bk,

<Swi t chA> systemvi ew

[SwitchA] vlian 1

[ Swi tchA-vl anl] port gigabitethernet 1/0/1

[ SwitchA-vlanl] quit

[SwitchA] vlian 2

[ Swi tchA-vl an2] port gigabitethernet 1/0/2

[ SwitchA-vlan2] quit

[SwitchA] vlian 3

[ Swi tchA-vl an3] port gigabitethernet 1/0/3

[ SwitchA-vlan3] quit

[SwitchA] vlian 4

[ Swi tchA-vl an4] port gigabitethernet 1/0/4

[ SwitchA-vlan4] quit

[SwitchA] interface vlan-interface 1
[SwitchA-VIan-interfacel] ip address 192.168.1.1 24
[ SwitchA-Vlan-interfacel] quit

[SwitchA] interface vlan-interface 2
[SwitchA-VIan-interface2] ip address 192.168.2.1 24
[SwitchA-Vl an-interface2] quit

[SwitchA] interface vlan-interface 3
[SwitchA-Vlan-interface3] ip address 10.10.10.1 24
[SwitchA-M an-interface3] quit

[SwitchA] interface vlan-interface 4
[SwitchA-Vlan-interface4] ip address 20.20.20.1 24
[SwitchA-Ml an-interfaced] quit

# B H b2 114.114.114.114/24 (EASESH . EARECE SRS B & 00, FrE Ui B Bt
Ik 114.114.114.114/24 [F)3RSCIEI M Switch B % .

[SwitchA] ip route-static 114.114.114.114 24 10.10.10.2

# 58 U4 5113 ACL 3000, HFHSRUCHECYEbLE Y 192.168.2.0/24 M B [1HR 3L o

[ Swi t chA] acl advanced 3000

[ Swi t chA-acl -i pv4-adv-3000] rule permt ip source 192.168.2.0 0.0.0.255

[ Swi t chA-acl -i pv4- adv- 3000] quit

# 8 X Ui ¥ 53R ACL 3001, HHoRULEC YR #hk v 192.168.2.0/24 M EL, H ik 2&
192.168.1.0/24 HI L.

[ Swi t chA] acl advanced 3001

[ Swi t chA-acl -i pv4-adv-3001] rule permt ip source 192.168.2.0 0.0.0.255 destination
192.168.1.0 0.0.0. 255

[ Swi t chA-acl -i pv4- adv- 3001] quit

# QIR I, 44 FKON aaa, 9N 10, VLA ACL 3001 i, ANE apply hfFE, ik
G SwitchA AN[F142 1 2 [8) HAR VS ) OV B Cn AN BB BNE, U UL HC 3 i) B0 2 ) A AR
HIFARHEATH:, HAHULE N 9/, BCE XSmO A2 523 P AN [ 19X B 22 T EL 7 i A
VCHC M b, B2 AT AEL U5 H . SRETEOL T, ORAE S a3 1 A9 3] X B ) AELAH U5 8 DD
[ Swi tchA] policy-based-route aaa permt node 10

[ Swi t chA- pbr-aaa-10] if-match acl 3001



[ Swi t chA- pbr-aaa-10] quit

# G SR EX 1 aaa (19715 /1 20, ULEC ACL 3000 i, & apply 201E, faEBdmi ~—Bkh
20.20.20.2,

[ Swi tchA] policy-based-route aaa permt node 20

[ Swi t chA-pbr-aaa-20] if-match acl 3000

[ Swi t chA- pbr - aaa- 20] apply next-hop 20.20. 20. 2

[ Swi t chA- pbr-aaa-20] quit

# 7£ SwitchA [ Vlan-interface2 43 [ | N 1 S & 2% 1
[SwitchA] interface vlan-interface 2

[ SwitchA-Vlan-interface2] ip policy-based-route aaa
[Swi tchA-VIan-interface2] quit

# PR WA ICMP H AT IA R SCH) RIE T RE -
[SwitchA] ip unreachabl es enabl e

# JF 5 ICMP R SCRIE T BE .

[SwitchA] ip ttl-expires enable

# RFBCE

[ Swi tchA] save force

3. fig & Switch B
# 2% VLAN, 7E VLAN F DAY B 1, FFRCE % VLAN 21 1P bk,

<Swi t chB> systemvi ew

[SwitchB] vlan 3

[ SwitchB-vl an3] port gigabitethernet 1/0/1
[SwitchB-vlan3] quit

[SwitchB] vlan 5

[ Swi tchB-vl an5] port gigabitethernet 1/0/2

[ SwitchB-vlan5] quit

[SwitchB] interface vlan-interface 3
[SwitchB-Vlan-interface3] ip address 10.10.10.2 24
[SwitchB-Vlan-interface3] quit

[SwitchB] interface vlian-interface 5
[SwitchB-Vlan-interface5] ip address 30.30.30.1 24
[SwitchB-Vlan-interface5] quit

# BCE VA 114.114.114.114/32 (A8 H .

[SwitchB] ip route-static 114.114.114.114 24 30.30.30.2
# BC B Vi) 192.168.1.0/24 A .

[SwitchB] ip route-static 192.168.1.0 24 10.10.10.1
# M E Vi 192.168.2.0/24 HE S H

[SwitchB] ip route-static 192.168.2.0 24 10.10.10.1
# IF R WA ICMP H AT AR SCH) RIE T RE -
[SwitchB] ip unreachabl es enabl e

# JF 5 ICMP R SR IE T BE .

[SwitchB] ip ttl-expires enable

# RIFBCE

[SwitchB] save force



4. Bt & Switch C
# 0% VLAN, 7E VLAN FIIASS B s H, FFRCE % VLAN #2 0 1 IP bk,

<Swi tchC> systemvi ew

[SwitchC] vlan 4

[SwitchCvlan4] port gigabitethernet 1/0/1
[SwitchCvlan4] quit

[SwitchC] vlan 6

[ SwitchC-vl an6] port gigabitethernet 1/0/2
[SwitchC-vlan6] quit

[SwitchC] interface vlan-interface 4
[SwitchC-MVlan-interface4] ip address 20.20.20.2 24
[SwitchC-Vlan-interface4] quit

[SwitchC] interface vlan-interface 6

[SwitchC-Ml an-interface6] ip address 40.40.40.1 24
[SwitchC-M an-interface6] quit

# B V7 114.114.114.114/32 (RIS H .

[SwitchC] ip route-static 114.114.114.114 24 40.40.40.2
# BB Viin) 192.168.1.0/24 (1A B H .

[SwitchC] ip route-static 192.168.1.0 24 20.20.20.1
# BCE Vi 192.168.2.0/24 [

[SwitchC] ip route-static 192.168.2.0 24 20.20.20.1
# TR B ICMP H A ATIA TR SCH AL T RE .
[SwitchC] ip unreachabl es enabl e

# 15 ICMP IR SCR £ T RE -

[SwitchC] ip ttl-expires enable

# ORATFICE

[SwitchC] save force

5. Big & Switch D
# 0% VLAN, 7E VLAN FIIASS B s 1, FFRCE % VLAN #2 0 1 IP bk,

<Swi tchD> systemvi ew

[SwitchD] vlan 5

[ SwitchD-vl an5] port gigabitethernet 1/0/1

[ SwitchD-vlan5] quit

[SwitchD] vlan 6

[ Swi tchD-vl an6] port gigabitethernet 1/0/2

[ SwitchD-vlan6] quit

[SwitchDl vlan 7

[ Swi tchD-vl an7] port gigabitethernet 1/0/3
[SwitchD-vlan7] quit

[SwitchD] interface vlan-interface 5

[SwitchD-Vl an-interface5] ip address 30.30.30.2 24
[SwitchD-Ml an-interface5] quit

[SwitchD] interface vlan-interface 6
[SwitchD-VIan-interface6] ip address 40.40.40.2 24
[SwitchD-M an-interface6] quit



[SwitchD] interface vlan-interface 7
[SwitchD-Vlan-interface7] ip address 114.114.114.1 24
[SwitchD-Vlan-interface7] quit

# BCE Viin) 192.168.1.0/24 [1## AR H .

[SwitchD] ip route-static 192.168.1.0 24 30.30.30.1
# BCE Vi 192.168.2.0/24 [

[SwitchD] ip route-static 192.168.2.0 24 40.40.40.1
# PR B ICMP H BT IA TR ST AL T RE «
[SwitchD] ip unreachabl es enabl e

# 15 ICMP R SR IE T RE -

[SwitchD] ip ttl-expires enable

# RATFICE

[SwitchD] save force

1.4 urfc &

# 7 Switch A it di spl ay i p pol i cy- based-rout e 74 1] LI F 3 24 /i 508 Bk L& ©
2R E
[SwitchA] display ip policy-based-route interface VMl an-interface 2
Pol i cy-based routing information for interface M an-interface2:
Pol i cy name: aaa
node 10 permt:
if-match acl 3001
Mat ches: 0, bytes: O
node 20 permt:
i f-match acl 3000
apply next-hop 20.20. 20.2
Mat ches: 0, bytes: O
Total matches: 0, total bytes: 0O

# 7£ Host A F{¥if] tracert ARS8 114.114.114.114/24 25015 (fH Tracert Tt
AR R4 EFF)R ICMP BB R SR IETIRE, 72 H R FE ICMP B A AT IE R SCRIETNRED -
AT LA B Switch B # % .

C.\ Docunents and Settings\Adm nistrator>tracert 114.114.114.114

Tracing route to 114.114.114. 114 over a naxi mum of 30 hops

1 <1 s <1 ms <1 ms 192.168.1.1

2 <1l s <1 ns <1 nms 10.10.10.2

3 <1l ns <1l ms <1 ns 30.30.30.2

4 1 nms <1 s <1 ns 114.114.114. 114

Trace conpl ete.
#7E HostB FffiH t racert iy 5iiF IS 28 114.114.114.114/24 2 5 7] i% . 7] LG 2FK 32 M Switch
CHER, SRS e & R o

C.\ Docunents and Settings\Adm nistrator>tracert 114.114.114.114



Tracing route to 114.114.114.114 over a naxi mum of 30 hops

1 <1l ns <1l s <l ms 192.168.2.1

2 <1 s <1 s <1 ms 20.20.20.2

3 <1 s <1l ns <1 ns 40.40.40.2

4 1 ms <1l ns <1l ms 114.114.114.114

Trace conplete

1.5 BeEXH

) Switch A:
#
i p unreachabl es enabl e
ip ttl-expires enable
#
vlian 1
#
vian 2 to 4
#
policy-based-route aaa permt node 10
i f-match acl 3001
#
policy-based-route aaa permt node 20
i f-match acl 3000
apply next-hop 20.20.20.2
#
interface Vlan-interfacel
i p address 192.168. 1.1 255. 255.255.0
#
interface Vlan-interface2
i p address 192. 168. 2.1 255. 255. 255.0
i p policy-based-route aaa
#
interface Vlan-interface3
i p address 10.10.10.1 255.255.255.0
#
interface Vlan-interface4
i p address 20.20.20.1 255.255.255.0
#
interface G gabitEthernet1/0/1
port |ink-node bridge
#
interface G gabitEthernet1/0/2
port |ink-node bridge
port access vlan 2
#
interface G gabitEthernet1/0/3



port |ink-node bridge
port access vlan 3
#
interface G gabitEthernetl1/0/4
port |ink-node bridge
port access vlan 4
#
ip route-static 114.114.114.114 24 10.10.10.2
#
acl advanced 3000
rule O permt ip source 192.168.2.0 0.0.0.255
#
acl advanced 3001
rule O permit ip source 192.168.2.0 0.0.0.255 destination 192.168.1.0 0.0.0.255

Switch B :

i p unreachabl es enabl e
ip ttl-expires enable
#
vlan 3
#
vlan 5
#
interface Vlan-interface3
i p address 10.10. 10.2 255.255.255.0
#
interface Vlan-interfaceb
i p address 30.30.30.1 255.255.255.0
#
interface G gabitEthernet1/0/1
port |ink-node bridge
port access vlan 3
#
interface G gabitEthernet1/0/2
port |ink-node bridge
port access vlian 5
#
ip route-static 114.114.114.114 24 30.30. 30.2
ip route-static 192.168.1.0 24 10.10.10.1
ip route-static 192.168.2.0 24 10.10.10.1

#
) Switch C:
#
i p unreachabl es enabl e
ipttl-expires enable
#
vl an 4



#
vl an 6
#
interface Vlan-interface4
i p address 20.20.20.2 255.255.255.0
#
interface Vlan-interface6
i p address 40.40.40.1 255.255.255.0
#
interface G gabitEthernet1/0/1
port |ink-node bridge
port access vlan 4
#
interface G gabitEthernet1/0/2
port |ink-node bridge
port access vlan 6
#
ip route-static 114.114.114.114 24 40.40.40.2
ip route-static 192.168.1.0 24 20.20.20.1
ip route-static 192.168.2.0 24 20.20.20.1

. Switch D:

i p unreachabl es enabl e
ipttl-expires enable
#
vilan 5 to 7
#
interface Vlan-interfaceb
i p address 30.30.30.2 255.255.255.0
#
interface Vlan-interface6
i p address 40.40.40.2 255.255.255.0
#
interface Vlan-interface7?
i p address 114.114.114.1 255. 255. 255.0
#
interface G gabitEthernet1/0/1
port |ink-node bridge
port access vlian 5
#
interface G gabitEthernet1/0/2
port |ink-node bridge
port access vlan 6
#
interface G gabitEthernet1/0/3
port |ink-node bridge
port access vlan 7



#

ip route-static 192.168.1.0 24 30.30.30.1

ip route-static 192.168.2.0 24 40.40.40.1
#

1.6 tHEZEHR
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1 IGMP SNoopiNg TRIREC B HERG +++-verveereereere e 1
1.1 ﬁ;—jjl\i
12@mgﬁmmwmwmwmwmwmwmwmmmmmmmwmmmwmmmwmmm:::: ............ 1
b :
AL ;
B L 3
1.6 A DETEIEE «ovreeeereeee ettt



1 IGMP snooping {RI=FC & 157
1.1 &

ARZH - BT E IGMP snooping.
1.2 AMFEK

WE 1 FR, fE—MNEA =B RE&ERA —Z MRS, A% Source [MZHHEH 224.1.1.1 KikdH
#EEAE, Host A Al Host B s& 413641 224.1.1.1 Fj#:U53s (Receiver), Host C AEZH#%4 224.1.1.1
s . BTAECE SR IGMPY2, {REFFTA 22 He bl E#HE TR 2 /9 IGMP Snooping 4742,
FEIk B PR PR IR ) Switch A SR 7824 IGMP Snooping i) #% -

B IEHABEAEAE —E MR 3%, 7E Switch B _EJFJ3 IGMP snooping, f#4L3E5EI K I%4ATE
SEREE (Host A Al Host B).

&1 IGMP snooping Bt & £8 Y [E]

Receiver
Host A
GE1/0/2
GEL/0/2 GEL/0/1 GE1/0/1@ GE1/0/3 ‘
Switch A Switch B Receiver

GE1/0/4
Source querier et

224111
. Host C

VLAN 100

1.3 ILELE

1. g & Switch A
# JTJ5 %4 111 IGMP Snooping $#4: .

<Swi t chA> systemvi ew

[ Swi t chA] i gnp-snoopi ng

[ Swi t chA-i gnp- snoopi ng] quit

# 4% VLAN 100, 51 GigabitEthernet1/0/1 A1 GigabitEthernet1/0/2 #NEZ VLAN H; 7Ei%
VLAN A {#ifE IGMP Snooping.

[ Swi tchA] vlan 100

[ Swi t chA-vl an100] port gigabitethernet 1/0/1 to gigabitethernet 1/0/2

1



[ Swi t chA-vl an100] i gnp-snoopi hg enabl e
# 7E VLAN 100 P JF )& IGMP Snooping 2 % .

[ Swi t chA-vl an100] i gnp-snoopi ng querier
[ Swi t chA-vl an100] quit

# IRAPICE, BiilbfcE ER
[ Swi tchA] save
2. Bt & Switch B

# JTJ5 %45 111 IGMP Snooping $#4: .

<Swi t chB> systemvi ew

[ Swi tchB] i gnp-snooping

[ Swi t chB-i gnp-snoopi ng] quit

# 4% VLAN 100, #i51 GigabitEthernet1/0/1 #| GigabitEthernetl/0/4 #NEZ VLAN H; 7Ei%
VLAN P {#i§E IGMP Snooping.

[SwitchB] vlan 100

[ SwitchB-vl an100] port gigabitethernet 1/0/1 to gigabitethernet 1/0/4
[ Swi t chB-vl an100] i gnp-snoopi ng enabl e

[ SwitchB-vl an100] quit

1.4 WiEACE

# f.78 Switch B _E IGMP Snooping L34 115 B .

<Swi t chB> di spl ay i gnp-snoopi ng group
Total 2 entries.

VLAN 100: Total 2 entries.
(0.0.0.0, 224.1.1.1)
Host ports (2 in total):
GE1/ 0/ 2 (00: 03: 23)
GE1/0/3 (00: 03: 23)

92 Host C 31 11 GE1/0/4 A 7E IGMP snooping A& 4= 2, HIEEIRE A4 Ki%4 Host C.

1.5 BeEXH

1. Switch A fELE

#

i gnp- snoopi ng

#

vl an 100
i gnp- snoopi ng enabl e
i gnp- snoopi ng queri er

#

interface G gabitEthernet1/0/1
port access vlan 100

#

interface G gabitEthernet1/0/2



port access vlan 100

#
2. Switch B HUEC &
#
i gnp- snoopi ng
#
vl an 100
i gnp- snoopi hg enabl e
#

interface G gabitEthernet1/0/1
port access vlan 100

#

interface G gabitEthernet1/0/2
port access vlan 100

#

interface G gabitEthernet1/0/3
port access vlan 100

#

interface G gabitEthernet1/0/4
port access vlan 100

#

1.6 FHXZER

e URIEE “IPAMMLETS” F1 “IGMP snooping”.
o JRMEE “IPAHMEGLSHE” T “IGMP snooping”.
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1 FeEHRSILIE
1.1 faifr

AN BRSO PRI B 7
1.2 HMEEK

i 1.2 B 1 RToR, 0N & RN 28 2 B BRI 55 2% = AN X 4, il 3T Device #4515 Internet
BERz, PLESRE ACL 528

o EHIHIMERMSAIFE T LAV H Internet AR AS, HANREVT 0B
o WIARMRBEVIRS &, ARV Internet A FEAR
El1 @i 1P ki e 20 & H W [E

‘ Servers

10.2.1.0/24

Device
GE1/0/2 GE1/0/1

GE1/0/4

’10.1.1.0/24 .10.1.2.0/24
PC 1 ’ PC1 .

PC 2 PC 2
Admin dept. R&D dept.

1.3 ILELE

(1) o B B A MR 28 AR
# % IPv4 =2 ACL 3000,

<Devi ce> system vi ew
[ Devi ce] acl advanced 3000

# QU g H Ak Jy 10.1.2.0/24 W BLIR .

[ Devi ce-acl -i pv4-adv-3000] rule deny ip destination 10.1.2.0 0.0.0.255

[ Devi ce-acl -i pv4-adv-3000] quit

# id B A pEThAE, B IPv4 2% ACL 3000 Xt i I GigabitEthernet1/0/4 Y3 i) 1P )3T i
(ApUR/®

[Device] interface gigabitethernet 1/0/4



[ Devi ce- G gabi t Et hernet 1/ 0/ 4] packet-filter 3000 i nbound
[ Devi ce- G gabi t Et hernet 1/ 0/ 4] quit

(2) B EWTACERH M ZBUR
# @& IPv4 52 ACL 3001.
[ Device] acl advanced 3001
# QU SevE H Ak Y 10.2.1.0/24 W BRIk SCGET
[ Devi ce-acl -i pv4-adv-3001] rule pernmit ip destination 10.2.1.0 0.0.0.255
# VRN, AT B p Ry HAb X B R S
[ Devi ce-acl -i pv4-adv-3001] rule deny ip
# id B A pEThAE, B IPv4 2% ACL 3001 Xt I GigabitEthernet1/0/3 Y i) 1P ) ST i
(IpUR/#
[Device] interface gigabitethernet 1/0/3

[ Devi ce-d gabi t Et hernet 1/ 0/ 3] packet-filter 3001 i nbound
[ Devi ce- G gabi t Ethernet1/0/ 3] quit

1.4 WiEACE

# T display packet-filter fiy& & & £ 13 JE DI REAI N HPIRZS o
[ Device] display packet-filter interface i nbound
Interface: G gabitEthernet1/0/3
I nbound policy:
I Pv4 ACL 3001
Interface: G gabitEthernetl/0/4
I nbound policy:
| Pv4 ACL 3000

i fF B EIR GigabitEthernet1/0/3 fil GigabitEthernet1/0/4 i I b 4 IER N T i JEIhRE
# MBI B3 & B | ping Internet 35S, 45 S50 ping i

C:\>pi ng www. googl e. com
Pi ngi ng www. googl e. com [172. 217. 194.99] with 32 bytes of data:

Request tinmed out.
Request tinmed out.
Request tinmed out.
Request tinmed out.

Ping statistics for 173.194.127. 242:
Packets: Sent = 4, Received = 0, Lost = 4 (100%1 oss),
C\>
# MR RIS & HUid | ping 10.2.1.10 IR& 23R &80 %, WLL ping il .
C.\>ping 10.2.1.10
Ping 192.168.1.60 (10.2.1.10): 56 data bytes, press CTRL+C to break
56 bytes from 10.2.1.10: icnp_seq=0 ttl=255 tine=12.963 ns
56 bytes from 10.2.1.10: icnp_seq=1 ttl=255 tinme=4.168 ns
56 bytes from 10.2.1.10: icnp_seq=2 ttl =255 tine=7.390 ns

2



56 bytes from 10.2.1.10: icnp_seq=3 ttl =255 tine=3.363 ns

56 bytes from 10.2.1.10: icnp_seq=4 ttl =255 tine=2.901 ns

C\>

# W HE I G B | ping Internet F3EANMEE, 45 AT LA ping i

C.\>pi ng wwww. googl e. com
Pi ngi ng www. googl e. com [172. 217.194.99] with 32 bytes of data:

Reply from 172.217.194.99: bytes=32 time=30nms TTL=50
Reply from 172.217.194.99: bytes=32 time=30nms TTL=50
Reply from 172.217.194.99: bytes=32 ti me=30nms TTL=50
Reply from 172.217.194.99: bytes=32 ti me=30nms TTL=50

Ping statistics for 172.217.194.99:
Packets: Sent = 4, Received = 4, Lost = 0 (0%l oss),

Approximate round trip times in mlli-seconds:
M ni mrum = 30nms, Maxi mum = 30ns, Average = 30ms
C\>
1.5 BCEXH
#

interface Ten-G gabit Et hernet1/0/3
port |ink-node bridge
packet-filter 3001 i nbound
#
interface Ten- G gabi t Et hernet1/0/ 4
port |ink-node bridge
packet-filter 3000 inbound
#
acl advanced 3000
rule O deny ip destination 10.1.2.0 0.0.0. 255
#
acl advanced 3001
rule O permit ip destination 10.2.1.0 0.0.0.255
rule 5 deny ip
#

1.6 tHXZEHR

o JTAhECE “ACL A QoS BLERT” i) “ACL”.
o UAHECE “ACL M QoS wi4Z%” i) “ACL”.
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1 & IP R
1.1 &

REHIN 1P BRIEECE J572
1.2 AMFEK

W 1w, FEAREE B RIERE S SIS EE, TRPERPREFRER =K FTPHE. Wk
ZNHRE. IPIESRE. BANLLHEE N 15Mbps, 7EREHIA% % % DeviceB FLEARE T
FHSL PR B A T e«
e IPIBHRERAKIGHEZES 10Mbps
o BN ERIKIFEEZE N 3Mbps
e FTPIEMAIEHEESA 7TMbps
NG SIS, ZORIE ML % % % DeviceA FRLERERILIIRE, X &KiREH
KRR HATAT, R BHE Lk
BT BN ELAEF N 156Mbps, R ERE DeviceA FRCHE £ HBREIAE, (RERELLPTA
ot Mo F AT 15Mbps.
Bl REERSEOREENTEER

53 S

o8 |
;@‘ % Dedicated line {§"

GE1/0/1

& (192.168.1.0/24) ‘ FTP Server
s; (192.168.2.0/24) ‘ Application Server

€ (192.168.3.0/24)

1.3 BEE B

o EPIRERIVIIGE, BB IO RIEN FIERI SIS0 5 o Al ihiseay 40 2 24
SCRIPLSe, PR AR B Y AR Th RERE AN R SR R 4R SC T i BE R A R A BA A v

o T LIAREHRCCIAZI AT LU E ARG H O (¥ DSCP/802.1p 56 4t 8 H bRt A AR S Z ke S,
NORFFFEIGIR LN AR, I ERCA I eS0TI E



1.4 B E T

= i
BAHATREEN A R R ER, HAK 1.2 B 1+ MLeyiti@ M, £ -F4& DeviceA #= DeviceB
E ARG LB mIATRE (Jed) 2 VLAN T A A LA E IP it %), b R#ITA4.

1. EfFicIREECE
(1) £ Device A FAIEE =M, 40 HIVCHS =288 SR 1P PIEL.
# QIEILA IPv4 ACL2000, ULHC IP MG AGA IR (JHih)y 192.168.3.0/24 ED .
<Devi ceA> systemvi ew
[ Devi ceA] acl basic 2000
[ Devi ceA-acl -i pv4- basi c-2000] rule permt source 192.168.3.0 0.0.0.255
[ Devi ceA-acl -i pv4- basi c- 2000] quit
# QIR 7> 2K voice, DLECHININ IPv4 ACL 2000.
[DeviceA] traffic classifier voice
[ DeviceA-cl assifier-voice] if-match acl 2000
[ Devi ceA-cl assifier-voice] quit
# G IPv4 ACL2001, DLRECMY 55 B A 25 3 Ak iRt B (PRl 7y 192.168.2.0/24 EBD .
[ Devi ceA] acl basic 2001
[ Devi ceA-acl -i pv4- basi c-2001] rule permt source 192.168.2.0 0.0.0.255
[ Devi ceA-acl -i pv4- basi c-2001] quit
# QI 72K service, ULECHLNIA IPv4 ACL 2001,
[DeviceA] traffic classifier service
[ DeviceA-classifier-service] if-match acl 2001
[ Devi ceA-cl assifier-service] quit
# Bl =2 IPv4 ACL 3000, DLHLE @ PC K% FTP & ClEtbiik >y 192.168.1.0/24 W L,
H 1 1 200 .
[ Devi ceA] acl advanced 3000

[ Devi ceA-acl -i pv4-adv-3000] rule permit tcp destination-port eq 20 source 192.168.1.0
0.0.0. 255

[ Devi ceA-acl -i pv4- adv-3000] quit
# QA2 ftp,  ULACKIN Y IPv4 ACL 3000.
[DeviceA] traffic classifier ftp
[ DeviceA-classifier-ftp] if-match acl 3000
[ DeviceA-classifier-ftp] quit
(2) QUE=ADRAT A, AES AN ERCAIE R N 6. 4. 2.
# QT Y voice, ENENEARCAIIMIEI N 6.
[DeviceA] traffic behavior voice
[ Devi ceA-behavi or-voi ce] remark | ocal - precedence 6
[ Devi ceA-behavi or-voi ce] quit
# QAT N service, ZEANEFRCAMA LN 4.
[ DeviceA] traffic behavior service
[ Devi ceA-behavi or-service] remark | ocal - precedence 4

2



[ Devi ceA- behavi or-service] quit
# QIERAT N ftp, SIENEFR DAL PN 2.
[ DeviceA] traffic behavior ftp
[ Devi ceA-behavior-ftp] remark | ocal - precedence 2
[ Devi ceA-behavior-ftp] quit
(3) A& QoS Heh I ]
# G QoS KM shaping, K I =2 73 FEFIGAT R IEAT RHK
[ Devi ceA] qos policy shaping
[ Devi ceA-qospol i cy-shapi ng] classifier voice behavior voice
[ Devi ceA-qospol i cy-shaping] classifier service behavior service
[ Devi ceA-qospol i cy-shaping] classifier ftp behavior ftp
[ Devi ceA-gospol i cy-shapi ng] quit
# % QoS %N 3] GigabitEthernet1/0/2 i I 5[] .
[ DeviceA] interface gigabitethernet 1/0/2
[ Devi ceA- G gabi t Et hernet 1/ 0/ 2] qos apply policy shaping i nbound
[ Devi ceA-G gabi t Et hernet 1/ 0/ 2] quit
ok FREE, =R OCHE DeviceA HIAMAL e C 2B S, BIAT DR & =24 ST
AN 73N 64 4. 2.
2. nEEREE
# 1f GigabitEthernet1/0/1 i [ FACE M EETE, NiEEIRIC (AF] 6) FLEA#EEZFE N 10Mbps.

[DeviceA] interface gigabitethernet 1/0/1
[ Devi ceA- G gabi t Et hernet 1/ 0/ 1] qos gts queue 6 cir 10240

# 1£ GigabitEthernet1/0/1 ¥ 1 L AL B =T, Sl 25 B F S CBA I 4O B 7K i 38 %6y 3Mbps..
[ Devi ceA- G gabi t Et hernet 1/ 0/ 1] qos gts queue 4 cir 3072
# 1f GigabitEthernet1/0/1 % I FACE M EHIE, N FTP 3L (A% 2) ALE K IEEZA TMbps.
[ Devi ceA- G gabi t Et hernet 1/ 0/ 1] qos gts queue 2 cir 7168

3. EOMRRALE

# 1t GigabitEthernet1/0/1 i I FJC B 42 PR, 0 H o 117 7] B9 S AC B 72K 7 3 %4 15Mbps.
[ Devi ceA- G gabi t Et hernet 1/ 0/ 1] qgos |r outbound cir 15360

1.5 WitACE

# {4 di spl ay qos policy interface i &EEIRCIIAEMITE .
<Devi ce> di splay qos policy interface inbound
Interface: G gabitEthernetl/0/2
Direction: |nbound
Pol i cy: shaping
Classifier: voice
Operator: AND
Rul e(s) :
I f-match acl 2000
Behavi or: voice
Mar ki ng:
Remar k | ocal - precedence 6



Classifier: service
Operator: AND
Rul e('s)
If-match acl 2001
Behavi or: service
Mar ki ng
Remar k | ocal - precedence 4
Classifier: ftp
Operator: AND
Rul e('s)
If-match acl 3000
Behavior: ftp
Mar ki ng
Remar k | ocal - precedence 2
# 1 di splay qos gts interface A EEMNERLNLE.
<Devi ce> display qos gts interface
Interface: G gabitEthernetl/0/1
Rul e: If-match queue 6
CI R 10240 (kbps), CBS 640000 (Bytes)
Rule: If-match queue 4
CIR 3072 (kbps), CBS 192000 (Bytes)
Rule: |f-match queue 2
CIR 7168 (kbps), CBS 448000 (Bytes)
# 1] display qos Ir interface M aEREARENE .
<Device> display qos Ir interface
Interface: G gabitEthernetl/0/1
Di rection: CQutbound
CIR 15360 (kbps), CBS 960000 (Byt es)

1.6 BCEXH

#
acl basic 2000
rule O permt source 192.168.3.0 0.0.0.255
#
acl basic 2001
rule O permt source 192.168.2.0 0.0.0.255
#
acl advanced 3000
rule O permt tcp source 192.168.1.0 0.0.0.255 destination-port eq ftp-data
#
traffic classifier ftp operator and
i f-match acl 3000
#
traffic classifier service operator and
if-match acl 2001
#
traffic classifier voice operator and



i f-match acl 2000
#
traffic behavior ftp
remar k | ocal - precedence 2
#
traffic behavior service
remar k | ocal - precedence 4
#
traffic behavi or voice
remar k | ocal - precedence 6
#
gos policy shaping
classifier voice behavior voice
classifier service behavior service
classifier ftp behavior ftp
#

nterface G gabitEthernet1/0/1

port |ink-node bridge

gos Ir outbound cir 15360 chs 960000
gos gts queue 6 cir 10240 cbs 640000
gos gts queue 4 cir 3072 chs 192000
r 7168 chs 448000

gos gts queue 2 ci
#
interface G gabitEthernet1/0/2
port |ink-node bridge

gos apply policy shaping inbound
#
return

1.7 tHHEER

o JUAhECE “ACL A QoS HBLERT” i) “ACL”.
o UAHECE “ACL M QoS ii4Z%” ] “ACL”.



2 BEERES

2.1

2.2

2.3

M
AR B RG B

48 P T K

122 B2 fi, PC IR S IEQIS, TEUBEALE QoS Hiws i it 4 AHEA I £
BEFELHHL L
AR GELIOIL I GELIOI2 5 MR BRI R SEit, 7 01 R HOHC 5 8.

E2 RES i &8N E

. GE1/0/1 @ GE1/0/2 ‘
PC

Switch Server
192.168.0.2 192.168.0.1

BLELER

# QISR IPv4 ACL3001, FCE 2 28, FT2r I ULECIR 1P ity 192.168.0.2, H i
3k 192.168.0.1 By = AR IP Huhik>y 192.168.0.1, H G4 192.168.0.2 i & .

<Sysnane> systemvi ew

[ Sysnane] acl advanced 3001

[ Sysname-acl -i pv4-adv-3001] rule O pernmit ip source 192.168. 0.2 0 destination 192.168.0. 241
0

[ Sysnane-acl -i pv4-adv-3001] rule 5 pernit i p source 192. 168. 0. 241 0 desti nati on 192. 168.0. 2
0

[ Sysname- acl -i pv4- adv- 3001] quit

# QI 72K aa, ULECHIN Y IPv4 ACL 3001,

[ Sysnane] traffic classifier aa

[ Sysnane-cl assifier-1] if-match acl 3001

[ Sysname-cl assifier-1] quit

# QAT AN aa, BIERICFRIRIL.

[ Sysnane] traffic behavior aa

[ Sysnane- behavi or-1] accounti ng packet

[ Sysname- behavi or-1] quit

# B4 QoS & aa, K b O I VR 7 FEANGAT BT ORI o

[ Sysnane] qos policy aa

[ Sysnane- gospol i cy-aa] classifier aa behavior aa

[ Sysnane- qospol i cy-aa] quit

## 4 QoS g N 5| GigabitEthernet1/0/1 i Al GigabitEthernet1/0/2 BN J7 [a1 A1 H 7). (It
A RT DAARSE I 25500, R R AE 283 17 1] P42 1A N7 T R AR 25 s e L ) R T 1D o

[ Sysnane] interface gigabitethernet 1/0/1

6



[ Sysnane- G gabi t Et hernet 1/ 0/ 1] qos apply policy 1 inbound
[ Sysname- G gabi t Et hernet 1/ 0/ 1] qos apply policy 1 outbound
[ Sysnanme- G gabi t Et hernet 1/ 0/ 1] qui t

[ Sysnanme] interface gigabitethernet 1/0/2

[ Sysname- G gabi t Et hernet 1/ 0/ 2] qos apply policy 1 inbound
[ Sysname- G gabi t Et hernet 1/ 0/ 2] qos apply policy 1 outbound
[ Sysname- G gabi t Et hernet 1/ 0/ 2] quit

2.4 BBl &

# 7f PC I ping fR55#81 1P sk, TTUUEHRH 4 MEER, Bk 4 MR,

C:\Users\user>ping 192.168.0.1

IEfE Ping 192.168.0.1 KA 32 FH%dE:

KHE 192.168.0.1 MEIF: F91=32 WfA=3ns TTL=255
KH 192.168.0. 1 EIK: FH1=32 BfE=1nms TTL=255
KHE 192.168.0. 1 lEI%5: #47=32 Bf=1ns TTL=255
kHE 192.168.0. 1 MlEI%5: #49=32 Bf=1ns TTL=255

192.168.0.1 1 Ping 4ilfs 8
FiEf: oRiE = 4, B8k = 4, K =0 (0% %),
AERATFERIAG THIR TR LA A9 B fir)
wE = 1ns, &K = 3ns, ¥ = 1ns
# AEAC L EAE ] GEL/O/1 M GEL/0/2 I L 4EiHE B, GEL/O/L 4% PC, AJ7[IRICA 4
A, GEL/0/2 MiERMRS 4, M7y 44, RSCEUHR], Ui W S B R S A e K .
[ Sysnane] display qgos policy interface
Interface: G gabitEthernetl/0/1
Direction: |nbound
Policy: aa
Classifier: aa
Operator: AND
Rul e('s)
If-match acl 3001
Behavi or: aa
Accounti ng enabl e:
4 (Packets)

Interface: G gabitEthernetl/0/1
Direction: CQutbound
Policy: aa
Classifier: aa
Operator: AND
Rul e('s)
If-match acl 3001
Behavi or: aa
Accounting enabl e:
7 (Packets)



Interface: G gabitEthernetl/0/2
Direction: |nbound
Policy: aa
Classifier: aa
Operator: AND
Rul e('s)
If-match acl 3001
Behavi or: aa
Accounti ng enabl e:
7 (Packets)

Interface: G gabitEthernetl/0/2
Di rection: CQutbound
Policy: aa
Classifier: aa
Operator: AND
Rul e('s)
If-match acl 3001
Behavi or: aa
Accounti ng enabl e:
4 (Packets)

2.5 BEENXH

#
traffic classifier aa operator and
if-match acl 3001
#
traffic behavior aa
accounting packet
#
qos policy aa
classifier aa behavior aa
#
interface G gabitEthernet1/0/1
port |ink-node bridge
gos apply policy aa inbound
gos apply policy aa outbound
#
interface G gabitEthernet1/0/2
port |ink-node bridge
gos apply policy aa inbound
gos apply policy aa outbound
#
acl nunber 3001
rule O permit ip source 192.168.0.2 0 destination 192.168.0.1 0
rule 5 pernmit ip source 192.168.0.1 0 destination 192.168.0.2 0
#



2.6 tHx&HER
. PR E “ACL Fl QoSELE 55" Hi) “ACL”,

o UAHECE “ACL M QoS ii4Z%” ] “ACL”.



3 BCE QoS HKMEZEIE VLAN B ¥4 H ik
3.1 &I

AL AEE IEANE] VLAN 2 8] (9 E07 L B 77
3.2 AMFEK

i 3.2 ¥ 3 iz, PCJ&TF VLAN 10, AR%5%% )T VLAN 20, NL4*%5E, FEBEAZTHILN GEL/0/1
1 GE1/0/2 $2 I & QoS TRM, 25 11 AN [E VLAN H8 £ BAHVT 1), [5) B AN 2 HoAth 17 = 0 3

&3 fiiE QoS HEZEEIF VLAN |81 & HifEME

IP network

GE1/0/1
Vlan-int10
192.168.1.1

GE1/0/2
Vlan-int20
192.168.2.1

PC Switch Server
192.168.1.2 192.168.2.2
3.3 FLE R
[N Y 3/
e {EH:1 GigabitEthernet1/0/1 [\ J5 [a1 8 FH QoS 5k, &% 1k VLAN £ 1 20 P B # 4% [k
eI
e {EHI GigabitEthernet1/0/2 F AN T7 [ % ] QoS #ig, Z51ET5 1] VLAN #5211 10 B B s % it
%ﬁﬁo

3.4 BEELE

# MCE VLAN #2 DA IP Hbtik.

<Sysnane> systemvi ew

[ Sysnane] vlan 10

[ Sysname-vl an10] port gigabitethernet 1/0/1
[ Sysnanme-vl an1l0] quit

[ Sysnane] vlan 20

[ Sysname-vl an20] port gigabitethernet 1/0/2
[ Sysnane-vl an20] quit

[ Sysnane] interface vlan-interface 10

[ Sysname-Vl an-interfacelO] ip address 192.168.1.1 24
[ Sysname- VI an-interfacelO] quit

[ Sysnane] interface vlan-interface 20



[ Sysnane-Vl an-interface20] ip address 192.168.2.1 24
[ Sysnane-Vl an-interface20] quit

# QI SN 1Pv4 ACL 3000, BCE 1 26800, VLECYR IP Hihkhy 192.168.1.0/24, H Hythll
192.168.2.0/24 )i & .

<Sysnane> systemvi ew

[ Sysnanme] acl advanced 3000

[ Sysname-acl -i pv4-adv-3000] rule O permit ip source 192.168.1.0 0.0.0.255 destination
192.168.2.0 0.0.0. 255

[ Sysname- acl -i pv4- adv-3000] quit

# Q72K al, ULECKHIN N 1Pv4 ACL 3000,

[ Sysnane] traffic classifier al

[ Sysnanme-cl assifier-al] if-match acl 3000

[ Sysname-cl assifier-al] quit

# QUERAT A a2, By Fdr R B BE 0

[ Sysnane] traffic behavior a2

[ Sysnane-behavi or-a2] filter deny

[ Sysnane- behavi or-a2] quit

# 6% QoS & a3, W b O A IV FEANGAT N AT RIK
[ Sysnane] qos policy a3

[ Sysnane- qospol i cy-a3] classifier al behavior a2

[ Sysname- qospol i cy-a3] quit

## ¥ QoS ik a3 ] F| GigabitEthernet1/0/1 # I1HI N J7 [f] o

[ Sysnane] interface gigabitethernet 1/0/1

[ Sysname- G gabi t Et hernet 1/ 0/ 1] qos apply policy a3 inbound
[ Sysnane- G gabi t Et hernet 1/ 0/ 1] qui t

# Al E 2R IPv4 ACL 3001, ECE 1 45800, VCHECYE IP Hhihik ol 192.168.2.0/24, HFHuht A
192.168.1.0/24 i &

[ Sysnane] acl advanced 3001

[ Sysnane-acl -i pv4-adv-3001] rule O permt ip source 192.168.2.0 0.0.0.255 destination
192.168.1.0 0.0.0. 255

[ Sysname- acl -i pv4- adv-3001] quit
# B 28 b1, ULECHEIA 1Pv4 ACL 3001

[ Sysnane] traffic classifier bl

[ Sysname-cl assifier-bl] if-match acl 3001

[ Sysname-cl assifier-bl] quit

# QAT A b2, By Fdr B0 B BE £

[ Sysnane] traffic behavior b2

[ Sysname- behavi or-b2] filter deny

[ Sysnane- behavi or-b2] quit

# 6% QoS M b3, W b O A I/ FEFNGAT N T ORI
[ Sysnane] qos policy b3

[ Sysnane- gospol i cy-b3] classifier bl behavior b2

[ Sysname- qospol i cy-b3] quit

## ¥4 QoS % b3 v F GigabitEthernet1/0/2 4z L N TJ7 ] o

[ Sysnane] interface gigabitethernet 1/0/2

[ Sysname- G gabi t Et hernet 1/ 0/ 2] qos apply policy b3 inbound

2



[ Sysnane- G gabi t Et hernet 1/ 0/ 2] quit
3.5 WiEfcE
O Hwl =]

#EHEOBCE QoS KEEHT, £ PC L ping Ik%5#5 (1 IP Hudik, wTLLEH AW 4 MR, ik 44
HEa.

C.\Users\user>ping 192.168.2.2

IEfE Ping 192.168.2.2 B 32 FH%dE:

KHE 192.168.2.2 MEIF: F91=32 WfA=3ns TTL=255

KHE 192.168.2.2 MFEIE: F4=32 KE=1ns TTL=255

KHE 192.168.2.2 MFEIE: F4=32 KE=1ns TTL=255

KH 192.168.2.2 kA F7=32 KE=1ns TTL=255

192.168.2.2 1 Ping #ilfzRE:
Hia: dkix = 4, Ol = 4, Bk =0 (0% £XK),
FEIRATRE RIS TH S [R]( DAZERD AT -
i = 1ms, WK = 3ms, T8 = 1nms
# EB: O E QoS HiM& )5, 7E PC I+ ping fR45#% ¥ 1P Hulik, RILARE ping i@

C.\Users\user>ping 192.168.2.2

IEfE Ping 192.168.2.2 Hf 32 Fii%dE:
KHE 192.168.2.2 WREIE: FTEVE HisEN.
KHE 192.168.2.2 WREIE: FEVA HisEN.
kH 192.168.2.2 [MELE: Tikvim HisEHL.
KHE 192.168.2.2 WREIE: JEVE HisEN.

192.168.2.2 [ Ping Zitf5R:
HiEt: BR% = 4, B3I = 0, £X = 4 (100% ER),

# 1EAZH AL BB O QoS el M HIE B
[ Sysnane] display gos policy interface
Interface: G gabitEthernetl/0/1
Direction: |nbound
Policy: a3
Classifier: al
Operator: AND

Rul e(s) :
I f-match acl 3000
Behavi or: a2

Filter enable: Deny
Interface: G gabitEthernetl/0/2
Direction: Inbound
Policy: b3
Classifier: bl
Qperator: AND
Rul e(s) :
| f-match acl 3001



Behavi or: b2
Filter enable: Deny

3.6 BCEXH

#
vl an 10
#
vl an 20
#
interface Vlan-interfacelO
i p address 192.168.1.1 255. 255.255.0
#
interface Vlan-interface20
i p address 192.168. 2.1 255. 255.255.0
#
traffic classifier al operator and
i f-match acl 3000
#
traffic classifier bl operator and
if-match acl 3001
#
traffic behavior a2
filter deny
#
traffic behavior b2
filter deny
#
gos policy a3
classifier al behavior a2
#
gos policy b3
classifier bl behavior b2
#
interface G gabitEthernet1/0/1
port |ink-node bridge
port access vlan 10
gos apply policy a3 inbound
#
interface G gabitEthernet1/0/2
port |ink-node bridge
port access vlan 20
gos apply policy b3 inbound
#
acl nunber 3000
rule O pernmit ip source 192.168.1.0 0.0.0.255 destination 192.168.2.0 0.0.0.255
#
#



acl nunmber 3001

rule O permit ip source 192.168.2.0 0.0.0.255 destination 192.168.1.0 0.0.0. 255
#

3.7 FAXER
o PR “ACL FI QoS FLE 55" dif “ACL”,
o PEREE “ACL 1 QoS fr45” diff) “ACL”.

. PN E “ACL Al QoS L ETRS” i) “QoS”.
. P ERE “ACL F1 QoS A &% ” i) “QoS”.
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1 IP Source Guard 827548 ERIRACE IR
1.1 @&
R EHI - BERASTL B 482 R 20 1P Source Guard HIFL & 77 .

1.2 &R

TN A H B Y5530 Bl 2H )i 1 EASEEEC & IP Source Guard I g .
1.3 BMEEK

WK AR, Host A 5 Host B 43 %15 Switch B KJii 1 GigabitEthernet1/0/2. GigabitEthernet1/0/1
AHi%; Host C 45 Switch A i 1 GigabitEthernet1/0/2 #Hi%. Switch B $23] Switch A ¥ I
GigabitEthernet1/0/1 . & EHLIEFHEHASEE T 1P Mk,

IS/ Switch A #1 Switch B _FACHE IPv4 #4052 2RI, i 2 DL & TN 75K
e Switch A i3 [ GigabitEthernet1/0/2 2 fti4 Host C KIXH IP il .
e Switch A ff13% [ GigabitEthernet1/0/1 | H {04 Host A K1/ IP Sl .
e Switch B fJ¥i 1 GigabitEthernet1/0/2 | R fa¥F Host A K% IP R0 .

e Switch B [1%ii [ GigabitEthernet1/0/1 R oA 1P thili: 192.168.0.2/24 (1) =L IEN) IP
ociE, BP s iF Host B SEH R JE 7598 v] LA A% IP Hidik 55 Host A Hid .

E1 Bt E IP Source Guard B4 48 E2H M E

GE1/0/1 GE1/0/2

Switch A

GE1/0/2 GE1/0/1

Switch B

Host C
IP: 192.168.0.3/24
MAC : 0001-0203-0405

Host A Host B
IP: 192.168.0.1/24 IP: 192.168.0.2/24
MAC: 0001-0203-0406 MAC: 0001-0203-0407

1.4 BB TE

1. Switch A BB E
# 7E3% 1 GigabitEthernet1/0/2 EFRCE IPvA S48 E RS, F0E TR IP Hikib Al MAC Hidik.

<Swi t chA> systemvi ew
[SwitchA] interface gigabitethernet 1/0/2
[ Swi t chA-G gabit Et hernet1/0/2] ip verify source ip-address nmac-address



#ECE IPvA B SgE £, Y MAC #ilik A 0001-0203-0405. 1P #idik 4 192.168.0.3 f£] Host C
KIEHT P RSB 5 T GigabitEthernet1/0/2.

[ SwitchA-G gabitEthernet1/0/2] ip source binding ip-address 192.168.0.3 nac-address
0001- 0203- 0405

[ Swi t chA- G gabi t Et hernet 1/ 0/ 2] quit
# 73 I GigabitEthernetl/0/1 L& IPv4 i I45E DifiE, 452 (P HikiFl MAC ik,

[SwitchA] interface gigabitethernet 1/0/1
[ SwitchA-G gabitEt hernet1/0/1] ip verify source ip-address mac-address

#HLE IPv4A B840 E 2T, W Y MAC Hidik Ay 0001-0203-0406. IP #idik >y 192.168.0.1 (1] Host A
RIKH P R SCE G 1 GigabitEthernet1/0/1 .

[ Swi tchA-G gabitEthernet1/0/1] ip source binding ip-address 192.168.0.1 nac-address
0001- 0203- 0406

[ Swi t chA- G gabi t Et hernet 1/0/ 1] quit
# RAFICE

[ Swi t chA] save
2. Bt & Switch B WBL &
# 73 1 GigabitEthernet1/0/2 L& IPv4 A48 e, 452 (P Hikfl MAC k.

<Swi t chB> systemvi ew
[SwitchB] interface gigabitethernet 1/0/2
[SwitchB-G gabitEthernet1/0/2] ip verify source ip-address mac-address

#HLE IPv4A B840 E 2T, WY MAC Hidik Ay 0001-0203-0406. IP H#idik >y 192.168.0.1 (1] Host A
RILH P RSB G 1 GigabitEthernet1/0/2.

[SwitchB-G gabitEthernet1/0/2] ip source binding ip-address 192.168.0.1 nmac-address
0001- 0203- 0406

[ Swi t chB- G gabi t Et hernet 1/0/ 2] quit
# £ 1 GigabitEthernet1/0/1 LCE IPv4 i 48 E ThRE, P2V IP Huht.

[SwitchB] interface gigabitethernet 1/0/1
[ SwitchB-G gabit Ethernet1/0/1] ip verify source ip-address

# BLE IPv4 FrAgie RO, RAW IP Hhk A 192.168.0.2 HIENLRIER 1P i SCiE i i 1
GigabitEthernet1/0/1.

[ Swi tchB- G gabi t Et hernet 1/0/ 1] ip source binding ip-address 192.168.0. 2
[ Swi t chB- G gabi t Et hernet 1/0/ 1] quit

# RIFICE

[ SwitchB] save

1.5 Eurfc &

# 7f Switch A _FE 7~ IPvA B A48 RO B 1) .

[SwitchA] display ip source binding static
Total entries found: 2

| P Address MAC Address Interface VLAN Type
192.168.0.1 0001- 0203- 0406 GE1/0/1 N A Static
192.168.0. 3 0001- 0203- 0405 GE1/0/2 N A Static

# 7F Switch B &7~ IPvA A4 58 LB Il .

2



[SwitchB] display ip source binding static
Total entries found: 2

| P Address MAC Address Interface VLAN Type

192.168.0.1 0001- 0203- 0406 GE1/0/2 N A Static

192.168.0.2 N A GE1l/0/1 N A Static
1.6 BLEXH

) SwitchA

#

interface G gabitEthernet1/0/1
port |ink-node bridge
ip verify source ip-address nac-address
i p source binding ip-address 192.168.0.1 nmac-address 0001- 0203- 0406
#
nterface G gabitEthernetl/0/2
port |ink-node bridge

ip verify source ip-address nmc-address
i p source binding ip-address 192.168. 0.3 nmac- address 0001- 0203- 0405

SwitchB

#
interface G gabitEthernet1/0/1
port |ink-node bridge
ip verify source ip-address
i p source binding ip-address 192.168.0. 2
#
interface G gabitEthernet1/0/2
port |ink-node bridge
ip verify source ip-address nac-address
i p source binding ip-address 192.168.0.1 nmac-address 0001-0203- 0406
#

1.7 tHHEER

. P E ‘e BRS” T “IP Source Guard”.
. PINEE “2hmd 5% R “IP Source Guard”s
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1 BB &&1EN SSH R %%
1.1 &G
AREBN AR E W &N SSH IRS 2810 7575

1.2 AWK

Wi 1 F, Switch /28 SSH AR4545, 5% i Hostl A1 Host2 2 [A] % HH AT7A . Hostl il Host2

T ELE Y SSH & # Switch X BTG B . HEER:

e Switch @it SSH ) password A ilE 5 =1 publickey AIE 77 2043 % Hostl A1 Host2 #1734
iE, AELFETE Switch Al 78 il

o Hostl &M 4K client001, 25144 hello12345, &4 Ja il LME H TG fr 4

e Host2 fJ&FH 4N client002, I AR N RSA, B & 5 mT UME AT A dr 4.

Bl1 &&1EH SSH AR S ER4AME

SSH client001

‘192.168.1.56/24
SSH server

Hostl Vlan-int2

192.168.1.40/24
SSH client002 XGE1/0/2
Switch
‘192.168.1.55/24

Host2

1.3 ILELE

1. Big & SSH & P Host2

# 4 R RSA BT .
% P imiadT PUTTYGen.exe, fESEEHik#F “SSH-2 RSA”, fii<Generate>, FoAER b
AT
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EHX A G, miidi<Save public key>, HAfFfE A4 key.pub, s <CRAF>1%5H
B4 EREFHEH (S8 3)

CPaTIY Bew Geneoot or

File Ly Corewrmisne Help
Ky
P b ki) 44 pating o OpenG =H aufartad b i
rih-as
et e e s e R A A E O BH N Ty TE=nT L BT CEEED S nl 267 DL
20 I el a5 F 2 2K 0 et bl T Bl ] oG B pibeP e e gF T pad QH D
SE S PSHMGEHIE o 5 TelTa W R bl g b 207 D 3R B0 B sLT e i D DUnd i 2
AFkm makep 06001 B
£ ey Eragamon e beima 102 QS By A0 ck ek 42 Hat: G mch 0 0 1: Bber e
- fd gt 1eerbep-2 0 EEEAE
KB oy cipdiays
i P Frasbe
A
Garmisks & publ c/pr-ate kay pan | Garersis |
Liusel an mirting privedm kegile [ Losd |
£ st i st hisy [ 5avapurbckey || Savepivasabay |
Faramsaeaie
Toa al ke o parerale: ) -
{ ¥EEH-] (G T aaH-2 BEA IREH2 [N
Humber o bils: in 8 generaed e 1024

rifi<Save private key>fF it FAEH, # H B HE, FEBE 2 A ORAF BT SR FE e FAEH, fidhi<Yes>,
HNALE SO 42 private.ppk, A RAE.

E5 £REFiHZH ($E4)

PuTTYgen Warning 5'

Are wou sure you wank to save this key
without a passphrase to proktect k7

P A R, TR A SIS key.pub i FTP/TFTP 5 R _EAE R RSS2, BAkid
FEWE o

2. BC & SSH fR%588

# e B W & A RSA 4% .

<Swi tch> system vi ew

[Switch] public-key |ocal create rsa

The range of public key nmodulus is (512 ~ 4096).

If the key nodulus is greater than 512, it will take a few m nutes.
Press CTRL+C to abort.

I nput the modulus length [default = 1024]:



Generating Keys. ..

Create the key pair successfully.

# W0 B WA i DSA FHXT .

[Switch] public-key |ocal create dsa

The range of public key nodulus is (512 ~ 2048).

If the key nodulus is greater than 512, it will take a few m nutes.
Press CTRL+C to abort.

I nput the nodulus length [default = 1024]:

Generating Keys. ..

Create the key pair successfully.

# FIL B 1% %4 i ECDSA % 8% .

[Switch] public-key |ocal create ecdsa secp256rl
Generating Keys...

Create the key pair successfully.

# JF )5 SSH k%5 #=Th g .

[Switch] ssh server enable

# 6% VLAN 2, 3£¥ Ten-GigabitEthernet1/0/2 il \ VLAN 2.

[Switch] vlian 2

[Switch-vlan2] port ten-gigabitethernet 1/0/2

[Switch-vlan2] quit

# MCE VLAN #2100 2 /9 1P Mk, 207 il i iz bbb i 4 SSH JIR55 4%

[Switch] interface vlan-interface 2

[Switch-M an-interface2] ip address 192.168.1.40 255.255.255.0
[Switch-VIan-interface2] quit

# BB VTY P RHAE T 208 scheme, SSH & il VTY PR B 5% .
[Switch] line vty 0 63

[Switch-1ine-vty0-63] authenticati on-nbde schenme

[Switch-line-vty0-63] quit

# QIEAMA P cliento0l, JE&EH %54 hellol2345. k52K %4 SSH. H A Ml
network-admin,

[Switch] |ocal-user client001 class nanage

New | ocal user added.

[ Swi t ch-l user-manage-client001] password sinple hell 012345

[ Swi tch-l user-manage-client001] service-type ssh

[ Swi tch-luser-nmanage-client001] authorization-attribute user-role network-adm n
[ Swi tch- 1 user-nmanage-client001] quit

# MU key.pub H3 NI I AEH, 448 switchkey.

[Switch] public-key peer sw tchkey inport sshkey key.pub

# & E SSH H 7 client002 BN iETT 2N publickey, JFf4EE AN switchkey.

[Switch] ssh user client002 service-type stelnet authentication-type publickey assign

publ i ckey switchkey
# QW S E B A P client002, FFi%EMRSSSRAN SSH, H A .8 network-admin.



[Switch] |ocal-user client002 class nanage
New | ocal user added.
[ Swi t ch-1 user-manage-client002] service-type ssh

[ Swi tch-l user-nmanage-client002] authorization-attribute user-role network-adm n

[ Swi tch-l user-nmanage-client002] quit

1.4 $uFFcE

Z

SSH & P st 81k %, KT P VAR P s 44 PUTTYO0.60 4 #1359 SSH & P s 648 B 7 ik,

# ‘%% PUTTY0.60 A

# $17F PuTTY.exe f£/, sili “Session” MEEX, HILMNE 6 Fromf% - b & S .

e fE “Host Name (or IP address) ” SCAHEH i N SSH k55451 IP Hiki>h 192.168.1.40.
o {E “Port” SCAMEFHN SSH Prli 15 22,

e {E “Connection type” XiHi%£# SSH thil.

[El6 SSH & FunfcEARE

#® PuTTY Configuration ? %

Category:

=- Sgssion Basic options for your PuTTY session

| i Logging Specify the destination you want to connect ta
[=J- Temninal

- Keyboard Host Mame (or IP address) Port

Bl 152 .168.1.40 22

- Features Connection type:

= Window () Raw () Telnet ) Rlogin @ S5H () Serial
- Sppearance
- Behaviour
- Translation
- Selection

- Colours -
Default Settings
=~ Connection Logd

. Data

Load, save or delete a stored session
Saved Sessions

- Prowy
- Telnet Delete

- Rlogin
- 55H
- Seral

Close window on exit: )
) Mways () Never @ Only on clean exit

About ] [ Help [ COpen ] [ Cancel

1. Host1 i client001 A password AIES R iEHRE SSH R 28.
# £ 6 S, Hidi<Open>f&fl. #iH “PuTTY Security Alert” XfifAE.




El7 SSHZFmERAE (—)

PUuTTY Security Alert 29

The server's host key is not cached in the registry. You
! % have no guarantee that the server is the computer you

think it is.

The server's rsa2 key fingerprint is:

ssh-rsa 1024 6b:b3:3t:b7:a0:30:cd:32:4a:el:be:d7:e2:03: 1107

If you trust this host, hit Yes to add the key to

PuTTY¥'s cache and carry on connecting.

If you want to carry on connecting just once, without

adding the key to the cache, hit No.

If you do not trust this host, hit Cancel to abandon the

connection.

Yas Mo Cancel Help

# B “Yes” ¥4, FHHINFF 4 “client001” 244 “hello12345” (i N3RS AL 5D, Bl
Al R E SRR & E T 4
El8 SSH ZFimnERA@ (Z)

PulTy

2. Host2 i client002 F§ RSA IAIES iE E SSH fR&% &,

# ki 72 S HiA2“ Connection->SSH”, tH I & 9 1) 7t fil . 1 £ Preferred SSH protocol version”
y\j “2”0
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[E9 Stelnet & FiRECE R HE

= PuTTY Configorstion

Cabmopny.
L ecgepng - Disfion corirdng 5 9H cormuctions
it Trainl [mtp b o] b b mempue
: Berois coamand
Hal
F s |
r 'u:rrdﬁ'pmmw Fiptoool oplors
Hatavior {1 vor) 3 Bcate & presci-beorinad
T v slsdion [ o1 stz 2 shalos cooevand ok =
Galeotion [ Eraabl o corrgmazions
Cabuame Pralersd S5H ool weimon
= [omection Cilonw 31 =1 2 ok
[ E:I.'::I. E rectiipniia i opsiarg: .
Takst Ererppbon aiphat getantion polor
FAlgin KES [55H-2 oyl
B wafish
Sl o
5 i | =
Bith Py holi [ D |
11
Tunred: [ Erebin Ingecy 1om of qrghe0ES in55H-2
Hugs -
[ gpon | |__oren || pCoes |

B 2 SRR “ Connection->SSH” R AT “ Auth” GAIE), A& 10 f) 5L . Hdi<Browse...
Fedl, SR SO 1. RS O B AR 55 A i 1 A A B I FAEH SO private.ppke

E10 Stelnet FFimfcE R E

S PaITT Comfigucation
Catngory
- Sexson # Opbcons coriodig SSH aithenbcabon
Lo Auib e dalon reslhod
Y ““:_'Jb“d [ ) Attasvgk TIS o CipploCad sk [S5H-1]
Gel [#] At empt " Rmvboand ke ot auth [55H-2)
|, = Fodte Aiartiiabion paamakat
- PO D.ﬂhulglnll_m_:hg
Hirhvasin [ b st errphed chvsugess of geninass i S5H -2
Traslson Fiivals bey 5 v 5.0 hentic glion
Salaciion [ e, pik |
Calas
= Cordmation
Db
o
Tkt
Riogn
= EEH
Fe=e
A
=
Timireds w
| Sbeouk | |_ Cpsn | | [ ]

Hii<Open>4#4l. ##RimAH 4 cliento02, Ewl#EN Switch FIEC & FtiHi
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1.5 BEEXH

#
vlan 2
#
interface VMl an-i nterface2
i p address 192.168.1.40 255.255.255.0
#

interface Ten- G gabi t Et hernet 1/ 0/ 2
port access vlan 2

#
line vty 0 63
aut henti cati on- rode scheme
#
ssh server enable
#
| ocal -user client001 class nmnage
password hash $h$6$CqMWIX6LI W hz2Z$4+0Punk+A98VI GVggN3n/ nEi 7hJka9f EZpRZI pSNi 9b
cBEXhpvl qaYTvl VBf 7ZUNGnhovFsgW nYxj oToRDv YBg==
servi ce-type ssh
aut hori zation-attri bute user-rol e network-admn
aut hori zation-attri bute user-rol e network-operator
#
public-key peer clientkey inport sshkey key. pub
ssh user client002 service-type stel net authentication-type publickey assign publickey ackey
#
| ocal -user client002 class nmanage
servi ce-type ssh
aut hori zation-attri bute user-role network-admn
#

1.6 tHEZEHR

o JUAMCE “LAEREIRT ) “SSH”.
o JUAMEE “REWMLZE” HH) “SSH”.



2 BEEBAIEAN SSH & in
2.1 &N

A ZFI AR E AN SSH & I i) 7%
2.2 AMFER

1 11 s, Switch A fE A SSH % F i, Switch B /E A SSH IRZ52%, Switch A 5% SSH #h it
FEE 3 Switch B F. JFER:

e Switch B RHAHER 7 RUGER P, AIETT A password AiE .

o B4 client001, YA hello12345, & k¥4 Ja vl LME T A i 4.

El11 & &1ER SSH B Fimfc & 48 M E

SSH client SSH server
Vlan-int2 Vian-int2
92.168.1.56/24 192.168.1.40/24
XGE1/0/2 XGE1/0/2
Switch A Switch B

2.3 BKEDSR

1. Bt & Switch A
# 417 VLAN 2, 3 Ten-GigabitEthernet1/0/2 i\ VLAN 2.

<Swi t chA> systemvi ew

[SwitchA] vlian 2

[ SwitchA-vl an2] port ten-gigabitethernet 1/0/2
[ SwitchA-vlan2] quit

# FCE VLAN 21 2 19 |P Hidik

[SwitchA] interface vlan-interface 2

[SwitchA-Vlan-interface2] ip address 192.168.1.56 255.255.255.0
[SwitchA-Vlan-interface2] quit

2. B & Switch B
HZ W 1 FLE R EAEA SSH RS 4 AcE Switch B /E SSH k%5 4.

2.4 YR E

# Switch A 257 5 AR 45 %8 192.168.1.40 1) SSH 4. Hy N IERAR 7 42 G ARTESE R~ Y Hiil,
SRIGHIN N DMRAEAEH, e N0, Ria] ol &5 2 Switch B L, F 7 # 4°4 network-admin.




X i
N Y RGN, S Switch B a4A R LA, & &4 Switch A & 4ALE T #47 delete ssh client
server-public-key 4~4~MIR CAR A 49 240 7 B AR 38 ik 4,

<Swi t chA> ssh2 192.168. 1. 40

User nane: client 001

Press CTRL+C to abort.

Connecting to 192.168.1.40 port 22.

The server is not authenticated. Continue? [Y/N:Y
Do you want to save the server public key? [Y/N:N
Ent er password:

IR I O I I I R O I O O O O O O O O S R O O O O

* Copyright (c) 2004-2021 New H3C Technol ogi es Co., Ltd. Al rights reserved.*
* Wthout the owner's prior witten consent, *
* no deconpiling or reverse-engi neering shall be all owed. *

IR I O I S I I O I O O O O I kO O I R O I O

<Swi t chB>

2.5 BLENXH

. Switch A

#

vlan 2

#

interface VMl an-i nterface2

ip address 192.168.1.56 255.255.255.0

#

interface Ten- G gabi t Et hernet 1/ 0/ 2
port |ink-node bridge
port access vlan 2

#

. Switch B
W20 1.5 B A Switch B FIBLE ST,

2.6 HHXAER

o JUAME “LAEREIRT ) “SSH”.
o JUAMICE “RAEWLZE” HH) “SSH”.

10



3 BB SSH F i RADIUS A TEFIZA

3.1

3.2

5y
A ZHA-48 SSH FH P 1 RADIUS DA IF FIFEAL I L B 512

4B oK

W& 12 firs, JBIEAEVE N NAS ) Device [t BitfE RADIUS AIE. F2ALThAE, S2Hl SSH A K

GAE . AEMZEEER) R M RADIUS AR %5 28 197 20k s P UGE R Fa e . ZESRAE Device

T S

e {#i/il RADIUS k55 #s%} % 5% Device i SSH I S AT UGEAIRAL, B M 144 hello@bbb,
200~ aabbcec;

e Device [1] RADIUS R4 28 KL F itk 4, RSS2 AR FH 7 4 485 A3 4 ok X o $2 it 45
FH P IR SS -

o HFHEIEE A PAT KRG HTE D REA IR S display #r 4.

E|12 SSH AT is RADIUS A EFIFS AR 2 28 N [&]

Primary RADIUS server
10.1.1.1/24

Secondary RADIUS server
10.1.1.11/24

Vlan-int3

Vlan-int2 10.1.1.2/24
192.168.1.70/24@

SSH user
192.168.1.60/24

Device

3.3 BLEFR

1. fit ® RADIUS fR%2E

Z

o AFVLIMC A4 (48 IMC BRAA: iIMC PLAT 7.0(E0102). iMC EIA7.0(E0201)) , #LEAZ )
¥ RADIUS JR 553609 A REL &,

o I RADIUS R ZEZXEARF, AP VAE RADIUS R4 2L E A 4.

# G IMCEHENT G, B A7 WA, Bl SR R[N SRS B RN B R B
B HC BT, N FRNC A BC B DU, 7R 1% DU Hh Sy “ 30 #2240, BEASEINE A% i

1



o  WHEY Device &8 HAR I H FIAIEAHRAIL % 4y “expert”;

o WEIMEKIT IS 258 “1812” (RADIUS Ak %5 23 IIGIES 1A UDP %5 11 1812) Al
“1813” (RADIUS JiR5% #5111 93 1125 UDP i 1 1813);

o EPRIFAALH “EREBILE

o IEFENEAIAN “H3C(General)”;

o IEFEEIT TGN RA, WP bk 10.1.1.2 N A

o  HEZHCRAGMEME, IFepdi<tfie >t e R e .

E13 #EIMENEE

T AP - BAETE - BABSEE - BABSEE - Mgl Rs @z
HARE
LAERO * [1812 | iteRmD - [1813 |
(e FFEmESER -] NE=£=10) EEERE -]
BABESE  HIC(Genera) -] BABESE % -]
rEare * | ...... | L, IEEAnE * | ...... |
HlESaE e -]
BEATE
i 5 -3 FIm 2k
EBEERH BEPHME wENS B 2
10112 i}
HA1EIER.
e Wi

#OEFE T TR, Bk SAUR R[N P S AR A B P SRR, 3N T % B
PR UM, i UL < >34, g ANIG N A FE A P L

o EIANHF'4 “hello@bbb” A%,

o IEFFRHBEMA “SSH”.

o HINH M4 “network-operator”

o INIMPTEEEEAH P Mk, 1P MhEYEREIAY “10.1.1.0~10.1.1.255",

o A <HiE SR TERUERAE

Z i

TA P g FIX A0 IP Mk 5T B 2 AR A 69 ENGX S0 P Hudtk,




E14 #ENREEERF

Th HF » HFEEHF « FNdauRar
ENEEEan e
ERTWREAR G

AnpTE DEETEi B2r

R LS E TR . A EE—e
8. ARG LAHTTEERAL B ERE
DI A i S o — Bl ) SRR 0
o, S, 1 DR A TR T

s ot P e

L.} 3
A ins Lt ] L

IR SR
P& & R
L b | LR ]

i L

IEv1a 1T 1.3

2. Bt & Device
# 7 VLAN 2, F5¥ Ten-GigabitEthernet1/0/2 il \ VLAN 2.

<Devi ce> systemvi ew

[ Device] vlan 2

[ Devi ce-vl an2] port ten-gigabitethernet 1/0/2

[ Devi ce-vl an2] quit

# BCE VLAN #2112 (17 1P $di

[Device] interface vlan-interface 2

[ Device-M an-interface2] ip address 192.168.1. 70 255. 255.255.0
[ Devi ce-Vl an-interface2] quit

# 6% VLAN 3, 3£¥ Ten-GigabitEthernet1/0/1 il A\ VLAN 3.

[ Device] vlian 3

[ Devi ce-vl an3] port ten-gigabitethernet 1/0/1
[ Devi ce-vl an3] quit

# MCE VLAN £ 11 3 ) IP $hdik.

[Device] interface vlan-interface 3

[ Device-M an-interface3] ip address 10.1.1.2 255.255.255.0
[ Device-M an-interface3] quit

# "2 RSA B8 .

[ Device] public-key local create rsa



The range of public key nodulus is (512 ~ 4096).

If the key nodulus is greater than 512, it will take a few m nutes.
Press CTRL+C to abort.

I nput the nmodulus length [default = 1024]:

Generating Keys. ..

Create the key pair successfully.

# £l DSA BT .

[ Device] public-key local create dsa

The range of public key nodulus is (512 ~ 2048).

If the key nodulus is greater than 512, it will take a few m nutes.
Press CTRL+C to abort.

I nput the nodulus length [default = 1024]:

Generating Keys. ..

Create the key pair successfully.
# £ 1l secp256rl £ ) ECDSA HHHX
[ Device] public-key |ocal create ecdsa secp256r1l

Generating Keys. ..
Create the key pair successfully.

# 'Rl secp384rl 2 ALY ECDSA % 8% o
[ Device] public-key |ocal create ecdsa secp384rl
Generating Keys. ..

Create the key pair successfully.

# T8 SSH k%5 & )6E -

[ Devi ce] ssh server enable

# BCE SSH 7 Bk AAA MIETT 3o

[Device] line vty 0 63

[ Devi ce-line-vty0-63] authenticati on-npde schene

[ Device-1ine-vty0-63] quit

# f]# RADIUS 77 % rad.

[ Devi ce] radius schene rad

# BB B ERSS &1 1P #ihik0h 10.1.1.1, WAiiESR 504 1812,
[ Device-radius-rad] primary authentication 10.1.1.1 1812

# BB AVER S5 36 1P #ihib )y 10.1.1.11, AiESR 1504 1812,
[ Devi ce-radi us-rad] secondary authentication 10.1.1.11 1812
# LB BT RS540 1P bl 10.1.1.1, 9% 1504 1813,
[ Devi ce-radius-rad] primry accounting 10.1.1.1 1813

# BB TH 2R 55 2510 1P ikt Jy 10.1.1.11, 3% 1504 1813,
[ Devi ce-radi us-rad] secondary accounting 10.1.1.11 1813

# WO B 5 EAT 2% IR 55 %5 58 HAR SO H 3L 23 91 WIS expert.
[ Devi ce-radi us-rad] key authentication sinple expert

[ Devi ce-radi us-rad] key accounting sinple expert

# L E M) RADIUS JIR%5#% Ak I H - 4 B A I 44



[ Devi ce-radi us-rad] user-name-format wth-domain

[ Device-radius-rad] quit

# A% ISP 1 bbb, v login FI /7 FLE AAA AIIE 7% RADIUS G, BEAURTH 7.
[ Devi ce] donmi n bbb

[ Devi ce-i sp-bbb] authentication |ogin radi us-schenme rad

[ Devi ce-i sp-bbb] authorization |ogin radius-schene rad

[ Devi ce-i sp-bbb] accounting |ogin radi us-scheme rad

[ Devi ce-isp-bbb] quit

3.4 WhFfl &

F1 1) Device &2 SSH i&E#:, 7E SSH & iz IR~ A\ 7 % hello@bbb F1%15% aabbcc i@
E, FHIREH P A network-operator (BRI E G AT AT R ST A T REAT IR I AH 5%
display %14 ),

FIRFGE IR, %5 F RADIUS JIR% #4728 B

# R T RS 28 TSI 1Y) RADIUS 75 ML EAE &

<Sysnane> di spl ay radi us schene

Total 1 RADIUS schenes

RADI US schene nane: rad

I ndex: O

Primary authentication server:
Host name: Not Confi gured
I P :10.1.1.1 Port: 1812
VPN : Not configured
State: Active
Test profile: Not configured
Weight: 0O

Primary accounting server:
Host nanme: Not Confi gured
I P :10.1.1.1 Port: 1813
VPN : Not configured
State: Active
Weight: 0

Second aut hentication server:
Host nane: Not Configured
I P :10.1.1.11 Port: 1812
VPN : Not configured
State: Active
Test profile: Not configured
Weight: O

Second accounting server:
Host name: Not Confi gured
I P :10.1.1.11 Port: 1813
VPN : Not configured
State: Active



Weight: O
Accounting-On function

extended function

retransmi ssion tinmes

retransm ssion interval (seconds)
Ti neout | nterval (seconds)
Ret ransm ssi on Ti nes

Retransmi ssion Tinmes for Accounting Update :

Server Qui et Period(m nutes)

Real ti me Accounting |nterval (seconds)

St op-accounti ng packets buffering
Retransmi ssion tines

NAS | P Address

VPN

User Nane Format

Data flow unit

Packet unit

Attribute 15 check- node

Attribute 25

Attribute Remanent-Vol unme unit

server -1l oad- sharing

Attribute 31 MAC fornat

St op- accounti ng packets send-force

Reaut henti cation server selection

FIRG AT IERT, HEFE RADIUS 77 ZHIBCEA
e, WA RS M RADIUS R4S 28 14758 H o

3.5 BEENH

#
vian 2 to 3
#
interface Vlan-interface2
i p address 192.168.1. 70 255. 255. 255.0
#
interface Vlan-interface3
i p address 10.1.1.2 255.255.255.0
#
interface Ten- G gabit Et hernet 1/ 0/ 2
port |ink-node bridge
port access vlan 2
#
interface Ten-G gabi t Et hernet1/0/1
port |ink-node bridge
port access vlan 3
#
line vty 0 63
aut henti cati on- node scheme

D sabl ed
Di sabl ed
50

g 0o W W w

720

Enabl ed

500

Not configured
Not confi gured
wi t h- donai n
Byt e

One

Strict

St andar d

Kilo

Di sabl ed

HH HH HH HH HH HH
Di sabl ed

I nherit

A, 2 RIS 4 HIRAS M Active 4275 Block.



user-rol e network-operator
#
ssh server enable
#
radi us schene rad
primary authentication 10.1.1.1
primary accounting 10.1.1.1
secondary aut hentication 10.1.1.11
secondary accounting 10.1.1.11
key authentication cipher $c$3$GBZ1j hsl cGMSOpSej SESMOr 8Gh8SI T5ew==
key accounting ci pher $c$3$nGh/ DWK8pxbHaLXQVc+xsnmbUr 1et | ZVA7Q==
#
domai n bbb
aut hentication |ogin radius-schene rad
aut hori zation | ogin radi us-schene rad
accounting login radius-schene rad
#

3.6 HXZHEH

o UMEE “LZAMERT” TH “SSH” Al “AAA”.
o JUAMICE “LAEMLZE” HH) “SSH” Al “AAA7,



4 SSH P HWTACACS AIE. B4 iR EEE (ACS

server)
4.1 &N
AR R4 SSH A P I HWTACACS AE. B280. 113008 k.

4.2 AR

FEVT )22 4=, T4 Device fIEHE i L2 (RIS SSH iE#z, HARESKRIT .
. Device 1§ [f] Cisco ACS server /£ 5 HWTACACS JiR%5 28 %+ Stelnet 2 7 didE AT IAUE AR AL

o HH LN FIZAT Stelnet & i, FFRH M P 4 manager@bbb 1% i 1234ab## e 5%
Device, H¥ 5= &M ERR.

|15 SSH A aY HWTACACS A IEFIFF A BD & 24451

HWTACACS server

10.1.1.1/24
Vlan-int3
Vlan-int2 10.1.1.2/24
192.168.1.65/24@
SSH user Device

192.168.1.60/24

4.3 B E B

. N T HHIE Device T LL#E ] ACS server AIEF 7, 75 2 4E ACS server |58 7N AAA client
PLE FH P PR B &

o CNTERMFIEILH PSR Device IR P A FIE NS, FFEAE Device AL E & H P
ZHAIE T N scheme 7730

. KT 1RIE Device BeEg &5k FH P HETIANEAIRZAL, 524 Device F5Epi AAABLE, GG
B ISP 1, PLAkE HWTACACS A4S 2332 H.1¥) TACACS /7 &.

. RN T ARIEEH Gl LB TR T AEAHE LK Stelnet % F' i 5 Device @37 SSH %4, 7
FLALE Device A RSA. DSA. ECDSA 4%}

. N T f# Stelnet FH J B R i & Gt E A i ic B, 8264 H 7 M 4 network-admin.
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4.4 BRE SR

1. fit® HWTACACS FR% &

o KX VL ACSV4.2 A4, %8 TACACS server #9 : Af % .
o EMATTEEREZA, WIRIEREEEN 4 EIME ACS IRFEZ A3 d T4,

(1) & ACS server

# & 16 Fioni Web BRI+, i\ Web B H P A%, B “Login” #4401, BIRI&F%
ACS server.

E]16 %3 ACS server

Cisco Secure ACSvaz

Adminiatraticn loglp required 1o pecasl THE EVATEN

Khen the page leads vou should see & Uzername and Pessword field IT vou cammor
a0 These Tlalds them wFou wlill bave T eRabls Java aupperi In vaur. browsary

B 2 YT el 4 WA W 0 1K TV LI i
[Romma— S
Ero e

Lo |

(2) WA

# 752N MR H kP [Network Configuration], FTHFMZSHCE i, Hidi<Add Entry>, #A AAA
Client f) 2w %5 UL T -

2
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E17 RMBANEE

Network Configuration

wilisklis
CISCo

Sefart

|E|m'g ]
Wo AAA Clisnts ¥

Iﬂnﬂlhﬂ'h

Aubdy, Cliend blostnaase Aak Client TP Address At hesitic o be Lis g
Ceofigeralim
S ot g Al Emry Sesich

[ e

# 1E AAA Client (14 % 01 H 3ET 40 T RCE -

o HINBEARKAIR. BAUE IPHLE. 22 H TACACS X HIIL = %4,
o EFENIEPMUSEALA “TACACSH (Cisco I0S)” ;

o Hi{; “Submit + Apply” #4H 58 BAREAE .
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E18 BLEENRE

slikidis Hahuurk Gnnﬁgura-l_i-un
CISCo

1 ER Add AAA Client

E‘ AAS Chent Hostnama DCherbic
i Cimfigri®im
. L1.e
| _;M AAS ChemT [P Address
|

] I:llnﬂu-m_ Shared Secret Expcil

| [T

L Torrien RADTUS Key Wrap

| ﬂ'l-:i | Bemadnil (b oy Encryption Kay

e Message Authenbcalor Code

| =53] biaanan Key

r i e £ey Input Format ASCIH @ Haxadeomal

[ ey | vt Ll

| g | e Authenticate Usng TACACS + (OIS0 1075) .

iE:” R Singhe Cormect TACACS» AAS Client (Recced stop 0 acoounting on faune)

Log Update/Watchdog Fadkets from this A8 Cient
Lad BEDWS Turniing Packsts from Che ans Chapt
Replace RADEKS Fort nfo with Username from this A88 Clent

Mazch Framed- 18- Address with Lser 1P address M GOCDLINDRG Peckers Trom This
S Chianr

Sutmit Subme + Apply | [ Canesl |

(3) WINEFHF
# LE A SR ik RE[User Setup], FTHFH PECE S, ECAEFBAR 4 “manager”, H
i “Add/Edit” J&5, BENIZH YR U .

4
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E19 RMERAR

ilsaibes Lser Sefup
7

LIsEE:  memmger
Fins ' | AddiCoit |

Linl usirs baginoisn with lebieymamiss

Lt mll cwars

Famiowe CiyTamic Lsers

# ISR AHER, BERHPEREN, A FTRA R s 4.
E20 GEEEFAPER

User Setup

User: manager (MNaw User)

Sacomint Disshied

SilppdeinEnnary User Infin T
bpa e adrrin
s rripticn mertwntk md manistabor
Liser Sefuf ¥

Fass mor AUTHESOCECaN!
ALS VAGE Ditadeaee v
Cisorarune PAT [Alzg ysad for CHARSME- CHAPAAAE, ¢ the Seperate fald & not

dhecied )
Fas mvrord CEECESTEEY
Confirm Pessamed . messsss -
S L R DALETE
Pas =]

RO s BAhid

when = hoken server & ased for autheshostnon, suppleng o secamin CHAP
cemoword far 3 boken card user slows CHAS gutsantication, This 15 especisly
useahil when moben aching & enshied

Greasp ke which Ume use- = @ sagraedl:

Zdinm Carcs

2. it & Device
# B VLAN 2, FfF Ten-GigabitEthernet1/0/2 i\ VLAN 2.

<Devi ce> system vi ew



[ Device] vlan 2

[ Devi ce-vl an2] port ten-gigabitethernet 1/0/2

[ Devi ce-vl an2] quit

# MCE VLAN 0 2 1) 1P Hbdik.

[Device] interface vlan-interface 2

[Device-Mlan-interface2] ip address 192.168. 1. 65 255.255.255.0
[ Device-Vl an-interface2] quit

# fil% VLAN 3, ¥ Ten-GigabitEthernet1/0/1 il A\ VLAN 3.

[ Device] vlian 3

[ Devi ce-vl an3] port ten-gigabitethernet 1/0/1

[ Devi ce-vl an3] quit

# FCE VLAN £2 1 3 1 IP Hidik

[Device] interface vlan-interface 3
[Device-Mlan-interface3] ip address 10.1.1.2 255.255.255.0
[ Device-Vl an-interface3] quit

# £l RSA BT

[ Device] public-key local create rsa

The range of public key nodulus is (512 ~ 4096).

If the key nodulus is greater than 512, it will take a few m nutes.
Press CTRL+C to abort.

I nput the nodulus length [default = 1024]:

Generating Keys. ..

Create the key pair successfully.

# £l DSA BT .

[ Device] public-key local create dsa

The range of public key nodulus is (512 ~ 2048).

If the key nodulus is greater than 512, it will take a few m nutes.
Press CTRL+C to abort.

I nput the nodulus length [default = 1024]:

Generating Keys. ..

Create the key pair successfully.

# £ 1l secp256r1 £ ) ECDSA %X

[ Device] public-key |ocal create ecdsa secp256r1l
Generating Keys...

Create the key pair successfully.

# HE Rl secp384rl 2 ALY ECDSA % 8% o
[ Device] public-key |ocal create ecdsa secp384rl
Generating Keys. ..

Create the key pair successfully.

# e SSH k55 # IRt

[ Devi ce] ssh server enable

# W E Stelnet 2/ 3 6 5% H - Ft i HOIAIE T X schemes

[Device] line vty 0 63



[ Devi ce-line-vty0-63] authenticati on-node schene

[ Device-line-vty0-63] quit

# AEREEAE P A R T RE, ARSI S5 i B 5kas 1 F P A € network-admin.
[Device] role default-role enabl e network-admn

# fil] & TACACS J5 % rad.

[ Devi ce] hwtacacs schene tac

# M B EERSS & 00 1P ikt Jy 10.1.1.1, AR H5 05 49.

[ Devi ce- hwt acacs-tac] primary authentication 10.1.1.1 49
# LB 5 UE RS 8328 BSOS L 52258 B S expert.

[ Devi ce- hwt acacs-tac] key authentication sinple expert

# OB ERAURSS & IP itk 10.1.1.1, #A8UR 5 49,

[ Devi ce- hwt acacs-tac] primary authorization 10.1.1.1 49
# e B 5 PR 4558 BARSC B 3L =23 81 W] SC expert.

[ Devi ce- hwt acacs-tac] key authorization sinple expert

# [C B 71 TACACS JIR 5583 A& B 7 44 A a4

[ Devi ce- hwt acacs-tac] user-nane-format without-domain

[ Devi ce- hwt acacs-tac] quit

# B4 ISP 12 bbb, A login F FHCE AAA WL 17758 TACACS AIEAZRL. ANt 2.
[ Devi ce] dommi n bbb

[ Devi ce-i sp-bbb] authentication |ogin hwtacacs-schene tac
[ Devi ce-i sp-bbb] authorization | ogin hwtacacs-schene tac
[ Devi ce-i sp-bbb] accounting | ogin none

[ Devi ce-isp-bbb] quit

4.5 WiFfc &

Stelnet & F s& A 1%, #loPuTTY. OpenSSHE. AL FAAR P 5% 44 PUuTTY0.58 4 471,
#LBA Stelnet & P 5% a9 B & 7 ik .

# 2% PUTTY 0.58 %A

# FTJF PuTTY.exe 27, s “Session” ThagX, 7R 21 Frsiic & St bt 47 an FiEcE -

e {E “HostName (orIP address) ” SCAHEH i\ Stelnet k55251 1P Hihil >y 192.168.1.65.
o {E “Port” SCAKEH N SSH Pl 15 22,

. 7£ “Connection type” X%+ SSH 1.

# H.idi<Open>$%4l .




www. jhj.cn www. jiaohuanji. cn

[E|21 Stelnet ZEPiRECE R

Basic options for your PUTTY session

; Specify your connection by host name or IF address
& TT’E;LGE y Host Name {or IP address) Port
- Bel 192.168.1.65] 22
- Features Protocol:
=- Window (7) Raw ") Telnet () Rlogin @ @ S5H

arance
gﬁ:ﬂuur Load, save or delete a stored session

- Translation Saved Sessions
- Selection

+ Colours Default Settings
=~ Connection

- Data
- Proxy
- Telnet

Cloze window on exit:
) Mways () Newer (@ Only on clean ext

# et B 22 Fiar “PuTTY Security Alert” XHEHE, 15 HR4E SLhr ol k86, AfhikEFE
Bz w5, WEE “Yes” 444l

8
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E22 Stelnet BEFimEFA@E (—)

The server's host key is not cached in the registry. You
have no guarantee that the server is the computer you
think it is.

The server's rsa2 key fingerprint is:

ssh-rsa 1024 3d:aa:a8:df:78:18:cb:87:67:¢8:65:87:30:b2:27:29
If you trust this host, hit Yes to add the key to

PuTTY's cache and carry on connecting.

If you want to carry on connecting just once, without
adding the key to the cache, hit No.

If you do not trust this host, hit Cancel to abandon the
connection.

Yes || Mo || canct |[ Hep

# et B 23 Fiar “PuTTY Security Alert” XHGHE, 15 HR4E SLhr ol k86, ARGk FE
{EZ BN, MRd “Yes” 124

E23 Stelnet EFimEFAE (Z)

WARNING - POTENTIAL SECURITY BREACH!

The server's host key does not match the one PuTTY has
cached in the registry. This means that either the

server administrator has changed the host key, or you
have actually connected to another computer pretending
to be the server.

The new rsa2 key fingerprint is:

ssh-rsa 1024 3d:aa:a8:df:78:18:cb:87:67:¢B:65:87:30:b2:27:29
If you were expecting this change and trust the new key,
hit Yes to update PuTTY's cache and continue connecting.
If you want to carry on connecting but without updating
the cache, hit No.

If you want to abandon the connection completely, hit
Cancel. Hitting Cancel is the ONLY guaranteed safe
choice.

9
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# EUN RS N 42 manager@bbb SRS 1234ab##,  BIA] T B S B 44k T T A i

£

| ogi n as: manager @bb
manager @bb@92. 168. 1. 65' s passwor d:

IR I I I O I I O O O S O S R I kS kO I I O R I o O

* Copyright (c) 2004-2018 New H3C Technol ogies Co., Ltd. Al rights reserved.*
* Wthout the owner's prior witten consent, *
* no deconpiling or reverse-engi neering shall be all owed. *

R R R RS E SRS RS EESEEEEEREEREEEEEEEEREEEEEEEEREEEEEEEEREEEEEEEEEEEEEEEE RS EEEEEEEEEE SRS

<Devi ce>

4.6 FBLEXXH

#
vian 2 to 3
#
interface Vlan-interface2
i p address 192. 168. 1. 65 255. 255. 255.0
#
interface Vlan-interface3
i p address 10.1.1.2 255.255.255.0
#
interface Ten- G gabi t Et hernet 1/ 0/ 2
port |ink-node bridge
port access vlan 2
#
interface Ten-G gabi t Ethernet1/0/1
port |ink-node bridge
port access vlan 3
#
line vty 0 63
aut henti cati on- rode scheme
user-rol e network-operator
#
ssh server enable
#
hwt acacs schene tac
primary authentication 10.1.1.1
primary authorization 10.1.1.1
key authentication cipher $c$3%/9bCuPj Mkj O UvBx8Nj t N+AnASuLT2Sr NA==
key authorization cipher $c$3$QF/ f FINvII yKyFl sNOpeBYnDXAr NnOvQdQ==
user - nanme-format w t hout - domai n
#
domai n bbb
aut hentication login hwtacacs-schene tac

10



aut hori zation | ogin hwtacacs-schene tac
accounting | ogin none

#

role default-role enable network-admn

#

4.7 HHXHER
. FEICE ‘N BERS” R “SSH”.
. Pt E “wAeEmb S B “SSH”.

P E “ZERERT TH “AAAY
PARELE “RAEWmLSE I “AAA,

t

K

11



5 SSH A AAA local IAEERE
5.1 f&4r

AZEBI48 SSH H /1) AAA local IAIIERC & 77 7% .
5.2 tAMFEXR

JHTECE Switch SZHL AAA local tAiE. SSH H P I 44 client001, %434 hello12345, &k
WA LS A 4

[E]24 SSH A local IAEED & ¢A M &

SSH client SSH server
Vlan-int2
192.168.1.56/24 192.168.1.40/24
XGE1/0/2
Host Switch

5.3 ELEX R

# f# VLAN 2, FfF Ten-GigabitEthernet1/0/2 i\ VLAN 2.
[Switch] vlan 2

[ Swi tch-vlan2] port ten-gigabitethernet 1/0/2

[Switch-vlan2] quit

# FCE VLAN 00 2 1 1P ik, 7/ il i bk 4 SSH Ik ds as .
[Switch] interface vlan-interface 2

[Switch-M an-interface2] ip address 192.168.1.40 255.255.255.0
[Switch-Vl an-interface2] quit

# QA HL RSA J DSA ZHxT

<Swi t ch> system vi ew

[Switch] public-key local create rsa

[Switch] public-key local create dsa

# fli Rk SSH k55 2= LhAE .

[Switch] ssh server enable

# BB SSH H 7 Gk FI T e BAIETT 500 AAA WAIIE.

[Switch] line vty 0 63

[Switch-1ine-vty0-63] authentication-node schene
[Switch-line-vty0-63] quit

# QI@EAMHA P cliento0l, JE&EH %A hellol2345. k452885 SSH. H Ml
network-admin.

[Switch] |ocal-user client001 class nanage

New | ocal user added.

[ Swi tch-luser-manage-client001] password sinple hell 012345

[ Swi tch- 1l user-nmanage-client001] service-type ssh



[ Swi tch- 1 user-manage-client001] authorization-attribute user-role network-adnmn
[ Swi tch-luser-manage-client001] quit

# @)% ISP 3 bbb, 4 login F1 ' HCE AAA YIIETT V9 A HIAIE .

[ Switch] domai n bbb

[ Swi tch-isp-bbb] authentication |ogin |ocal
[ Switch-isp-bbb] quit

5.4 ¥FAcE

SSH & P sp b1k %, AIF VAR P sk PUTTYO0.60 A #5480 SSH & P 54t Bt B 7 ik,

# 2255 PUTTYO0.60 #4F.

# FT7F PuTTY.exe 27, siii “Session” ZhfglX, HILUE 25 B2 i o B A

e {E “HostName (or IP address) ” SCAHEH i\ SSH JIk55 %4+ H) IP Ml 7y 192.168.1.40,
o fE “Port” JCAIEFTHA SSH PMmI1S 22,

e fE “Connection type” [Xi#i%# SSH #HiL.

[E25 SSH ZFIRECEARH

2 PUTTY Configuration P =
Category:
=- Sgssion Basic options for your PuTTY session
L Logging Specify the destination you wart to connect to
[=J- Temninal
- Keyboard Host Name {or IP address) Port
- Bel 152.168.1.40 22
- Features Connection type:
= Window () Raw () Telnet ) Rlogin @ S5H () Serial
;;ppea!ance Load, save or delete a stored session
- Behaviour
. Translation Saved Sessions
- Selection
- Colours :
Default Settings
[=- Connection Logd
- Praxy
- Rlogin
E-55H
- Senal Close window on exit:
) Mways () MNever @ Only on clean exit
[ About ] [ Help ] [ Cpen ] [ Cancel ]

# {E&] 25 i, Hidi<Open>1i4l. 3 “PuTTY Security Alert” XJiEAE.



126 SSH ZFimERAE (—)

PUuTTY Security Alert 29

The server's host key is not cached in the registry. You
! % have no guarantee that the server is the computer you

think it is.

The server's rsa2 key fingerprint is:

ssh-rsa 1024 6b:b3:3t:b7:a0:30:cd:32:4a:el:be:d7:e2:03: 1107

If you trust this host, hit Yes to add the key to

PuTTY¥'s cache and carry on connecting.

If you want to carry on connecting just once, without

adding the key to the cache, hit No.

If you do not trust this host, hit Cancel to abandon the

connection.

Yas Mo Cancel Help

# B “Yes” ¥4, FHHINF 4% “client001” 244 “hello12345” (i N3RS AL ER), Bl
A] R B S A AT 2o
E27 SSH ZEFimEFARE (Z)

PulTy




5.5 BEENH

#
vlan 2
#
interface Vlan-interface2
i p address 192. 168. 1. 40 255. 255. 255.0
#
interface G gabitEthernet1/0/2
port |ink-node bridge
port access vlan 2
#
line vty 0 63
aut henti cati on- node scheme
user-rol e network-operator

#
ssh server enable
#
donmai n bbb
aut hentication login |oca
#

| ocal -user client001 class manage

password hash
$h$6$r LDGxBt UH yovI 15$k8yc/ / 61 73h6CRK89j qTVf 8HU6Vi cbEl 5E] UPqzykYj 33YSQxPdHr Sr +Bl MeZUZDf s
RAi y28ME9Vhb7VeVXpZw==

servi ce-type ssh

aut hori zation-attri bute user-role network-admn

aut hori zation-attribute user-rol e network-operator
#

5.6 HHXZHEH
o UMM CRAREMRST P “SSH™
RLE “% A4 BH” iy “SSH”.

o URMEE “LZARERET HH “AAA”
ALE “RAEMmLSHE HH “AAAT

*

b
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1 BEEixO% % autoLearn 185
1.1 fajfy

KRB 54 autoLearn BERRLE i
1.2 AMFTEX

WE 1 fion, H IS Device SR LS . S0 FL B i 11224 autolearn A5, SEIUN 2 N 1

i, BARTE SRR

o HZFIN AV 64 N HEEI AN Internet, TETHEFEATINE;

o  YHFHEMIEREME, HiH P kB Device # A Internet;

o TiiHE %4 MAC Mtk € %4 MAC b2 AL 8], SRFG R3S A5 P AH e i 11 2% 3] 31 (1)
MAC bk E e, F2i4s MAC Mk /R A0 ok fl— 8 ) 1

o MLE NRKIEET R N di sabl eport-tenporarily, A MAC il AR, &
L5 AR v R W RE, 30 #6JE A Bk & i LI R IR .

El1l i% [0 %4 autoLearn 153X 28 /&

I I XGEl/O/l XGE1/0/2
Internet
. . Device

Hosts

1.3 BB FEEIN
i I TAET autoLearn #250H),  Joyk 5 oo 11 %24 SO ok MAC Hihik%.
1.4 B E T

# fd RE Y 122 4
<Devi ce> systemvi ew
[ Device] port-security enable

# BLE %4 MAC HUIERIZ AL 18]y 30 738

[ Device] port-security tinmer autol earn aging 30

# B I % A SO VR K %4 MAC HLiE$0N 64.

[Device] interface ten-gigabitethernet 1/0/1

[ Devi ce- Ten- G gabi t Et hernet 1/ 0/ 1] port-security nmax-nac-count 64

# B 122 2R autoLearn.
[ Devi ce- Ten- G gabi t Et hernet 1/ 0/ 1] port-security port-npde autol earn
1



# BCE AR NAR A IR IS B ORAP S A D98I 5GPl 11, 5% I IR] g 30 45
[ Devi ce- Ten- G gabi t Et hernet 1/ 0/ 1] port-security intrusi on-node di sabl eport-tenporarily

[ Devi ce- Ten- G gabi t Et hernet 1/0/ 1] quit
[ Device] port-security timer disableport 30

1.5 urfc &

# LRECE 55, "TLMEH di spl ay port-security interface fird & F i %4l E
Y

H Lo

[ Device] display port-security interface ten-gigabitethernet 1/0/1

G obal port security paraneters:

Port security . Enabl ed
Aut oLearn aging tine 30 min
Di sabl eport ti meout : 30 s

Bl ockmac ti meout : 180 s
MAC nove . Denied
Aut hori zation fail : Online
NAS-ID profile : Not configured
Dot 1x-failure trap . Disabled
Dot 1x-1 ogon trap . Disabled
Dot 1x-1 ogoff trap . Disabled
Intrusion trap . Disabled
Addr ess-1 earned trap . Disabled
Mac-auth-failure trap : D sabled
Mac- aut h-1 ogon trap . Disabled
Mac- aut h-1 ogoff trap . Disabl ed
Open aut henti cation . Disabl ed

QU val ue list

Ten-G gabitEthernet1/0/1 is |ink-up

Port node . autolLearn
NeedToKnow node . Disabl ed
I ntrusion protection node : Disabl ePort Tenporarily
Security MAC address attribute

Lear ni ng node . Sticky

Agi ng type : Peri odical
Max secure MAC addresses . 64
Current secure MAC addresses 5
Aut hori zati on : Permitted
NAS-I D profile . Not configured
Free VLANs : Not configured
Open aut henti cation . Disabled
MAC- nove VLAN check bypass . Disabled

AT LA B0t 122 4 BT SR VP oK % 42 MAC b3k 64, i LB autoLearn, NR I ER42)
£~ DisablePortTemporarily, A% &4 J b F 4% 25 IS (8] 4 30 #5.



it B AR UG, 0 Al 2 >, 22 S 3 H MAC Hihik$0T 78 Bk B oR1{E B “ Current secure MAC
addresses” FEEHEF.

FAKRR) MAC Hutib (5 BT PAE B DKM AL R di splay this md&E.

[Device] interface ten-gigabitethernet 1/0/1
[ Devi ce- Ten- G gabi t Et hernet 1/0/ 1] display this
#

nterface Ten-G gabitEthernet1/0/1

port |ink-node bridge

port-security intrusion-node disabl eport-tenporarily
port-security nmax-nmac-count 64

port-security port-node autol earn

port-security mac-address security sticky 00eO-fc00-5920 vl an
port-security mac-address security sticky 00eO-fc00-592a vl an
port-security nmac-address security sticky 00eO-fc00-592b vl an
port-security mac-address security sticky 00eO-fc00-592c vl an

I O = =

port-security mac-address security sticky 00eO-fc00-592d vl an
#

2223 FH) MAC b $0A %) 64 5, M4 display port-security interface nJLLEE]
i AL ARy secure, FH #HT I MAC Hihk B35 % fih &k NAZ RS, A L@ a4 di spl ay
interface FEui KA. 30 # )5, uREWKE . b, WRFIMIER LK %4 MAC ik
J&, U Z A RPIRASE B KR N autoLearn, R LAZkSES: ] MAC Hihl.

1.6 BeEXH

#
port-security enable
port-security timer disableport 30
port-security timer autolearn aging 30
#
interface Ten-G gabi t Ethernet1/0/1
port |ink-node bridge
port-security intrusion-node disabl eport-tenporarily
port-security max-mac-count 64
port-security port-node autol earn
#

1.7 FX&ER

o UMEE “LRAeMRERT P I Ze.
o JUAMIE “RAEWLTET T “hHEE.
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1 BEE IPv4 VRRP BAL&4M4H
1.1 &Y

A ZEHIN4E \Pv4 VRRP B840 41 L B 7 .
1.2 ZAMEEK

W 1 fizs, Host A %71 Internet ) Host B, Host A FIFZE M £ [t AL EE 8 1 W & 34 .
BERAEH VRRP & H 68, HX W G R &4 R — & B has, 1E5 Host A HIHEAE M 6.
HARN TR 40T

e TEIEWTENLT, fH Device A KAHMCTNRE, 5Kk Host A K%k 2 AN &L

e ¥ Device AZ# Device A [1)_F 478 1 H B RS , B Device B $% Device A #&H M SC I fE s
e 4 Device A Ei# Device A ] PATEIEIK R J5, H Device A 4k 2R 0 SC ) BE

El1 VRRP B &{34AHC & 40 M [E

Virtual IP address:
10.1.1.111/24

GE1/0/1
Vlan-int2

10.1.1.1/24
3§

GE1/0/2
Vlan-int3

Device A

' 10.1.1.3/24 Internet

Host A GE1/0/1
Vlan-int2

10.1.1.2/24
3§

10.1.2.1/24

GE1/0/2
Vlan-int3

Device B

1.3 BLEFEEFEIN

o HBAYUHIEEL IP HIhEARE N4 T HbE (0.0.0.0). kLN (255.255.255.255), PR (AL
4 A/B/C ZEHbbEFI H B R 1P Hidik (4 0.0.0.1).

e IPv4VRRP BERT UM A VRRPV2 Wit A, 0] DUE A VRRPV3 Wit AL A 1B LA H VRRPV3) .
TR IPv4 VRRP %40 HH FIFT A %% ERCE R IPv4 VRRP A —3, &N HE ik E
W AR

o VUKL IP HhE R £ 2 R A AT R 1P M C B D A — B, BT RE S
BRI P EALTCIE ) 0] S 2%

o XFFFR—A VRRP &AL R R 4%, ZURIE R LS B 385 10 1P Mok Fic & 578 4 —FE

o HPIERL BRI HIREER, 7B IR FEACE AR e 2 L & 0 20 A HA B 45 AR e AR,
Tl DR 2% 0 40 P9 A FAth e %% 4 8 Master .



1.4 B E T

1. fic & Device A
# GJ% VLAN 2, J£#$8210 GigabitEthernet1/0/1 i A %] VLAN 2

<Devi ceA> systemvi ew

[ DeviceA] vlian 2

[ Devi ceA-vl an2] port gigabitethernet 1/0/1

[ Devi ceA-vl an2] quit

# 6% VLAN 5201 2, JPRE O 1P il e E Oy 10.1.1.1/24.

[DeviceA] interface vlan-interface 2

[ Devi ceA-Vlan-interface2] ip address 10.1.1.1 255.255.255.0

# 8 VRRP #0041 1, FFECE &4l 1 # RN IP ity 10.1.1.111.

[ Devi ceA-Vl an-interface2] vrrp vrid 1 virtual-ip 10.1.1.111

# W E Device A fE# 4 1 WML 110, =T Device B fIf4:4% 100, LAfRIE Device A Ji%
N Master 1 5% K i &

[ DeviceA-Vl an-interface2] vrrp vrid 1 priority 110

# % E Device A TAEEH 5, DUMAIE Device A #FEKE J5, BEFF VIR 5N Master, B H 2
Device A IE% T./E, #tHi Device A i it . 7R EHBEHTIRE Y, BB L IEER
i 1]y 5000 JEFD .

[ DeviceA-Vl an-interface2] vrrp vrid 1 preenpt-node del ay 5000

[ Devi ceA-Vl an-interface2] quit

# B 4T3 1 GigabitEthernet1/0/2 <1 Track i 1.

[DeviceA] track 1 interface gigabitethernet 1/0/2

[ Devi ceA-track-1] quit

#BCE WA Track T 1, Track THIRAS A Negative i, Device A 7 VRRP #5473 45 7 AR 5 2 A
I%E 7y 50.

[DeviceA] interface vlan-interface 2

[ DeviceA-Vlan-interface2] vrrp vrid 1 track 1 priority reduced 50

[ Devi ceA-Vl an-interface2] quit

2. Bt & Device B
# ft & VLAN2.

<Devi ceB> systemvi ew

[ DeviceB] vlan 2

[ Devi ceB-VI an2] port gigabitethernet 1/0/1

[ Devi ceB-vl an2] quit

[DeviceB] interface vlan-interface 2

[ DeviceB-Vl an-interface2] ip address 10.1.1.2 255.255.255.0

# OV 1, FRCE &MY 1 FERL P Hihlk oy 10.1.1.111.

[ DeviceB-Vl an-interface2] vrrp vrid 1 virtual-ip 10.1.1.111
# W Device B 7E#& 1141 1 H L Je 4N 100,

[ DeviceB-Ml an-interface2] vrrp vrid 1 priority 100



1.5 WitACE

# BB 525, 7E Host A _EATLA ping i Host B.
#183d di spl ay vrrp verbose g2 &AENREGEHS R, LR Device A I VRRP &40 1 ¥
415 B
[ Devi ceA-Vl an-interface2] display vrrp verbose
I Pv4 Virtual Router I|nfornation:

Runni ng node : Standard

Total nunmber of virtual routers : 1

Interface Vlan-interface2

VRI D 1 Adver Timer : 100
Admin Status  Up State : Master
Config Pri . 110 Running Pri  : 110
Preenpt Mde : Yes Del ay Tine . 5000
Aut h Type : Not supported
Ver si on : 3
Virtual IP :10.1.1.111
Virtual MAC : 0000- 5e00- 0101
Master IP :10.1.1.1

VRRP Track | nfornation:
Track Object 1 State : Positive Pri Reduced : 50

# i@t di spl ay vrrp verbose i AEALEGM4E R, &= Device B | VRRP %4741 1 (17
EITERS
[ Devi ceB-Vl an-interface2] display vrrp verbose
I Pv4 Virtual Router Infornation:
Runni ng node : Standard
Total number of virtual routers : 1
Interface Vlan-interface2

VRI D 1 Adver Timer : 100
Admi n St atus  Up State . Backup
Config Pri . 100 Running Pri : 100
Preenpt Mde : Yes Del ay Tine 0
Become Master : 401ms |eft

Aut h Type : Not supported

Ver si on : 3

Virtual IP :10.1.1.111

Master |IP :10.1.1.1

PLE B R BEIRAE VRRP %4341 1 7 Device A 4 Master, Device B & Backup, HostA Ki%%
Host B {1 SCilid Device A ¥4 .

# Device A L )5, 7F Host A L4/3%R ] LA ping i Host B.

# JE1L di spl ay vrrp verbose 4 &% Device B I VRRP #4341V £41{5 2., Device A
Hil)5, s Device B I VRRP #1441 1 FIVELN(E B

[ Devi ceB-Vl an-interface2] display vrrp verbose

I Pv4 Virtual Router I|nfornation:

Runni ng Mbde : Standard
Total nunber of virtual routers : 1



Interface Vlan-interface2

VRI D 1 Adver Timer : 100
Admin Status  Up State : Master
Config Pri . 100 Running Pri  : 100
Preenpt Mde : Yes Del ay Tine 0

Aut h Type : Not supported

Ver si on : 3

Virtual IP :10.1.1.111

Master |IP :10.1.1.2

PLE B3R5 B3R Device A HUBIF% 5, Device B i Master, Host A & i%%5 Host B {4} CiE
it Device B # % .
# Device A W[ K E 5, 7 Device A _E VRRP #4304 1 H¥E4HE B .
[ Devi ceA-Vl an-interface2] display vrrp verbose
I Pv4 Virtual Router I|nfornation:

Runni ng Mode . Standard

Total number of virtual routers : 1

Interface Vlan-interface2

VRI D 1 Adver Timer : 100
Admin Status  Up State : Master
Config Pri . 110 Running Pri  : 110
Preenpt Mde : Yes Del ay Tine . 5000
Aut h Type . Not supported
Ver si on : 3
Virtual IP :10.1.1.111
Virtual MAC : 0000- 5e00- 0101
Master IP :10.1.1.1

VRRP Track | nfornation:
Track Object 1 State : Positive Pri Reduced : 50

DL B oR1E B %K Device A #fE 1K H J5, Device A <659 Master, Host A & i%%5 Host B 1]
WA sRET Device A ¥k .

1.6 BCEXH

. Device A:

#

vlan 2

#

nterface Vlan-interface2

ip address 10.1.1.1 255.255.255.0
virp vrid 1 virtual-ip 10.1.1.111
virp vrid 1 priority 110

virp vrid 1 preenpt-node del ay 5000
virp vrid 1 track 1 priority reduced 50
#

interface G gabitEthernet1/0/1

port |ink-node bridge

port access vlan 2

#



track 1 interface Ten-G gabitEthernet1/0/2

#

° Device B & A
#

vlan 2

#

nterface Vl an-interface2

i p address 10.1.1.2 255.255.255.0
virp vrid 1 virtual-ip 10.1.1.111
vrrp vrid 1 priority 100

#

interface Ten-G gabi t Ethernet1/0/1
port |ink-node bridge

port access vlan 2
#

1.7 tHHEER
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1 PoE EARBEMHECE
1.1 &

AREBIN @S PoE #2184 PD &t AL E ik .
1.2 BEEFEEmM

WREA TG PoE # LR L IIRE, REA Y PoE #: T+ PD fiti, A <4 PD Tl
WRZ PoE BN MIMAAN S T8 PSE MRS, WAVFZ PoE BN TN PD i, wfi%
POE £ N 253 PSE Thid#, Mk 1% PoE #1152 518 POE £ MR 5 0 SR IE YL o
ANfeidEd mE 4T appl y poe-profile B apply poe-profile interface & PoE
Profile. N7 1&i% PoE Profile, i 5GHUH PoE profile £ PoE 4% LN ], & PoE Profile &,
¥ PoE profile 5 F %] PoE #%11.

1.3 BEELR

1. FFB B PoE B OITf2 B THAE

#HEANRGUE

<Devi ce> system vi ew

# FF/8 GigabitEthernet 1/0/1 #1111 PoE 4 i fA2 L I RE

[Device] interface G gabitEthernet 1/0/1
[ Devi ce- G gabi t Et hernet 1/ 0/ 1] poe enabl e
[ Devi ce- G gabi t Ethernet 1/ 0/ 1] quit

#IRAFICE

[ Devi ce] save force

2. #tBFF B GigabitEthernet1/0/1 | GigabitEthernet1/0/6 3 [ I EFE L EE IhAE.
# g4 Fr )y abe () PoE profile, #§EZ51 M 1.

<Devi ce> system vi ew

[ Device] poe-profile abc 1

# JF 3 PoE #: L kLTl e

[ Devi ce- poe-profil e-abc-1] poe enable

[ Devi ce- poe-profil e-abc-1] return

# #4254 1 () PoE profile i [T 3] PoE 4% 1 GigabitEthernet1/0/1 % GigabitEthernet1/0/6.
<Devi ce> systemvi ew

[ Device] apply poe-profile abc index 1 interface gigabitethernet 1/0/1 to gi gabitethernet
1/0/6

#IRAFICE

[ Devi ce] save force



1.4 WiEACE

B SEE, TR PD W& #ifit e, gefe1Ew T4k,
1.5 BEEXH

o JFEHA POE 2 MRt IhfE
#
interface G gabitEthernet 1/0/1
poe enabl e
#
o HILETIF)E PoE MLt I fE
#

poe-profile abc 1

poe enabl e

apply poe-profile index 1

save force

#
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1 i O R

1.1 &
AR GBS A A Ml I VB AR O BC BT 1

1.2 AMFEXR
FOE PR T TE AN R BLR 1P i, JLeRBEACEAE A 10.1.1.0/24 B, T3 A
12.1.1.0/24 M Bt. BLESRIE TG B A i LB R DhRE, 8 R M0 e 2 Xt i B A T 37 B 1)
Internet 9 5 AL AN B TT -2 1R) B O S AT g
El1 Zthim O SRIGECE A M E

Internet

GE1/0/1
10.1.1.1/2

GE1/0/2
2.1.1.1/24 A W %

12.1.1.0/24
Gw:12.1.1.1

10.1.1.0/24
Gw:10.1.1.1

AR DiEZE

1.3 BLEFEEFEIN

o AR T ENC E I L H A A B AR F b F R A B R DA B IR AL B R e 1
o HAsm LR AR SCRLIE R 1 B Y RSN R B At 1 IR R AR 8 T RIER U
M3 2 SR Y R SCEAT 0 e, R H e A e D SR, AMEIAR S

1.4 BILELE

# fic & GigabitEthernet1/0/1 #2111 IP Hihl- oA 10.1.1.1/24, R A R34 .

<Devi ceA> systemvi ew



[ DeviceA] interface gigabitethernet 1/0/1

[ Devi ceA-G gabi t Et hernet1/0/ 1] port |ink-nmpde route

[ Devi ceA-G gabit Ethernet1/0/1] ip address 10.1.1.1 24
[ Devi ceA-G gabi t Et hernet 1/ 0/ 1] quit

# fic & GigabitEthernet1/0/2 #2111 1P Hihl- Ay 12.1.1.1/24, ERTIAEEBE% .
<Devi ceA> systemvi ew

[ DeviceA] interface gigabitethernet 1/0/2

[ Devi ceA-G gabi t Et hernet 1/ 0/ 2] port |ink-node route

[ Devi ceA-G gabitEthernet1/0/2] ip address 12.1.1.1 24

[ Devi ceA-G gabit Et hernet 1/ 0/ 2] quit

# i & GigabitEthernet1/0/4 #2117 IP il 25 56.56.56.5/24

<Devi ceA> systemvi ew

[ DeviceA] interface gigabitethernet 1/0/4

[ Devi ceA- G gabi t Et hernet 1/ 0/ 4] port |ink-node route

[ Devi ceA-G gabi t Et hernet 1/ 0/ 4] ip address 56.56.56.5 24
[ Devi ceA- G gabi t Et hernet 1/ 0/ 4] quit

# B EA B AR 2

[DeviceAl] mirroring-group 1 |ocal

# ¥ GigabitEthernet1/0/1 1 GigabitEthernet1/0/2 Fit & A AR I 11, KX P4 i S 4R Sk
TR

[DeviceAl] mirroring-group 1 mrroring-port gigabitethernet 1/0/1 gigabitethernet 1/0/2

i nbound

# ¥ GigabitEthernet1/0/3 it & N84 H 13

[DeviceAl] mirroring-group 1 nmonitor-port gigabitethernet 1/0/3
# S H f5% 11 GigabitEthernet1/0/3 _E 4z i Bl .

[ DeviceA] interface gigabitethernet 1/0/3

[ Devi ceA-G gabi t Et hernet 1/ 0/ 3] undo stp enable
[ Devi ceA-G gabi t Et hernet 1/ 0/ 3] quit

1.5 Eurfc &

# E5E R LiARC B )5, 1F Device A L RB/RBHE4L 1 AL E (S R
[ DeviceA] display mrroring-group 1
Mrroring group 1:
Type: Local
Status: Active
Mrroring port:
G gabitEthernet1/0/1 | nbound
G gabi t Ethernet1/0/2 | nbound
Monitor port: G gabitEthernetl/0/3

# DIBFRESH 4 FHL 10.1.1.2 i@id ping 7201519 56.56.56.6 B, #EATEGINR, B g%
IR 2 B . A9 DL Wireshark 25 35043, 43 B 8 A2k 1) S5t 7 R
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1.6 BLEXH

#
mrroring-group 1 |oca

#

interface G gabitEthernet1/0/1
port |ink-nmode route
ip address 10.1.1.1 255.255.255.0
mrroring-group 1 mrroring-port

#

interface G gabitEthernet1/0/2
port |ink-node route
ip address 12.1.1.1 255.255.255.0
mrroring-group 1 mrroring-port

#

interface G gabitEthernet1/0/3
port

i nbound

i nbound

I'i nk- node bridge
undo stp enable
mrroring-group 1 nonitor-port
#
interface G gabitEthernetl/0/4
port |ink-npde route
i p address 56.56.56.5 255. 255. 255.0
#
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2 AMhisO8E (1. 1) PuEEc B
2.1 &N

RGN 11 At BRI E L. 11 BB 4RR 5B 5 s 1 R S 1 2 A I i
Ho

2.2 AMEK

W& &R 4% GigabitEthernet1/0/1 % 14 X\ Device, I RIE R IN6E, HEIEH N %% Server
RERE X 3 A3 AU PR iR S A T 4515
E3 1:1 AHhim OB IR E LA/ E

_ 3 GE1/0/2
Device

GE1/0/1 Server

R H

@ Ui

O BHavsm A

2.3 BiEFEEIN

o ARMUVBHRA T ENCE I 1 L A B AR Herh H AR AN BE AR DA B AR 2L AR O e 1
o HAS LR AR SCRLIE R 1 B Y RSO R B At 1 IR R AR 8 T R IES U
M3 o SR Y R SCEAT 0 e, R H R A e D SR, AR S

2.4 BLE LT

# QAR A 1.

<Devi ce> system vi ew

[Device] mrroring-group 1 |ocal

# e B AR 1 YR 14 GigabitEthernet1/0/1, S D& IR SCEAT 8%, H A3 TA
GigabitEthernet1/0/2.

[Device] mrroring-group 1 mrroring-port gigabitethernet 1/0/1 both

[Device] mirroring-group 1 nonitor-port gigabitethernet 1/0/2

# 7t H 193 0 GigabitEthernet1/0/2 |3 4= Bk L .

[Device] interface gigabitethernet 1/0/2

[ Devi ce- G gabi t Et hernet 1/ 0/ 2] undo stp enabl e
[ Devi ce- G gabi t Ethernet1/0/2] quit



2.5 Wil &

# R TABEBANEEERER.
<Devi ce> display mrroring-group all
Mrroring group 1:

Type: Local

Status: Active

Mrroring port:

G gabi tEthernet1/0/1 Both
Monitor port: G gabitEthernetl/0/2

EskE, FHPa L@ Server WG 3t B AT
2.6 BREH

#
mrroring-group 1 |ocal
#
interface G gabitEthernet1/0/1
port |ink-node bridge
mrroring-group 1 mrroring-port both
#
interface G gabitEthernetl/0/2
port |ink-node bridge
undo stp enabl e
mrroring-group 1 nonitor-port
#

2.7 HEXER
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3 AHUFO8EE (1. N) PR B

3.1 @&
AR 1N At R RCE 7% LN BRGOE Tk S AN A8 1 B4R SC I 2 N ASAS A 1)
S [ 6

3.2 AMEX

W & 514 F GigabitEthernet1/0/1 ¥ 142\ Device, BLERBITEG RS, (A [H BB % %
ServerA. ServerB. ServerC BEm% Xt 43 BT kB R 1%k F Il i SOt A7 M 4% A o
El4 1:N 7 Hbis 058 1% EC 5 48 P [E]

ServerA
[©)
. GE1/0/3
Device
Se;
Z
GE1/0/1 Y ServerB

BRI

Q BN
ServerC
O H s

3.3 BiEFEEN

o RMUVBHRAH T ENCE IR 1 L A R AR Herh H AR AN REAR DA B AR L AR o 1
o HAS LR AR SR R B Y RSN R B At 1 IR R R AR N T RIS
M3 2 SR Y R SCEAT 0 A, R E e A e D SR, AR S

3.4 BEELE

# O A ARG 1.

<Devi ce> system vi ew

[Device] mrroring-group 1 |ocal
# ML B AR 4L 1 03k 11~ GigabitEthernet1/0/1, Xl ITUSCR FIFRSCETB21%, H i o
GigabitEthernet1/0/2. GigabitEthernet1/0/3. GigabitEthernet1/0/4.

[Device] mrroring-group 1 mrroring-port gigabitethernet 1/0/1 both
[Device] mrroring-group 1 nonitor-port gigabitethernet 1/0/2 to gigabitethernet 1/0/4

# £ H i3 0 GigabitEthernet1/0/2. GigabitEthernet1/0/3. GigabitEthernet1/0/4 5% 4= sk
Wo
[Device] interface gigabitethernet 1/0/2



[ Devi ce-d gabi t Et hernet 1/ 0/ 2] undo stp enabl e
[ Devi ce- G gabi tEthernet1/0/2] quit

[Device] interface gigabitethernet 1/0/3

[ Devi ce- G gabi t Et hernet 1/ 0/ 3] undo stp enabl e
[ Devi ce- G gabi t Et hernet1/ 0/ 3] quit

[Device] interface gigabitethernet 1/0/4

[ Devi ce- G gabi t Et hernet 1/ 0/ 4] undo stp enabl e
[ Devi ce- G gabi t Et hernet 1/ 0/ 4] quit

3.5 WiFfACE

# R TAHEGANEEERER.
<Devi ce> display mrroring-group all
Mrroring group 1:
Type: Local
Status: Active
Mrroring port:
G gabi tEthernet1/0/1 Both
Moni tor port: G gabitEthernetl/0/2
G gabi t Et hernet 1/ 0/ 3
G gabi t Et hernet 1/ 0/ 4

B se s, BT LLEE ServerA. ServerB. ServerC 4Bl prg it . &I HIHOC.

3.6 BEENH

#

mrroring-group 1 |ocal
#

interface G gabitEthernet1/0/1

port |ink-node bridge
mrroring-group 1 mrroring-port both
#

nterface G gabitEthernetl/0/2
port |ink-node bridge
undo stp enabl e
mrroring-group 1 nonitor-port
#
interface G gabitEthernet1/0/3
port |ink-node bridge
undo stp enable
mrroring-group 1 nonitor-port
#
interface G gabitEthernetl/0/4
port |ink-node bridge
undo stp enable
m rroring-group 1 nonitor-port
#



3.7

HXFER

o UAELE “MWEEHMBIEEERS” T B4R,
o JUAMIE “WEBMRIEGSSE B BB



4 AHEOEHZ (M: N) PuEEcEIEr
4.1 &Y

ARZEBIA 28 MN At VB R AOBCE 7. MiN BHEORF8H M AN 1R SCE 13 N AN
IR 1o

4.2 AR

i 3 #FNHIF % 3673 148 F] GigabitEthernet1/0/1. GigabitEthernet1/0/2 i 1% X\ Device, FlEKiE
G ThRE, AR E BRI ServerA. ServerB. ServerC REWSXT /3 Iz Eh. WK &K i%
FNEWCIARSHAT W 3 #T

[E5 M:N Zthim (0§55 150 B LE R &

D7k
: ServerA
GE1/0/1 S
Device GE1/0/4
Gg,
7
GE1/0/2 % ServerB
HF

‘ ‘ O s ServerC
[ B

43 BEEFEEIN

o ARMUVBHRA T ENCE I 1 L A B AR Herh H AR AN BE AR DA B AR 2L AR e 1
o HAsm LR AR SCRLIE R 1 B Y RSO R B H At 1 IR R AR 8 T RIER U
M3 2 SR Y R SCEAT 0 A, R E e A e D SR, AR S

4.4 BPE LT

# DA 1.

<Devi ce> system vi ew

[Device] mrroring-group 1 |ocal

# B AMGRAH 1 (Y55 1~ GigabitEthernet1/0/1. GigabitEthernet1/0/2, X Y& IR
A TE%, H R oA GigabitEthernet1/0/3. GigabitEthernet1/0/4. GigabitEthernet1/0/5.

[Device] mirroring-group 1 mirroring-port gigabitethernet 1/0/1 gi gabitethernet 1/0/2 both
[Device] mrroring-group 1 nonitor-port gigabitethernet 1/0/3 to gigabitethernet 1/0/5

10



# 7t H i3 1 GigabitEthernet1/0/3. GigabitEthernet1/0/4. GigabitEthernet1/0/5 b 3¢ 4 st
W

[Device] interface gigabitethernet 1/0/3

[ Devi ce- G gabi t Et hernet 1/ 0/ 3] undo stp enabl e
[ Devi ce- G gabi t Et hernet 1/ 0/ 3] quit

[Device] interface gigabitethernet 1/0/4

[ Devi ce- G gabi t Et hernet 1/ 0/ 4] undo stp enabl e
[ Devi ce- G gabi t Et hernet 1/ 0/ 4] quit

[Device] interface gigabitethernet 1/0/5

[ Devi ce- G gabi t Et hernet 1/ 0/ 5] undo stp enabl e
[ Devi ce- G gabi t Et hernet 1/ 0/ 5] quit

4.5 WiFfc &

# R TABERANBERER.
<Devi ce> display mrroring-group all
Mrroring group 1:
Type: Local
Status: Active
Mrroring port:
G gabitEthernet1/0/1 Both
G gabi tEthernet1/0/2 Both
Moni tor port: G gabitEthernetl/0/3
G gabit Et hernet1/0/ 4
G gabi t Ethernet1/0/5

Fe B e E, B Al LUEE ServerA. ServerB. ServerC 7 Bl gt W i3 3 AR & 356 i 3k
o

4.6 FBLEXXH

#

mrroring-group 1 |ocal
#

interface G gabitEthernet1/0/1

port |ink-node bridge
mrroring-group 1 mrroring-port both
#

interface G gabitEthernet1/0/2

port |ink-node bridge
mrroring-group 1 mrroring-port both
#

nterface G gabitEthernet1/0/3
port |ink-node bridge

undo stp enable

m rroring-group 1 nonitor-port
#

interface G gabitEthernetl/0/4
port |ink-node bridge

11



undo stp enabl e
mrroring-group 1 nonitor-port
#
interface G gabitEthernetl1/0/5
port |ink-node bridge
undo stp enabl e
mrroring-group 1 nonitor-port
#

4.7 HHxER

o UMIELE “MWEERMBIEEERST” T B4R,
o JUAMECE “WBEBMRIZEGSSE T R
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5 FHZESES VLAN LB AMSGEE X R/FE H g O E
5.1 @
AREHIN BRI HIZFESAE VLAN SEIUA RS S22 B 1 H S & 77 .

5.2 HMEEk

W& &5 45 ] GigabitEthernet1/0/1 % 4% A\ Device, Il Z 3K il it 844 Th g, [ 5 E A0 % %% ServerA
1 ServerB #SHE % X i 5B A& AN IR SCI T8 S

[El6 FIFATIZIRE VLAN SEIAM 15 X 5% B #9i% O A M [E

Server A

VLAN 2

‘ ’ GE1/0/1

iy e
10.1.1.2/24
GW:10.1.1.1

Server B

5.3 BEEFEEM

24—~ VLAN C 418 E€ NiZ e 18 VLAN J5, i5AE0K 1% VLAN BAEHAB A% .

HEe ks CAEERFRA VLAN BB N4 1% VLAN, H—/> VLAN HAERCE N— MER A R fees
1% VLAN.

258 VLAN L E VIc 548 VLAN J5, A a05E I BRE fE 815 VLAN L E 4 AeftBR % VLAN.

54 BEE LR

# QL 55 VLAN2.

<Devi ce> system vi ew

[ Device] vlan 2

[ Devi ce-vl an2] quit

# A% VLAN 2 3 IR E 1P dht

[Device] interface vlan-interface 2
[Device-Vlan-interface2] ip address 10.1.1.1 24
[ Devi ce-Vl an-interface2] quit

# 617 VLAN 10 1F AN fi%i1% VLAN,
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[ Device] vlan 10

[ Device-vl an10] quit

# FL B i 1 GigabitEthernet1/0/1 (¥ 12888 Trunk 5t 1, ¥Rk VLAN 2 [k it .
[Device] interface gigabitethernet 1/0/1

[ Device- G gabi tEthernet 1/ 0/ 1] port link-type trunk

[ Devi ce- G gabi t Et hernet 1/ 0/ 1] port trunk permt vlan 2

[ Devi ce- G gabi t Et hernet 1/ 0/ 1] quit

# QI AR R A 1.

<Devi ce> system vi ew

[Device] mirroring-group 1 renote-source

# B AT BB I3 O GigabitEthernet1/0/1 Wit B A FEIR B AG2H 1 (5 .

[Device] mirroring-group 1 mirroring-port gigabitethernetl/0/1 both

# W& PATE AR IR (h4b UL GigabitEthernet1/0/4 %) BB AEARA 1 5 .
[Device] mirroring-group 1 reflector-port gigabitethernetl/0/4

This operation nay delete all settings nade on the interface. Continue? [Y/N:y

# RN B RS I B 0 3 I VLANLO.

[ Device] vlan 10

[ Devi ce-vl an10] port gigabitethernet1/0/2 to gigabitethernetl/0/3

[ Devi ce-vl an10] quit

# L E VLAN1O 1B R4 1 HIZ 24515 VLAN.

[Device] mirroring-group 1 renote-probe vlian 10

5.5 WuFACE

# 1E5e i FIAALE )5, 7F Device R RBEAH 1 HRCEFE.
[ Devi ceA] display mrroring-group all
Mrroring group 1:

Type: Renote source

Status: Active

Mrroring port:

G gabi tEthernet1/0/1 Both
Refl ector port: G gabitEthernetl/0/4
Renot e probe VLAN. 10

5.6 BEENXH

#
mrroring-group 1 renote-source
mrroring-group 1 renote-probe vlian 10
#
vlan 2
#
vl an 10
#
interface Vlan-interface2
i p address 10.1.1.1 255.255.255.0

14



nterface G gabitEthernet1/0/1
port |ink-node bridge
port link-type trunk
port trunk permt vlan 2
mrroring-group 1 mrroring-port inbound
#
interface G gabitEthernet1/0/2
port |ink-node bridge
port access vlan 10
#
interface G gabitEthernet1/0/3
port |ink-node bridge
port access vlan 10
#
interface G gabitEthernetl/0/4
port |ink-node bridge
port access vlan 10
mrroring-group 1 reflector-port
#

5.7 HHX#ER

o FERMELE “MEEHMBIREIERS” B B8,
o UMEE “MEBEHMEIEMLSSE” T “BE7.
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6 HimOHR—EmfEm 058

6.1 &Y
A AR i 1 75 2 R R AR AR B TS

6.2 AMFEXK
F N F RS @ R WSR2 0 1% Device A, &R HANEIM B 1P kb, FHr
WA A 10.1.1.0/24 ML, Tz 12.1.1.0/24 W B, BLELRIE AL E Hi 107 R 2w

i AR THRE, 8 FH I8 B 0 B 28 X B A A8 A3 PR A S AT M
E7 HimOAR_RIEER O RIGEMNE

Internet

Device C Device B
T

GE1/0/1
GE1/0/2

R s
VLAN 2 VLAN 3
10.1.1.2124 12.1.1.2/24

GW:10.1.1.1 GW12.1.1.1 R v %

6.3 BiEFEEN

o NEIRIRI RS B IR Z BB EIRSCRT DL B R Ak, IR 4% B BB £ R B %4
I g 1B 7 ARV AR B VLAN Jd i
o HWHPERHEM RS, HEPRRS, REREEE, DUIRESERRENEEEK.
e B e A iy B AR P 18 48 ATV 160 45 I 5 7R B R
o  [FEITFEEIZ VLAN B :
o ERiZ VLAN #EZs VLAN JEHse Bl .
o ERiZ VLAN ARMHARAE, (U T84 Thae .
o HRiZ VLAN Kkt — M PR A .
o RWAAHMBE EREFRGAR A S AR R I R 8 1R VLAN.
Wi B R B AR H 1 25 I 75 R R
o Hsin HASRE R DA GRS 51 3
o Huum IARMBIALAE, (UH T U 084
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e B 27 5 iy 11 B AR PR A 6 N e By

o IHEAELRIENG I BLZAESIE VLAN i, IS 52 B 1R Th R 0 15 1F .

o IHAEAHNGD FACE FAIIEE: A MY, 802.1X. IGMP Snooping. ## 4 ARP il MAC
HhE2E ], 752 R AR T Re I R

o AR A BRI O o

o —EBHAN KRB E — .

P O =2, R AR A E i 0 07 S R R AR

6.4 BELEXR

1. Device ARIELE (BHRNIE®E)
# 673 %% VLAN 2 Fi1 VLAN 3.

<Devi ceA> systemvi ew

[DeviceA]l vlian 2 to 3

# G VLAN 5 {E 9z FE 515 VLAN.

[ DeviceA] vlan 5

[ Devi ceA-vl an5] quit

# G VLAN 2 3 1 VLAN 3 £ LUFRCE 1P HuhbAE AR, VLAN IR E
[DeviceA] interface vlan-interface 2

[ DeviceA-Vlan-interface2] ip address 10.1.1.1 24

[ Devi ceA-Vlan-interface2] quit

[ DeviceA] interface vlan-interface 3

[ DeviceA-Vlan-interface3] ip address 12.1.1.1 24

[ Devi ceA-Vlan-interface3] quit

# iL B i 11 GigabitEthernet1/0/1 [ 1288 Trunk 3ty I, f ¥k % VLAN 2. VLAN 3 fil5i 14 VLAN
5 FRCHE .

[DeviceA] interface gigabitethernet 1/0/1

[ Devi ceA- G gabi t Et hernet 1/ 0/ 1] port |ink-type trunk

[ Devi ceA-G gabi t Et hernet 1/ 0/ 1] port trunk permt vlian 2 3 5

[ Devi ceA-G gabi t Et hernet 1/ 0/ 1] quit

# Qe H a4 1.

[DeviceAl mirroring-group 1 renote-destination

# NI HBRA 1 REEm RSB VLAN 5 VLAN 5, it B 3% H2 20 e i v 46 11 o 11
GigabitEthernet1/0/2 24 H % I

[DeviceA] mirroring-group 1 renote-probe vlian 5

[DeviceA] mirroring-group 1 nonitor-port gigabitethernet 1/0/2

# 5% H I LU ZERE BB VLAN. R EAR B Aos 4e I B & I, TR T e 2818 VLAN
fJ VLAN Tag, [l R E Y Access i H .

[ DeviceA] interface gigabitethernet 1/0/2

[ Devi ceA-G gabi t Et hernet 1/ 0/ 2] port access vlian 5

# <M H it 11 GigabitEthernet1/0/2 _E 4 sl Bl .

[ Devi ceA- G gabi t Et hernet 1/ 0/ 2] undo stp enable

[ Devi ceA- G gabit Et hernet 1/ 0/ 2] quit
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2. Device B WL E (HE1IZE)
# 612 %% VLAN 2 Fi1 VLAN 3.

<Devi ceB> systemvi ew

[DeviceB] vlan 2 to 3

# G2 VLAN 5 1 HIZ 518 VLAN.

[ DeviceB] vlan 5

[ Devi ceB-vl an5] quit

# iL B i 11 GigabitEthernet1/0/1 [ 1288 Trunk 3ty I, fe ¥k % VLAN 2. VLAN 3 fil5i 14 VLAN
5 FRCHE .

[DeviceB] interface gigabitethernet 1/0/1

[ Devi ceB- G gabi t Et hernet 1/ 0/ 1] port |ink-type trunk

[ Devi ceB-G gabi t Et hernet 1/ 0/ 1] port trunk permt vlian 2 3 5

[ Devi ceB-G gabi t Et hernet 1/ 0/ 1] quit

# IiL & i [ GigabitEthernet1/0/2 [1Juii 13582 N Trunk 3t 1, 1)k % VLAN 2. VLAN 3 fil5:14 VLAN
5 ko .

[ DeviceB] interface gigabitethernet 1/0/2

[ Devi ceB-G gabi t Et hernet1/0/ 2] port |ink-type trunk

[ Devi ceB-G gabit Et hernet1/0/ 2] port trunk permit vlian 2 3 5

[ Devi ceB-G gabi t Et hernet 1/ 0/ 2] quit

3. Device CHIELE CEIE®E)
# 673 %% VLAN 2 FI1 VLAN 3.

<Devi ceC> systemvi ew
[DeviceC] vlan 2 to 3

# K 1 GigabitEthernet1/0/1 Jil A\ VLAN 2.
[DeviceC] interface gigabitethernet 1/0/1

[ Devi ceC- G gabit Et hernet 1/ 0/ 1] port access vlan 2
[ Devi ceC- G gabi t Et hernet 1/ 0/ 1] quit

# K4 I GigabitEthernet1/0/2 Jii A\ VLAN 3.
[DeviceC] interface gigabitethernet 1/0/2

[ Devi ceC-G gabit Et hernet 1/ 0/ 2] port access vlan 3
[ Devi ceC- G gabi t Et hernet 1/ 0/ 2] quit

# QI IE AR R A 1.

[DeviceC] mirroring-group 1 renote-source

# G VLAN 5 {E NIz 8% VLAN.

[DeviceC] vlan 5

[ Devi ceC-vl an5] quit

# BB 1 e iR VLAN 4 VLAN 5, i 14 GigabitEthernet1/0/1, Hidi 1
GigabitEthernet1/0/3.

[DeviceC] mirroring-group 1 renote-probe vian 5
[DeviceC] mrroring-group 1 mrroring-port gigabitethernet 1/0/1 i nbound
[DeviceC] mrroring-group 1 nonitor-egress gigabitethernet 1/0/3

# I & 31 1 GigabitEthernet1/0/3 )3 12588 Trunk 3% 11, 0¥ k45 VLAN 2.VLAN 3 Fl451% VLAN
5 FRCEL .
[DeviceC] interface gigabitethernet 1/0/3
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[ Devi ceC- G gabi t Et hernet 1/ 0/ 3] port |ink-type trunk
[ Devi ceC-G gabit Et hernet1/0/3] port trunk permit vlian 2 3 5
[ Devi ceC-G gabi t Et hernet1/0/ 3] quit

# ¢ M) 1 O GigabitEthernet1/0/3 b ()4 BB 03 o
[ Devi ceC- G gabi t Et hernet 1/ 0/ 3] undo stp enable
[ Devi ceC-G gabi t Et hernet1/0/ 3] quit

6.5 WAL E

# e FiAAC B )5, 7 DeviceC R RBIE4 1 AL EAS .
[ DeviceC] display mrroring-group 1
Mrroring group 1:
Type: Renote source
Status: Active
Mrroring port:
G gabi tEthernet1/0/1 | nbound
Moni tor egress port: G gabitEthernet1/0/3
Renote probe VLAN 5
# 1t DeviceA L nBiBH 1 MCEE R
[ DeviceA] display mrroring-group 1
Mrroring group 1:
Type: Renote destination
Status: Active
Monitor port: G gabitEthernetl/0/2
Renote probe VLAN. 5

# LIRS & 4L 10.1.1.2 385 ping J7 05 M i & 0L 12.1.1.2 A1, TGN, £
8 W W 5E % TR B W [ 8 BT . AN L Wireshark W25 3643 T 802 R B R
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s kaum: oufffe [corract]

Tdencifier (pEl: 358 (0WfdG?)
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6.6 L&

o % 4% Device A:

#
mrroring-group 1 renote-destination
mrroring-group 1 renote-probe vlian 5
#
vian 2 to 3
#
vlan 5
#
interface Vlan-interface2
ip address 10.1.1.1 255.255.255.0
#
interface Vlan-interface3
ip address 12.1.1.1 255.255.255.0
#

nterface G gabitEthernet1/0/1
port |ink-node bridge

port link-type trunk

port trunk permt vlian 1 to 3 5
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nterface G gabitEthernetl/0/2
port |ink-node bridge

port access vlian 5

undo stp enabl e

m rroring-group 1 nonitor-port
#

%t 7% Device B:

#
vian 2 to 3
#
vlan 5
#
interface G gabitEthernet1/0/1
port |ink-node bridge
port link-type trunk
port trunk permt vian 1 to 3 5
#
interface G gabitEthernet1/0/2
port |ink-node bridge
port link-type trunk
port trunk permt vian 1 to 3 5
#
%t %% Device C:
#
mrroring-group 1 renote-source
mrroring-group 1 renote-probe vlian 5
#
vian 2 to 3
#
vlan 5
#
interface G gabitEthernet1/0/1
port |ink-node bridge
port access vlan 2
mrroring-group 1 mrroring-port inbound
#
interface G gabitEthernet1/0/2
port |ink-node bridge
port access vlan 3
#
interface G gabitEthernet1/0/3
port |ink-nopde bridge
port link-type trunk
port trunk permt vian 1 to 3 5
mrroring-group 1 nonitor-egress
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6.7 FHXER

o UELE “MIEEMHMBIERERT” B “HIR7.

Ha
o JUAMIE “WEBMRIEGSSET hH) BB
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7 RSO R R DS
7.1 &Y

ARG 48 it 1 77 X R R AR G B T 7
7.2 HMFEK

FEAF TSI )R WL R o0 & Device A, A 10.1.1.0/24 WBr. ILESKIEIE A E K
S 17 QR IR e L BEAR T RE (8 P e 0 46 T 37 A A PR A S AT A
B9 KR&timOAR BRIz OREEME

Internet

Device C Device B
)’ = GEL/0i3 = Device A 3’5
GE1/0/2
GE1/0/1 GE1/0/2 GE1/0/1
Trunk
GE1/0/1 GE1/0/2
iRkl

10.1.1.2/24
GW:10.1.1.1 ﬁﬁ%?ﬂﬂﬁ%

7.3 BEEFEEIN

o NEIRIFI RS H BB Z BB EIRSCRT DL B 5 A, AT 4% B B IR B £ R H %4
I g 1 _E 7 VI R B VLAN Jd i
o HWHPERHEM RS, HEPRRS, REREEE, DUIRESERRENEEEK.
e B e A s B AR P 18 48 ATV B0 45 I 5 75 B R
o  [FEITFEEIZ VLAN B :
o ERiZ VLAN EEZs VLAN JEHsE .
o ERiZ VLAN ARMHARAE, (U T84 ke .
o HRiZ VLAN KAkt — M R R A
o RWAAHMBE EREFRGAR A S AR R I R 8 1R VLAN.
Wi B R B AR H 125 I 75 B R
o Hsin HASRE R DA GRS 51 3
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s AN RSO A AT 38, AU T3 AR

Pic B A 1 B AR B A I 7 2

VAR IR I B RS VLAN H, 15 00 23 52 M SR D R 1) 1 3

SR O B A AR P Ay A D s o 11, AN AR 20 1 RIS 2R, 5 N 2 mia g5
THREMIIEH .

FERG S VG B O S o S, 1220 11 CAFERI BT A B B AR s bR 7RG BN RS 1 )5
e 1 _EANRE G B AR 55

2 IRF i R GRE 1 — ML L, 15 270RAZ B i DTG B0 S 11, UG IRF 732

7.4 BEELE

1. Device ARVELE (BHRNIE®E)
# BEM %% VLAN 2,

<Devi ceA> systemvi ew

[ DeviceA] vlan 2

# G VLAN 5 {E iz FE 515 VLAN.

[ DeviceA] vlan 5

[ Devi ceA-vlan5] quit

# Q2 VLAN 2 321 JFRCE 1P Hhhb /AR R, VLAN [R5

[DeviceA] interface vlan-interface 2

[ DeviceA-Vlan-interface2] ip address 10.1.1.1 24

[ Devi ceA-Vl an-interface2] quit

# it B ¥t 11 GigabitEthernet1/0/1 3 11287454 Trunk 3 11, 2k 45 VLAN 2 Fl8i4% VLAN 5 F4f
i

[DeviceA] interface gigabitethernet 1/0/1

[ Devi ceA- G gabi t Et hernet 1/ 0/ 1] port |ink-type trunk

[ Devi ceA- G gabit Ethernet1/0/ 1] port trunk permt vlian 2 5

[ Devi ceA-G gabi t Et hernet 1/ 0/ 1] quit

# Gt H A4 1.

[DeviceAl mirroring-group 1 renote-destination

# NI HBRA 1 REE RSB VLAN 5 VLAN 5, it B 3% H2 200 i i v 46 11 o 11
GigabitEthernet1/0/2 >4 H % I

[DeviceA] mirroring-group 1 renote-probe vlian 5

[DeviceA] mirroring-group 1 nonitor-port gigabitethernet 1/0/2

# 55 H I LU ZE AR BB VLAN. R SR B Aok 4a I M & I, TR T e 24548 VLAN
fJ VLAN Tag, [ R E Y Access i

[ DeviceA] interface gigabitethernet 1/0/2

[Devi ceA- G gabitEthernet1/0/2] port access vlan 5

# ¢ H i3 1 GigabitEthernet1/0/2 b #9 4= Bk AL .
[ Devi ceA- G gabi t Et hernet 1/ 0/ 2] undo stp enable
[ Devi ceA-G gabi t Et hernet 1/ 0/ 2] quit

2. Device BB E (HEI&®E)
# BEM %% VLAN 2,
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<Devi ceB> systemvi ew

[ DeviceB] vlan 2

# G2 VLAN 5 1 HIZ 518 VLAN.

[ DeviceB] vlan 5

[ Devi ceB-vl an5] quit

# Iic & i 1 GigabitEthernet1/0/1 f% 12854y Trunk 55 1, FR¥RL 4 VLAN 2 F1451% VLAN 5 KR
i

[DeviceB] interface gigabitethernet 1/0/1

[ Devi ceB- G gabi t Et hernet 1/ 0/ 1] port |ink-type trunk

[ Devi ceB-G gabi t Et hernet 1/ 0/ 1] port trunk permt vlian 2 5

[ Devi ceB-G gabi t Et hernet 1/ 0/ 1] quit

# L B it 11 GigabitEthernet1/0/2 (3 1282854 Trunk 3 11, fe k4 VLAN 2 F14i15% VLAN 5 [l
i .

[ DeviceB] interface gigabitethernet 1/0/2

[ Devi ceB-G gabi t Et hernet1/0/ 2] port |ink-type trunk

[ Devi ceB-G gabi t Et hernet1/0/ 2] port trunk permit vlian 2 5

[ Devi ceB-G gabi t Et hernet 1/ 0/ 2] quit

3. Device CHIELE CEIE®E)
# BEM %% VLAN 2,

<Devi ceC> systemvi ew

[DeviceC] vlan 2

# K4 I GigabitEthernet1/0/1 Jil A\ VLAN 2.

[DeviceC] interface gigabitethernet 1/0/1

[ Devi ceC- G gabi t Et hernet 1/ 0/ 1] port access vlan 2

[ Devi ceC-G gabi t Et hernet1/0/ 1] quit

# QI PR R A 1.

[DeviceC] mrroring-group 1 renote-source

# G VLAN 5 {E 9z FE 515 VLAN.

[ DeviceC vlan 5

[ DeviceC-vlan5] quit

# ML BT PR B R 4 1 I FE8E1% VLAN J VLAN 5, 55 1A GigabitEthernet1/0/1, 53 14
GigabitEthernet1/0/2.

[DeviceC] mirroring-group 1 renote-probe vlian 5

[DeviceC] mirroring-group 1 mrroring-port gigabitethernet 1/0/1 i nbound
[DeviceC] mirroring-group 1 reflector-port gigabitethernet 1/0/2

# L B0 1 GigabitEthernet1/0/3 Jy Trunk [, Jffu¥Flk5 VLAN 2 FI5& VLAN 5 [0 .
[DeviceC] interface gigabitethernet 1/0/3

[ Devi ceC-G gabit Et hernet1/0/ 3] port |ink-type trunk

[ Devi ceC-G gabi t Et hernet1/0/ 3] port trunk permit vlian 2

[ Devi ceC-G gabi t Et hernet1/0/ 3] quit

7.5 WA E

# %N Device A FITABRAELES S
[ Devi ceA] display mrroring-group all
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Mrroring group 1:
Type: Renote destination
Status: Active
Monitor port: G gabitEthernetl/0/2
Renot e probe VLAN 5

# o~ Device C LT EHGHARTLER B

[ DeviceC] display mrroring-group all
Mrroring group 1:
Type: Renote source
Status: Active
Mrroring port:
G gabi tEthernet1/0/1 inbound
Refl ector port: G gabitEthernetl/0/2
Renot e probe VLAN 5

7.6 BEENXH

o % 4% Device A:

#

mrroring-group 1 renote-destination
mrroring-group 1 renote-probe vian 5
#

vlan 2

#

vlan 5

#

interface Vlan-interface2

ip address 10.1.1.1 255.255.255.0

#

interface G gabitEthernet1/0/1

port |ink-node bridge

port link-type trunk

port trunk pernmt vlian 1 to 2 5
#

nterface G gabitEthernetl/0/2

port |ink-node bridge

port access vlan 5

undo stp enable

mrroring-group 1 nonitor-port
#

. %t %% Device B:

#

vlan 2

#

vlan 5

#

interface G gabitEthernet1/0/1
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port |ink-node bridge
port |ink-type trunk
port trunk permt vian 1 to 2 5
#
interface G gabitEthernet1/0/2
port |ink-node bridge
port link-type trunk
port trunk permt vian 1 to 2 5
#

. %t %% Device C:
#
mrroring-group 1 renote-source
mrroring-group 1 renote-probe vlian 5
#
vlan 2
#
vlan 5
#
interface G gabitEthernet1/0/1
port |ink-node bridge
port access vlan 2
mrroring-group 1 mrroring-port inbound
#
interface G gabitEthernet1/0/2
port |ink-node bridge
mrroring-group 1 reflector-port
#
interface G gabitEthernet1/0/3
port |ink-node bridge
port link-type trunk
port trunk permt vian 2 5
#

7.7 HXER

o UAELE “MWEEHMBEELERS” T B4R,
o JUAME “WKEBEMRIEGSSE B BRI
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8 EHESH T A =EaiEm D&%
8.1 &Y
R EH AL E B 22 H 07 = B R i A S B T

8.2 HMEEk

FEAFBIFAAEN 10.1.1.1/24 WEB. IESREACE = F et AR T Re, A Hodhs s e

SHRF R 3517 1) Internet fRIFR ST A d28 .
E10 = RixiBinO5E G EME

P GE1/0/3
Device A 100.1.1.1/24

22 e
GE1/0/2 GE1/0/1

Device B

GE1/0/1 20.1.1.1/24 20.1.1.2/24 GE1/0/2
10.1.1.1/24 40.1.1.1/24
40.1.1.2/24

TR
3 R i 15
O Wl QU O RIS i

8.3 MLEFEEM

IR SRR AN H IR BL 8 2 (B A7 AE TP () e, U5 A o ) B e L JEE BB PP B el P30

S5 HR& &2 81 = E M 251718 .
8.4 BLEXLE

1. Device A IEC &
# fic B 4% 1 GigabitEthernet1/0/1 /Y IP #ihi- 4 10.1.1.1.

<Devi ceA> systemvi ew

[ DeviceA] interface gigabitethernet 1/0/1

[ Devi ceA-G gabi t Et hernet 1/ 0/ 1] port |ink-nmode route

[ Devi ceA-G gabit Ethernet1/0/1] ip address 10.1.1.1 24
[ Devi ceA- G gabi t Et hernet 1/ 0/ 1] quit

# fic B 4% 1 GigabitEthernet1/0/2 i) IP #ihi: 4 20.1.1.1.
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[ DeviceA] interface gigabitethernet 1/0/2

[ Devi ceA-G gabi t Et hernet 1/ 0/ 2] port |ink-nmpde route

[ Devi ceA-G gabitEthernet1/0/2] ip address 20.1.1.1 24

[ Devi ceA- G gabi t Et hernet 1/ 0/ 2] quit

# fic B 4% 1 GigabitEthernet1/0/3 ff IP #1i:y 100.1.1.1.

[ DeviceA] interface gigabitethernet 1/0/3

[ Devi ceA-G gabi t Et hernet 1/ 0/ 3] port |ink-nmode route

[ Devi ceA-G gabit Et hernet1/0/3] ip address 100.1.1.1 24

[ Devi ceA- G gabi t Et hernet 1/ 0/ 3] quit

# fic & OSPF PhiXs

<Devi ceB> systemvi ew

[ DeviceB] ospf 1

[ Devi ceB-ospf-1] area O

[ Devi ceB- ospf-1-area-0.0.0.0] network 10.1.1.0 0.0.0.255
[ Devi ceB-ospf-1-area-0.0.0.0] network 20.1.1.0 0.0.0.255
[ Devi ceB-ospf-1-area-0.0.0.0] quit

[ Devi ceB-ospf-1] quit

# QAR A 1.

[ DeviceAl] mirroring-group 1 |ocal

# AR AH 1 BB R .

[DeviceAl] mrroring-group 1 mrroring-port gigabitethernet 1/0/1 i nbound
# ONAMEARA 1 ECE B 83 1 BRI E RS
[DeviceAl] mirroring-group 1 nmonitor-port gigabitethernet 1/0/2 destination-ip 40.1.1.2
source-ip 20.1.1.1

2. Device B WWEC &
# fic B 42 1 GigabitEthernet1/0/1 f IP #ihi: A 20.1.1.2.

<Devi ceA> systemvi ew

[DeviceA] interface gigabitethernet 1/0/1

[ Devi ceA- G gabi t Et hernet 1/ 0/ 1] port |ink-nmpde route

[ Devi ceA-G gabit Ethernet1/0/1] ip address 20.1.1.2 24

[ Devi ceA- G gabi t Et hernet 1/ 0/ 1] qui t

# fic B 42 1 GigabitEthernet1/0/2 1] IP #ihi: 4y 40.1.1.1.

[ DeviceA] interface gigabitethernet 1/0/2

[ Devi ceA-G gabi t Et hernet 1/ 0/ 2] port |ink-nmpde route

[ Devi ceA-G gabit Ethernet1/0/2] ip address 40.1.1.1 24

[ Devi ceA-G gabi t Et hernet 1/ 0/ 2] quit

# fic & OSPF PhiX.

<Devi ceB> systemvi ew

[ DeviceB] ospf 1

[ Devi ceB-ospf-1] area O

[ Devi ceB- ospf-1-area-0.0.0.0] network 20.1.1.0 0.0.0.255
[ Devi ceB-ospf-1-area-0.0.0.0] network 40.1.1.0 0.0.0.255
[ Devi ceB-ospf-1-area-0.0.0.0] quit

[ Devi ceB-ospf-1] quit
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8.5 WiFfLE

# E5E R FIARCE )5, 7F DeviceA LR REE4 1 AL E(E R
[ DeviceA] display mrroring-group 1
Mrroring group 1
Type: Local
Status: Active
Mrroring port:
G gabitEthernet1/0/1 | nbound
Monitor port: G gabitEthernetl/0/2
Encapsul ati on: Destination |IP address 40.1.1.2
Source I P address 20.1.1.1
Destinati on MAC address 1025-4125-412b

8.6 ELEXfF

. %7 Device A:
#
ospf 1
area 0.0.0.0
network 10.1.1.0 0.0.0.255
network 20.1.1.0 0.0.0.255
#
interface G gabitEthernet1/0/1
port |ink-node route
ip address 10.1.1.1 255.255.255.0
mrroring-group 1 mrroring-port inbound
#
interface G gabitEthernet1/0/2
port |ink-node route
ip address 20.1.1.1 255.255.255.0
mrroring-group 1 nonitor-port destination-ip 40.1.1.2 source-ip 20.1.1.1
#
interface G gabitEthernet1/0/3
port |ink-node route
i p address 100.1.1.1 255.255.255.0
#
. %t #% Device B:
#
ospf 1
area 0.0.0.0
network 20.1.1.0 0.0.0.255
network 40.1.1.0 0.0.0.255
#
interface G gabitEthernet1/0/1
port |ink-node route
i p address 20.1.1.2 255.255.255.0
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#
interface G gabitEthernet1/0/2
port |ink-node route
ip address 40.1.1.1 255.255.255.0
#

8.7 HHxZE#l

o UEELE “MEEMHMBERLERT” T “HIR7.
o JUAMEE “WBEBMEIZEGSZE T “HIR
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9 AMRMERINEEL EIEFE
9.1 v

AREH I BAR KRG L E 7.
9.2 AMFEK

SO FVBFRABAE 10.1.1.0/24 1By USRI B A ML GG RE 6P KOl I 0 V46 X 5 0
EHLH I WWW 3T
F11 ARG A R TR

GEL1/0/2 @ GEL/0/1 ’
Device Tiff 230
10.1.1.0/24
HHE W 5 GW:10.1.1.1

0.3 BLELE

# fil ® GigabitEthernetl/0/1 211 1P Hihil- >4y 10.1.1.0/24, BB % -

<Devi ce> system vi ew

[Device] interface gigabitethernet 1/0/1

[ Devi ce- G gabi t Et hernet 1/ 0/ 1] port |ink-node route

[ Device-G gabi tEthernet1/0/1] ip address 10.1.1.0 24

[ Devi ce- G gabi t Et hernet 1/ 0/ 1] quit

#IE SO BIEAR BB R S REAT 518 1 QoS #img, @4 ACL 3000, DLACHEA R LM E .
[ Devi ce] acl nunmber 3000

[ Devi ce-acl - adv-3000] rule permt tcp destination-port eq ww source 10.1.1.0 0.0.0. 255
[ Devi ce- acl - adv- 3000] quit

# G 702 classifier_research, JLAZ ACL 3000.

[Device] traffic classifier classifier_research

[ Device-classifier-classifier_research] if-match acl 3000

[ Device-classifier-classifier_research] quit

# & MfiAT 9 behavior_research, #4514 2% GigabitEthernet1/0/2.

[Device] traffic behavior behavior_research

[ Devi ce- behavi or - behavi or _research] mrror-to interface gigabitethernet 1/0/2

[ Devi ce- behavi or - behavi or _research] quit

# 7€ XM policy research, A2 classifier_research 15 %€ 747N behavior_research.

[ Device] gos policy policy_research
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[ Devi ce- qospol i cy-policy_research] classifier classifier_research behavior
behavi or _research

[ Devi ce- qospol i cy-policy_research] quit

# % policy_research %% N F 2 GigabitEthernet1/0/1 ity I N5 7]
[Device] interface gigabitethernet 1/0/1

[ Device- G gabi tEt hernet 1/ 0/ 1] qos apply policy policy_research inbound
[ Devi ce- G gabi t Et hernet 1/ 0/ 1] quit

9.4 ¥nFfE

# E5e i FiAAC B )G, 7 Device LIS G IR E S E.
[ Device] display qos policy interface
Interface: G gabitEthernetl/0/1
Direction: Inbound
Policy: policy_research
Classifier: classifier_research
Operator: AND
Rul e('s)
If-match acl 3000
Behavi or: behavi or _research
M rroring:
Mrror to the interface: G gabitEthernetl/0/2

9.5 BEENXH

#
acl nunber 3000
rule O permit tcp source 10.1.1.0 0.0.0.255 destination-port eq ww
#
traffic classifier classifier_research operator and
if-match acl 3000
#
traffic behavi or behavior_research
mrror-to interface G gabitEthernet1/0/2
#
gos policy policy_research
classifier classifier_research behavi or behavi or_research
#
interface G gabitEthernet1/0/1
port |ink-node route
ip address 10.1.1.0 0.0.0.255
gos apply policy policy_research inbound
#

9.6 HHXEX

o FERMALE “MEEHMBREIERS” BN B8,
o UMEE “WMEEHMEEGLSSE” T “HBE7.
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1.4 BB SR

1. Device EHIECE
# T EE BdThig.

<Devi ce> system vi ew
[ Device] info-center enable

#ICE KX HEE SR IP ik 1.2.0.1/16 B HE ML, HEENICK LHN local7, Fn5EH 0~
7 M Bt
[ Device] info-center loghost 1.2.0.1 facility local7
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1.6 BeEXH

#

i nfo-center enable

i nfo-center loghost 1.2.0.1 facility local?7
#

1.7 tHxHER

o JUAMECE “WZEHAMRERERS” TR EET07.
o  UREE “MEEHNMRIZEGLSSE” P “EEPL7.

4

www. jhj.cn 13910736192 ZZ#HLFEH  www. jiaohuanji. cn




2 BCER&IRTFHEER Flash #5E3HR

2.1

2.2

2.3

2.4

M
ARSI AR B A 45 8 147 B FLASH 3832 SO RO T 77
FLEFEXK

o CREIZHHLRIH EZUN N 0-7 T H ERAF S| FLASH, Jf HECE — > HE &N IM.

o  WEHEZHFXAEERZICKS500%HERE R, i Bl RAF HE S #I8E  60000 75
o XM BEANEELHPENGIERENG L.

o ME HEAE S AR Hiks 0 boot R 3K.

B ETESEIMN

HSAEORAF B H S SCIERT, SeRAr e H SR Gemt X . RET IR RE BIMIAOR H SO X 1)
WHREANHEE, P WA LT Tl SR RAF . RN RAF 5, DRAF AT H S S0 X L Y

R
RELR

# N R G

<Devi ce> system vi ew

# BCE 0~7 Zonl i H A5 B AR B H 75220 DX A E R0 o

[ Device] info-center source default |ogbuffer |evel debugging
# FUVFHEE B R B H S X

[ Device] info-center |ogbuffer

# LB H Bt X ATAEA# 15 S 5 £ 4 500 2%

[ Device] info-center |ogbuffer size 500

# ML B 0~7 ol H EME B 3 H B0k

[ Device] info-center source default logfile |evel debugging
# P8 HE XA DigE

[Device] info-center logfile enable

# o E SRS H S SO BROKRE A 2518 IMB.

[Device] info-center logfile size-quota 1

# C B A DR AT H A2 FLASH ) test U

[Device] info-center logfile directory flash:/test

# e B W% H s ERAr H E o0 RI 3y 60000 75 .

[Device] info-center logfile frequency 60000

# T B H A5 S 1Ak % 308 boot #5 2.

[Device] info-center timestanp boot



2.5 Wil &

# BERRRGHEHIBEGEE, TUESHE R CI e B HESX sk f T
FAEEIA Y AIMBL W& DRAF H ESCAFE] FLASH 1 test XU A7 H ESCAFRIH9% 9 60000 15
[Device] display |ogfile summary

Log file: Enabled

Log file size quota: 1 MB

Log file directory: flash:/test

Witing frequency: 16 hour 40 min O sec

#BE HEZMXFPRESAH EZ X idxk ) HEE R, TUES RV HEE B R HEZMX.
BN H B oK e b I EOAEA# S 7] D9 AMBL AIA7AE MR BB 2 0 500 7% .

[ Device] display |ogbuffer

Log buffer: Enabled

Max buffer size: 1024

Actual buffer size: 500

Dr opped nessages: O

Overwitten nessages: 402788

Current nessages: 500

---- Mre ----

# IE W& KRIEF] FLASH [ test SCE 0 H EAE B

[Device] nore test/logfile.log

%@B049495%0. 2409505789 H3C ARP/ 6/ ARP_TARCGET | P_INVALID: Target |P 192.168.1.60 w
as not the IP of the receiving interface M G gabitEt hernet0/0/0.

%U@B049496%. 2409506971 H3C ARP/ 6/ ARP_TARCET | P_INVALID: Target IP 10.1.1.2 was n
ot the IP of the receiving interface M G gabitEt hernet0/0/0.

%U@B049497%). 2409510823 H3C ARP/ 6/ ARP_TARCGET | P_INVALID: Target IP 10.1.1.2 was n
ot the IP of the receiving interface MG gabitEthernet0/0/0. This nmessage repeat
ed 2 tines in last 3 seconds.

%@B049498%). 2409510789 H3C ARP/ 6/ ARP_TARCGET_| P_I NVALID: Target |P 192.168.1.60 w
as not the IP of the receiving interface M G gabitEt hernet0/0/0.

%@3049499%0). 2409520259 H3C ARP/ 6/ ARP_TARGET | P_INVALID: Target |P 192.168.1.60 w
as not the IP of the receiving interface M G gabitEthernet0/0/0. This nessage re
peated 1 tines in last 10 seconds.

---- Mre ----

2.6 BEENH

#

nf o-center tinmestanp boot

nfo-center logfile frequency 6000

nfo-center logfile size-quota 1

nf o-center source default nonitor deny

nf o-center source default |ogbuffer |evel debugging

nf o-center source default logfile |evel debugging



2.7

HXFER

o UME “MZEHMEERERS” TR FERETL.
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1 SNMPv1/v2c Eo B
1.1 1E9r

KZEHIA2H SNMPVLV2C IEC B 5
1.2 HMEER

WK 1 s, iIMC RS 244F 9 NMS i#id SNMPV1/SNMPv2c Pl 3T % (Agent) BHAT Wi,
RiEAA4 N readtest, #25 H1k4 K writetest, I H 241545 H BLH SR GEAE F50 10 NMS K%

f

B 0 o

&1 SNMPv1/v2c ThEEH: & 20 M &

Vian-int2

@192.168.100.68/24 .

NMS
192.168.100.4/24

Agent

1.3 BLEEEEWM

e SNMPv2c 5 SNMPVL it 8 /755648, ARz DAIBCE SNMPv2c AT /4 .

o HPERZANMS ERCER SNMP hA S HIEA T LA—2, BN, NMS JoiER 3 & AT
EHRNLEY

o R FEM NMS AR E VEAR, T NMS AR E, BIkiES% NMS 1T .
ARBLE 2, LLIMC PLAT 7.0 (E0202) NI HEAT /41

1.4 BLE T

1. Agent L &
# Be B 32 11 Vlan-interface2 [ IP #iik .

<Agent > system vi ew

[Agent] interface M an-interface 2
[Agent-Vlan-interface 2] ip address 192.168. 100. 68 24
[Agent-Vlan-interface 2] quit

# W E Agent ff Y] SNMP Ay v2e. RiEB11E4 K readtest, 55 A4 N writetest.
[ Agent] snnp-agent sys-info version v2c

[ Agent] snnp-agent conmunity read readtest

[ Agent] snnp-agent community wite witetest

# WERRMERAMOGEE R, U7 EgEd.

[ Agent] snnp-agent sys-info contact M.Wang-Tel : 3306

[ Agent] snnp-agent sys-info |ocation tel ephone-closet, 3rd-fl oor

# WE VR NMS KX HEERE, EHMEIALA readtest.

[ Agent] snnp-agent trap enable
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[ Agent] snnp-agent target-host trap address udp-domain 192.168.100. 4 parans securitynamne
readtest v2c

2. NMS Bt &
RN IMCE N5, 8 “CRIE7 AR, Bl SO A B Ins SE R,  3ENBE N
W0 B VU o AR % T P A N A I ML R 1P Huhl, O i<l B SNMP S50 B >8E % .
E2 #EmnigEicERmE

01 3R = HITmie S

(1)

[OF)

— waiEXiEga

EAlEHIPHE - [r2.168.100.68

A |

1 [

(@

BE |

-@

BRH ITE\nel

-@

[ EMTraps SRR T R iR
[EEHFPInEE®

[ PingTiE A (2

[ WsLoopBackii fE A EEIP

— Femsaesn |

Dot E

LR SHMPyZi
RERET e
EERHT e
EBETE(E () 4
Hidikd 3
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(3)  FEMGINVE AT B T A A <H B >HAEH, IMC IR RIS & s B . Wik & s E, B
Biml @i iMC X% & i THC B . B EE AR,
E4 &I

O} 3iE - BHEE @
RSN, » AT I TR |

BEEES O i T

Fhivm FETEERSNNE, Telnel, SSHEBFROMEE.

RS S defau MBS BIBIIE S .

1.5 WitACE

# e A FIEE 2 5, RS EEN TN OHAT shutdown B undo shutdown #:1E, &<
5] NMS K342 FUIRAS SO 1) Trap.
# 15 IMC (1“5 E>EE N> T2 Bon IR MRS SRR Trap 5 2.

1.6 BeEXH

#
snnp- agent
snnp-agent community wite witetest
snnp- agent conmmunity read readtest
snnp- agent sys-info contact M.Wng-Tel : 3306
snnp- agent sys-info |ocation tel ephone-cl oset, 3rd-fl oor
snnp- agent sys-info version v2c
snnp-agent trap enable arp
snnp- agent trap enabl e syslog

snnp- agent target-host trap address udp-donai n 192. 168. 100. 4 parans securitynane readt est
v2c

#
1.7 HHEER

. PR E “MSE MBI ETRS” FH “SNMP 7,
. PAmELE BB MBI A ST ) “SNMP 7,



2 SNMPv3 B

2.1 &4

KZH/28 SNMPV3 HIFLE 715

2.2 AMEK

NMS i@ it SNMPv3 R Xt Agent '] SNMP # ST S B AT I =& 21, Agent £E H LK
BT eSS 323l NMS Kk 5245 5, NMS _EH: SNMP #5245 B EIA UDP % 1154 162,
NMS 5 Agent #37. SNMP 80, T ZMIE, FHMNVEREEA SHA-L, AMEZA
123456TESTauth&!. NMS 5 Agent 2 [E]f&%i ) SNMP i TR 2%, A8 H B sl
AES, IN#%45 4 123456 TESTencr&!

&2 SNMPv3 Ihgg# BIfD F 40 W [£]

Vlan-int2

@192.168.100.68/24 .

Agent

NMS
192.168.100.4/24

2.3 BEEFEEIN

SNMPV3 37 ##3%T RBAC (Role Based Access Control, 3T (4 17 [l 31D 13T VACM
(View-based Access Control Model, J&T-# & #9746 A) Bfh s i) 77 2. AR

B2 F, EEREI R R G TR R E R, TR E RS R,

F P AE# %A NMS AL E ) SNMP JiA 5 FZ AL —8, B0, NMS Jeiksd s & 3847

EELRSES

ANET R NMS B E J7EAE, 56T NMS FITEIECE , BAKEZ% NMS [AH 5 Tt .

ARFCE B, LLIMC PLAT 7.0 (E0202) Afil#H4T A4 -

SNMPV3 #H% Trap #CH H I FH Z &S HEMF AR & CRER v3 I, He g

—.

SNMPV3 [V IE 25050 FUN0 2550 DL SO AORAFAERC B SO, 26 303600 H B SRS AR 1

5D THAEE AR R WS EDE N & 1A BVIE B R A s A A B AR RME, A

B IAE N B ¥ il F LRCE, A2 B DU B SO R AR & . AW & W& 1

12D AR, £ FEE SCEMSAFE, R SRS AN .

2.4 BLE L

1. ZF RBAC #Y SNMPV3 fii &

# I & $2 1 Vlan-interface2 1 IP Hbiik.
<Agent> system-view

[Agent] interface M an-interface2



[Agent-Vlan-interface2] ip address 192.168.100.68 24
[ Agent -Vl an-interface2] quit

# W E Agent £ FH 1) SNMP fRAH v3.

[ Agent] snnp-agent sys-info version v3

# QI A test, VMRS internet 7 (OID y “1.3.6.1” ) FHIFTA X 4.

[Agent] role nane test

[Agent-role-test] rule 1 permt read wite oid 1.3.6.1

[Agent-role-test] quit

# 4% SNMPv3 F I managev3user, JyHZ6e A7 f 4 test, IAMIER N SHA-L, B SCAIEZRY
N 123456 TESTauth&!, M HF N AES, BISCina %t 123456 TESTencr&! .

[ Agent] snmp-agent usmuser v3 managev3user user-role test sinple authentication-node sha
123456TESTaut h& privacy- node aes128 123456TESTencr &!

#MERZMBERAMGERE L, DU EgED
[ Agent] snnp-agent sys-info contact M.Wang-Tel : 3306
[ Agent] snnp-agent sys-info |location tel ephone-closet, 3rd-fl oor

# JF 5 SNMP 2 158

[ Agent] snnp-agent trap enable

# WHEZW SNMP HEGEEMHEMENL 1P Hhlk, BI NMS [ IP Hutk, B8 <4 INESE0N
manageva3user.

[ Agent] snnp-agent target-host trap address udp-donmain 192.168.100.4 parans securitynanme
managev3user v3 privacy

2. &£F VACM B9 SNMPV3 it &
# Be B P21 Vlan-interface2 [ 1P Hudil .

<Agent > system Vi ew

[Agent] interface Vlan-interface2

[ Agent-Vlan-interface2] ip address 192.168.100.68 24

[ Agent -Vl an-interface2] quit

# W E Agent £ FH 1) SNMP fiRAR v3.

<Agent > system vi ew

[ Agent] snnp-agent sys-info version v3

# A2 MIB AL, 47~ mibtest, 7 internet 7# (OID N “1.3.6.1”7 ) FHIFTA XA,

[ Agent] snnp-agent m b-view included mbtest 1.3.6.1

# 0% SNMPv3 41 managev3group, JFELE 51ZA405E K SNMPv3 H P 5 NMS 2, 1
HEATIGIE RIS, NMS BT DIXE B4 04T 15 O PL LS mibtest.

[ Agent] snnp-agent group v3 managev3group privacy read-view mbtest wite-view m btest
notify-view m bt est

# €14 SNMPv3 H F* managev3user, WAiEEEA SHA-1, HISOAIEE S 123456 TESTauth&!,
IS8 AES, BISOIN® %t j2 123456 TESTencr&! .

[ Agent] snnp-agent usmuser v3 managev3user nanagev3group sinple authentication-node sha
123456TESTaut h& privacy-node aes128 123456TESTencr &!

# B WL MR ES L, DU EgEd

[ Agent] snnp-agent sys-info contact M.Wang-Tel : 3306

[ Agent] snnp-agent sys-info |ocation tel ephone-closet, 3rd-fl oor
# JF )3 SNMP &2 I RE .

[ Agent] snnp-agent trap enable



# WAL SNMP & 8 HMENL IP Hillk, B NMS ) IP Hhhil, FEZ&NESHN
managev3user.

[ Agent] snnp-agent target-host trap address udp-donmain 192.168.100.4 parans securitynanme
managev3user v3 privacy

3. NMS L&

# it B SNMP &4

o HRIMC, EF“ REE I TAE, Ml SR A [FTEE E/SNMP BARSE I, A SNMP
BOARC B O, R U <G >4, BN SNMP BAR G & a1 o

e MLE SNMP BRI 4 FR N SNMPV3.

o EFEBHKMN SNMPV3 Priv-Aes128 Auth-Sha.

e  MCE SNMP H /" %74 managev3user.

o WSCNIEZERY N 123456 TESTauth&!

o WIZUINEERY N 123456 TESTencr&!

o  HEBHCRAGEME, e <iie >4k 58 iR iE.

[E3 1#h0 SNMP &4 HE

FRETE - SNMPIER = BINSNMPIER @3
EEET * [EHMPy3 (@]
SRR - |SNMF'\-'3 Priv-Aes128 Auth-Sha - |
APE - Imanagevauser @]
MR+ |. ............... |
EEEEEg * |. ............... |
FERCRCE] (1- B0 4 |
EikE-20) B |
WE Wit

#OIEFE TR AR, Bl R R [BEUR A B N A S T, BE KGN A L B U, R 1%
TUHT A A BRI EHLAAEIP bk, Jf <A B SNMP Z3U3 B >4k
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[El6 NI & AN TTE

03 BB » &8 (O]
MRS TR - (TGS TR ¢
EEHNEE HEAIRIEIEEE RS R
Sl FREETRESNMP. Telnet, SEHEBFEMEE.
HEE R defaU HEE S BUIIEE .

2.5 WFACE

# e P E 2 5, R & LRREAN T MO #4T shutdown 5 undo shutdown #1E, W&%
5] NMS K342 FUIRAS B0 1) Trap.
#1E IMC [ “5Es>EZpl >4 iE 2 U2 Bon Ll RS SR Trap 5 5.

2.6 BEENH

o  X:T RBAC ML E X1F
#
snnp- agent
snnp- agent sys-info contact M.Wng-Tel : 3306
snnp- agent sys-info |ocation tel ephone-cl oset, 3rd-fl oor
snnp- agent sys-info version v3
snnp-agent trap enable arp
snnp- agent trap enabl e syslog

snnp- agent target-host trap address udp-donmai n 192. 168. 100. 4 parans securitynanme
managev3user v3 privacy

snnp- agent usmuser v3 managev3user user-role test cipher authentication-node sha
$c$3$5JaJZ6gNXl yNRg2FR2ELDT3QQHLIexwJ RMIYYq7eLf cBewuMbncM= pri vacy- node aes128
$c$3$+bbXZS4+PnsLDyr 160CogzBckal z R6 XMDWZQuL BUBRM+-d pw==

#
rol e nane test
rule 1 permt read wite oid 1.3.6.1

#
R HF VACM K B otk
#

snnp- agent

snnp- agent sys-info contact M.Wng-Tel : 3306
snnp- agent sys-info |ocation tel ephone-closet, 3rd-fl oor
snnp- agent sys-info version v3

snnp- agent group v3 managev3group privacy read-viewm btest wite-viewnmn btest notify-view
m bt est

snnp-agent m b-vi ew i ncl uded m btest internet
snnp-agent trap enable arp
snnp- agent trap enabl e sysl og

snnp- agent target-host trap address udp-donmai n 192. 168. 100. 4 parans securitynanme
managev3user v3 privacy



snnp- agent usm user v3 managev3user nmnagev3group ci pher authentication-npode sha
$c$3$5JaJZ6gNXl yNRq2FR2ELDT3QH1IexwJRWIYYq7eLf cBewuMbncM= pri vacy- node aes128
$c$3$+bbXZS4+PnsLDyr 1600gz Bckalz R6 XMDWZQuUL BUBRM+-d pw==

2.7 HHXER

o UAMEE “WEEHAMRIERCERS” TH “SNMP”,
o IMEE “MEHMEEMLSZSE” T “SNMP”.



3 SNMP N.A ACL FR IR ME V5 1

3.1

3.2

3.3

3.4

M

ARG IS HE A ACL S BLILHE T 1 W85 B0 i I A2 e LI e 7
LH MR

WK 3 fir, iIMC RS 231E 9 NMS it SNMPv2c Hhih %% (Agent) BEAT WA HE, HiHfk
%N readtest, 1325 FK4 A writetest,  F H 24 & H UM BE0S £ 5 R NMS Ri%5 245 .
&3 SNMP 2 F ACL BR#IFE XM E 175 1828 M &

Vian-int2

@192.1&8.100.68/24 .
Agent NMS
192.168.100.4/24
& FEEM
. AP AER A NMS _FEEE H) SNMP A5 FI A FZ 1 —F, B0, NMS ikt w17
RN

o R M NMS BB E 3R, 561 NMS [FTR4NECE , BAKIE S5 NMS HIAHSETF M.
ARECE 245, LLIMC PLAT 7.0 (E0202) Syl 347 /44

BLELR

1. Agent WEL &
# fic B4 1 Vlan-interface2 (1) IP #idik, Agent {1 SNMP fi A A v2c.

<Agent > systemvi ew

[Agent] interface M an-interface 2

[Agent-Vlan-interface 2] ip address 192.168. 100. 68 24

[Agent-Vlan-interface 2] quit

[ Agent] snnp-agent sys-info version v2c

[Agent] quit

# BCEVIHBRE), HAavr P by 1.1.1.1 (5 NMS f % B 1k 42 0 15 2% B SL IR A ) MIB X 5
BETELS B, 251 HE NMS i % A 4 AT S 81k .

[ Sysnane] acl basic 2001

[ Sysnane- acl -i pv4- basi c-2001] rule permt source 192.168.100.4 0.0.0.0

[ Sysnane- acl -i pv4- basi c-2001] rul e deny source any

[ Sysnane- acl -i pv4- basi c-2001] quit

# Q7 MIB LIS S, LB LFCN mibtest, i MIB #LIE R 1l EAX fE Vi Ml F6 22 1 MIB (OID N
“1.3.6.1.2.17),

[ Sysnane] snnp-agent m b-view included mbtest 1.3.6.1.2.1

# o B Rk 4N readtest, 25 Fl1A 4 R writetest.

10



[ Agent] snnp-agent conmunity read readtest
[ Agent] snnp-agent conmunity wite witetest

# WERRMERAMOGEE R, U7 EgeEd.
[ Agent] snnp-agent sys-info contact M.Wang-Tel : 3306
[ Agent] snnp-agent sys-info |ocation tel ephone-closet, 3rd-fl oor

# WE VR NMS RIEEEE R, fHHMEEY N readtest.

[ Agent] snnp-agent trap enable

[ Agent] snnp-agent target-host trap address udp-domain 192.168.100.4 parans securitynanme
readtest v2c

2. NMS WECE

(1) BFHNIMCEFHT&, i “RIE” 1, i SHM AR5 8o, g n#
AT B U« AR % LT PR B B B 1P HdE, I AT <EC B SNMP S304% B >8R .

E4 O E

[ (O]

— BEELZR

EHLERIPHAL * [i8z.168.100.66 ||
wERE | I
& | @)
BEE | ~@

ot [Teinet - @

[ ERTrap R IER+ SR A
(S TP D)

[ PingTiE i » ()

[ HELoopBackiit fE A EIRIP

— |= AEESNMPEE |

et SHMPyZe
REBEF =
ESHET e
BR8] (Rl 4
EiFfi 3

T + EETeinetHH

T + RESSHER

(2) A SNMP 2%k B I & SNMP 244,

o  WEZSHKAA “SNMPv2C”;

o WE HEBMARTEN “readtest” ;

o  WEEEHIAT N “writetest” ;

o  HEBHCRAGEME, e <ifie >4 58 iR iE.

11



&5 SNMP &¥ZETTE

(@)= TmmenmPzar () ) EATRISNMPES S it

SR+ ENMPY2C -]

FERT AE] (1-60%L) *

EiFua-2m - 3 |
W Wi

(3) Ti‘ﬂﬂu%ﬁﬂﬁjxﬁﬁﬂkﬁﬁ%>Téz%ﬂ, IMC 3R A1 N % BRI E B . SN as e fs, H

RITT@ IS iIMC X & AT RO E . & EEAZEd
E6 &% & A IIE

C% #iE = REER

WSS (EATE R T AR -

HEHEER EERIREE LSRR B
Sitilkghn FRETREMSNMP. Telnet, SSHEEEIRINGSE.
s SR defaulER S EE IR E .

3.5 WiFfcE

#5ER UL ERCE 2 5, W& EEA T HE 4T shutdown 2% undo shutdown #:4F, #&%

1] NMS &%z FRRAS B2 (1 Trap.
#1E IMC [ “ &8s 5 Ep > 4358 jiim b & R il FPIRASSCE R Trap 15 B
HARYrd5E IP Hidk 192.168.100.4 [ E 155 ZHHLIKTE E MIB.

3.6 BEENH

#
snnp- agent
acl basic 2001
rule permt source 192.168.100.68 0.0.0.0
rul e deny source any
snnp-agent m b-view included mbtest 1.3.6.1.2.1
snnp-agent community wite witetest
snnp- agent community read readtest
snnp- agent sys-info contact M.Wng-Tel : 3306
snnp- agent sys-info |ocation tel ephone-closet, 3rd-fl oor
snnp- agent sys-info version v2c
snnp- agent trap enabl e

snnp- agent target-host trap address udp-donai n 192. 168. 100. 4 parans securitynane readtest

v2c
#

12



3.7 lAx&EX

. PRI E “MKE MG E RS K “SNMP”,

8]
o FREE “MBEHMBEGTASZSE” 1) “SNMP”,
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1 EEEFFABHSEI AT B i
1.1 fajfy

ARG G B A I S A A % R B IE TG B TV
1.2 AMFEK

WK 1 FiR, PEL AAMARI%RE, RS2 Server 5 PE1 Bi%. PE2 %3 VR1, VPN1 @it PE2
BANARN. FRIF:
SEILAFAM R B M, VR fEf51)7 i 3 Server.
E1 BE SRS ESLEN A FA M 2% FR BB A W R = [E]
GE1/0/3 GE1/0/2

Vlan-int30 Vlan-int30
72.16.30.1/24 172.16.30.2/24

PE2 PE1

T

GE1/0/10 GE1/0/1
Vlan-int10 Vlan-int40
10.214.10.3/24 10.1.1.1/24

Server
10.1.1.2/24

VPNA1

1.3 B ERR

HeHl VR AL 19 2 Server, 75 B4 58 U R ACE -

(1) fE PE1AIVR1 filg# VLAN S AHRIT VLAN 421

(2) ff PE2 LAt E VPN LB VR #: N\ PE2;

(3) £ Server. PEL fil VR1 [-Jr & 45 % B AR UE 2> W9 % ph B8 5
(4) 1E PE2 L0 & FH A8 Hy S AL B8 H FL3E

1.4 BB SE

1. B2E VR1
# 1E VR1 %45 L6 VLAN1O, ¥ GigabitEthernet1/0/1 i I VLAN10.

<VR1> systemvi ew

[VR1] vlan 10

[ VR1-vl an10] quit

[VR1] interface G gabitEthernet 1/0/1

[ VR1- G gabit Et hernet 1/ 0/ 1] port |ink-type trunk

[ VR1-G gabit Et hernet 1/0/1] port trunk permt vlian 10

1



[ VR1- G gabi t Et hernet 1/ 0/ 1] undo port trunk pernmit vlian 1
[ VR1-G gabi t Et hernet 1/ 0/ 1] quit

# lic & Vlan-interface10 #2 11 IP H#ili- 7y 10.214.10.2/24.
[VR1] interface Vlan-interface 10

[VRL-Ml an-interfacelO] ip address 10.214.10.2 24
[VRL-M an-interfacelO] quit

2. it E PE1

# {£ PE1 %% A% VLAN30 F1 VLAN4O, ¥ GigabitEthernet1/0/1 % 1IN VLAN4O, ¥
GigabitEthernet1/0/2 & I il N VLAN3O0.

<PE1> systemview

[ PE1] vlan 30

[ PE1-vl an30] quit

[ PE1] vlan 40

[ PE1- vl an40] quit

[ PE1] interface G gabitEthernet 1/0/1

[ PE1- G gabit Et hernet 1/ 0/ 1] port |ink-type trunk

[ PE1- G gabit Et hernet 1/ 0/ 1] port trunk pernmit vlan 40

[ PE1- G gabit Et hernet 1/ 0/ 1] undo port trunk permt vlian 1
[ PE1- G gabit Et hernet 1/ 0/ 1] quit

[PE1] interface G gabitEthernet 1/0/2

[ PE1- G gabit Et hernet 1/ 0/ 2] port |ink-type trunk

[ PE1- G gabit Et hernet 1/0/ 2] port trunk permt vlan 30

[ PE1- G gabit Et hernet 1/0/ 2] undo port trunk permt vlian 1
[ PE1- G gabit Et hernet 1/0/ 2] quit

# L& PE1 K9 Vlan-interface30 Al Vlan-interface40 #2143 1P #ihik 2354 172.16.30.2/24 #1
10.1.1.1/24.

[PE1l] interface Vlan-interface 30

[PEL-Vl an-interface30] ip address 172.16.30.2 24

[ PEL-M an-interface30] quit

[PE1l] interface M an-interface 40

[PEL-M an-interface40] ip address 10.1.1.1 24

[ PEL-M an-interface40] quit

3. BLE PE2

# £ PE2 %4 12y VPNL @ VPN SE6l, #25 “vpnl”, I E 1% RD E8 10:1, Hyof
KI%H VPN Target J&PEHA 111:1.,

<PE2> systemvi ew

[PE2] ip vpn-instance vpnl

[ PE2- vpn-i nst ance-vpnl] route-distinguisher 10:1

[ PE2-vpn-i nstance-vpnl] vpn-target 111:1

[ PE2- vpn-i nst ance-vpnl] quit

# /& PE2 %4 L% VLAN1O Al VLAN30, Jf¥ GigabitEthernet1/0/10 ¥ 1A VLAN1O, ¥
GigabitEthernet1/0/3 & I il N\ VLAN3O0.

[PE2] vlan 10

[ PE2-vl an10] quit

[ PE2] vlan 30



[ PE2- vl an30] quit

[PE2] interface G gabitEthernet 1/0/10

[ PE2- G gabi t Et hernet 1/ 0/ 10] port |ink-type trunk

[ PE2- G gabit Et hernet 1/0/10] port trunk permt vlian 10

[ PE2- G gabi t Et hernet 1/ 0/ 10] undo port trunk permt vlian 1
[ PE2- G gabi t Et hernet 1/ 0/ 10] quit

[PE2] interface G gabitEthernet 1/0/3

[ PE2- G gabi t Et hernet 1/0/ 3] port |ink-type trunk

[ PE2- G gabi t Et hernet 1/ 0/ 3] port trunk permt vlian 30

[ PE2- G gabi t Et hernet 1/ 0/ 3] undo port trunk permt vlian 1
[ PE2- G gabi t Et hernet 1/ 0/ 3] quit

# ML Vlan-interface10 #2115 VPN1 sEI#EAT48E, JFECE IP HihlJy 10.214.10.3/24.
[PE2] interface Vlan-interface 10

[ PE2-Vl an-interfacelO] ip binding vpn-instance vpnl

[ PE2-Ml an-interfacelO] ip address 10.214.10.3 24

[ PE2-M an-interfacelO] quit

# ML Vlan-interface30 42 1111 IP #i4ik >4y 172.16.30.1/24.
[PE2] interface Vlan-interface 30

[PE2-Vl an-interface30] ip address 172.16.30.1 24

[ PE2-Ml an-interface30] quit

4. 7£ Server, PE1 f1VR1 R BEs7SERH
# 1F Server I8 EsAKE, £ 10.214.10.0 MBI, F—Bkiht )y 10.1.1.1.

<Server> systemvi ew
[Server] ip route-static 10.214.10.0 255.255.255.0 10.1.1.1

# 7F PE1 LIt t, 24 10.214.10.0 MBI SC, F—Bkhl R 172.16.30.1.

<PEl1> systemvi ew
[PE1l] ip route-static 10.214.10.0 24 172.16.30.1

# 76 VRL FIRERSIEH, 41 10.1.1.0 MBIk, F—BkHhilk A 10.214.10.3.

<VR1> systemvi ew
[VRL] ip route-static 10.1.1.0 24 10.214.10.3

5.7 PE2 FRCESHSKBSSMATAM R EIR
# 1F PE2 g feSid, 248 10.214.10.0 ME IR, F—BkihkA 10.214.10.2, FHF bR
15 VPN1 24147 &

<PE2> systemvi ew
[PE2] ip route-static 10.214.10.0 24 vpn-instance vpnl 10.214.10.2

# 15 PE2 LA SR, 24F 10.1.1.0 MBI, N —Bkiihly 172.16.30.2, JfiGitikH S
VPN1 SEHI4E5E .
[PE2] ip route-static vpn-instance vpnl 10.1.1.0 24 172.16.30.2 public

1.5 Eurfc &

# 7R PE2 A VPNL SEGI4ES 1% {5
[PE2] display ip routing-table vpn-instance vpnl

Destinations : 7 Routes : 7



Desti nati on/ Mask Proto Pre Cost Next Hop Interface

10. 214.10.0/ 24 Direct O 0 10. 214.10.3 VI an10
10. 214. 10. 3/ 32 Direct 0 0 127.0.0.1 I nLoopO
127.0.0.0/8 Direct 0 0 127.0.0.1 I nLoopO
127.0.0.1/32 Direct 0 0 127.0.0.1 I nLoopO
172.16. 30. 0/ 24 Direct 0 0 172.16.30.1 VI an30
172.16. 30. 1/ 32 Direct 0 0 127.0.0.1 I nLoopO
10.1.1.0/ 24 Static 60 0 172. 16. 30. 2 VI an30

ATLLEF], VPN [k R AR TR R 2 W RS I
# 7R PE2 LRIEEH{E .
[ PE1] display ip routing-table

Destinations : 14 Routes : 14

Desti nati on/ Mask Proto Pre Cost Next Hop Interface
0.0.0.0/32 Direct O 0 127.0.0.1 I nLoopO
100. 100. 11. 1/ 32 Direct O 0 127.0.0.1 I nLoopO
127.0.0.0/8 Direct 0 O 127.0.0.1 I nLoopO
127.0.0.0/ 32 Direct 0 O 127.0.0.1 I nLoopO
127.0.0.1/32 Direct O 0 127.0.0.1 I nLoopO
127. 255. 255.255/32 Direct 0 O 127.0.0.1 I nLoopO
172.16. 30. 0/ 24 Direct 0 O 172.16.30.2 VI an30
172.16. 30. 0/ 32 Direct 0 O 172.16.30.2 VI an30
172. 16. 30. 2/ 32 Direct 0 O 127.0.0.1 I nLoopO
172.16.30.255/32 Direct 0 O 172.16.30.2 VI an30
10. 214.10. 0/ 24 Static 60 1 10. 214.10. 2 VI an10
224.0.0.0/ 4 Direct 0 O 0.0.0.0 NULLO
224.0.0.0/ 24 Direct 0 O 0.0.0.0 NULLO
255, 255, 255. 255/ 32 Direct O 0 127.0.0.1 | nLoopO

ATCAE B, 8 AL R Y B ) B A 6 H 2 5 N B AR R .

# { /] pi ng M2 5RIE VR1 2| Server [ 4% @M.

<VRl>ping 10.1.1.2

Ping 10.1.1.2 (10.1.1.2): 56 data bytes, press CIRL+C to break
56 bytes from 10. 1.
56 bytes from 10. 1.

1 icnp_seq=0 ttl =255 tine=3.880 ns
1
56 bytes from 10.1.1.
1
1

icnp_seq=1 ttl =255 tine=0.819
icnp_seq=2 ttl =255 tine=0.658
icnp_seq=3 ttl =255 tine=1.421
icnp_seq=4 ttl =255 tine=0.722

56 bytes from 10. 1.
56 bytes from 10. 1.

33 3 3

--- Ping statistics for 10.1.1.2 ---
5 packet (s) transmtted, 5 packet(s) received, 0.0% packet |oss
round-trip mn/avg/ max/std-dev = 0.658/1.500/3.880/1.221 ns

1.6 BCEXH

o VR1:



#
vlian 10
#
interface Vlan-interfacelO
i p address 10.214.10.2 255.255.255.0
#

nterface G gabitEthernet1/0/1
port |ink-node bridge
port link-type trunk
undo port trunk permt vlian 1
port trunk permt vlian 10
#
ip route-static 10.1.1.0 24 10.214.10.3
#

° PE1:
#

vl an 30

#

vl an 40

#

interface Vlan-interface30
i p address 172.16.30.2 255. 255.255.0
#
interface Vlan-interface40
ip address 10.1.1.1 255.255.255.0
#
interface G gabitEthernet1/0/1
port |ink-node bridge
port link-type trunk
undo port trunk permt vlian 1
port trunk permt vlan 40
#
interface G gabitEthernet1/0/2
port |ink-node bridge
port link-type trunk
undo port trunk permt vlian 1
port trunk permt vlan 30
#
ip route-static 10.214.10.0 24 172.16.30.1
#
) PE2:
#
ip vpn-instance vpnl
rout e-di stingui sher 10:1
vpn-target 111:1 inport-extcomunity
vpn-target 111:1 export-extconmmunity
#
vl an 10



#
vl an 30
#
interface Vlan-interfacelO
i p binding vpn-instance vpnl
i p address 10.214.10.3 255.255.255.0
#
interface Vlan-interface30
i p binding vpn-instance vpnl
i p address 172.16.30.1 255. 255.255.0
#
interface G gabitEthernet1/0/3
port |ink-node bridge
port link-type trunk
undo port trunk permt vlian 1
port trunk permt vlan 30
#
interface G gabitEthernet1/0/10
port |ink-node bridge
port link-type trunk
undo port trunk pernmt vlian 1
port trunk permt vlian 10
#
ip route-static 10.214.10.0 24 vpn-instance vl 10.214.10.2
ip route-static vpn-instance vl 10.1.1.0 24 172.16.30.2 public
#

1.7 tHXER

o UMEE “ZESAR-IPHBEIEERS TR “HAHE.
o UMEE “ZEFAR-IPHBEIGSSE PR CHAHE.
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ARG 43/ e [X SR R

1.2 ZAMEEK

WE 1 fos, /RS, S5130 #5188 S5130S £ 41 LA A Bl Ll i 3B 2E MR HENZ,
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EEE
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1.4 BEELTE
1.4.1 BEEIENIHRA
X inm

B AL Access Switch 1 #2 Access Switch 2 ¢98t E . AAF) . AP vARL B 3 X #HL Access
Switch 1 A #5{AEE 7 i%.

(1) JEiT Console I KB FH %
# K PC WAL
K2R PC 1) Ef ASCRRAR, AN EAE PCATHIINTENL T, 8 D Zdd ABE 4k PC.
# 3 F = S B AL B A O L ARSI PC ML 4% . TE B BCE N g5 DB-9 (FL) #fisk
A PCHL 938 (1) H O, PR RI-45 #ikuifi A ¥ #5111 Console 1+,

@ =57
o  EBEMFHIAEED EWARR, R REEALME T,
o LI TRETHYAN, FHAKE RI4A55%, BT DB-9#.




(2)

B2 #ig&5 PCBIRE O BATHITIER

RS-232 Console [ @:
it B FL 2

Host Device

# 45 PC FH,
# 1F PC LATH&mfi B, #%HRE 2 ORI E Zm S 5.

*2 BinBHRE

BH &
UiEHES 9600
VeI 8
(EAIRD2 1
AR 7
i e il P
# vt b

B BRA R, MR AR\ i S A .

Z nm

BB FEOLTF, iid Console Bk iX&49iNEH X4 None, BP RE 2 P 4. BAEP ] A KK
&. BRAFZE, EUSHGET Console B A FX & 09IAEF XA R &0y, A X
i@ 1T Console B &KX &49INEF XaGiFmAN2B, 5 A AT R 6B B 5 M < Aahfie 4557

Fhy BFIEE .

BCE IP Huhb A Telnet

# A7 VLAN 5, J¥4% 10 Ten-GigabitEthernet1/0/10 T AF] VLAN 5 1. B2 W 5 (122
/& Ten-GigabitEthernet1/0/10.

<Sysnane> systemvi ew

System View return to User Viewwth Crl+Z.

[ Sysnane] sysname ACCSWL

[ACCSW] vlan 5

[ ACCSWL- vl an5] port ten-gigabitethernet 1/0/10

[ ACCSWL- vl an5] quit

# 40 VLAN #2115, JRE#:0 1P HihERd B 4 10.10.1.1/24.

[ACCSWL] interface vlan-interface 5
[ ACCSWL- VI an-interface5] ip address 10.10.1.1 24
[ ACCSWL- VI an-i nterface5] quit

# JF i3 Telnet k%% -

[ ACCSWL] tel net server enable



# IC & Telnet &k H] scheme WIET; 3.

[ACCSW] line vty 0 63

[ ACCSWL- | i ne-vty0-63] authenticati on-nbde schenme

[ ACCSWL- | i ne-vty0-63] quit

#OVEAMM P, JFREAH T RE . P A ORGSR ARG 2 sy
admin, HR45IALA telnet, A P f1 54 network-admin.

[ ACCSWL] | ocal -user admn

New | ocal user added.

[ ACCSWL- | user - manage- adm n] password sinpl e hell 012345

[ ACCSWL- | user - manage- admi n] aut horization-attribute user-rol e network-adm n

[ ACCSWL- | user - manage- adm n] service-type tel net

[ ACCSWL- | user - manage- adm n] quit

# 15 %0 LIl Telnet BogB)¥e%, WAL 2L, HIUH PR ar 1718
IR I o

C:\Users\Adnmi nistrator> telnet 10.10.1.1

* Copyright (c) 2004-2019 New H3C Technol ogies Co., Ltd. Al rights reserved.*

* Wthout the owner's prior witten consent, *

* no deconpiling or reverse-engineering shall be allowed. *

IR I o O I O I O O O O I O O Rk o o O

I ogin: admn
Passwor d:

Z i
bR &k 4 42 82 2L S5560X-30C-PWR-El %% (Release 1118P07 #ii ) A1), EAkdy
B AT ARG F IR ILA A,

() MEHE#BNS5 VLAN

# FEHNASHHL LA VLAN 10.

[ ACCSW] vlan 10

[ ACCSW- vl an10] quit

# fic B %4 PCL (32 1 GigabitEthernet1/0/1, Jfic & Nil %k .
[ ACCSWL] interface gigabitethernet 1/0/1

[ ACCSWL- G gabi t Et hernet 1/ 0/ 1] port |ink-type access

[ ACCSWL- G gabi t Et hernet 1/ 0/ 1] port acess vlan 10

[ ACCSWL- G gabi t Et hernet 1/ 0/ 1] st p edged- port

[ ACCSWL- G gabi t Et hernet 1/ 0/ 1] quit

# Wi B % PC2 (32 1 GigabitEthernet1/0/2, JHic & NilZki .
[ ACCSWL] interface gigabitethernet 1/0/2

[ ACCSWL- G gabi t Et hernet 1/ 0/ 2] port |ink-type access

[ ACCSWL- G gabi t Et hernet 1/ 0/ 2] port acess vlan 10

[ ACCSWL- G gabi t Et hernet 1/ 0/ 2] stp edged- port

5



(4)

[ ACCSWL- G gabi t Et hernet 1/ 0/ 2] quit
# L B E BT EINLI 32 1 GigabitEthernet1/0/3, Ffic & il & 1.

[ ACCSW] interface gigabitethernet 1/0/3

[ ACCSWL- G gabi t Et hernet 1/0/ 3] port |ink-type access
[ ACCSWL- G gabi t Et hernet 1/ 0/ 3] port acess vlan 10

[ ACCSWL- G gabi t Et hernet 1/ 0/ 3] st p edged- port

[ ACCSWL- G gabi t Et hernet 1/ 0/ 3] quit

ME ETRE
# AR RREEREO 1, JFREZE OSSR,

[ ACCSWL] interface bridge-aggregation 1

[ ACCSWL- Bri dge- Aggr egati onl] |ink-aggregati on node dynam c

[ ACCSWL- Bri dge- Aggr egationl] quit

# 437K 1 Ten-GigabitEthernet1/0/7 % Ten-GigabitEthernet1/0/8 IR &4 1 .
[ ACCSW] interface ten-gigabitethernet 1/0/7

[ ACCSWL- Ten- G gabi t Ethernet 1/0/7] port |ink-aggregation group 1

[ ACCSWL- Ten- G gabi t Et hernet 1/0/7] quit

[ACCSWL] interface ten-gigabitethernet 1/0/8

[ ACCSWL- Ten- G gabi t Et hernet 1/ 0/ 8] port |ink-aggregation group 1

[ ACCSWL- Ten- G gabi t Et hernet 1/0/ 8] quit

#AE ZERAEHD 18 Trunk 3w, FF 0¥ VLAN 10 3R SCi .

[ ACCSW] interface bridge-aggregation 1

[ ACCSWL- Bri dge- Aggr egati onl] port |ink-type trunk

[ ACCSWL- Bri dge- Aggregationl] port trunk permt vlan 10

[ ACCSWL- Bri dge- Aggregationl] quit

#iEid di spl ay |ink-aggregation verbose A BEREHEN 1R EE

[ ACCSWL] display |ink-aggregation verbose Bridge-Aggregation 1

Loadsharing Type: Shar -- Loadsharing, NonS -- Non-Loadshari ng

Port Status: S -- Selected, U-- Unselected, | -- Individual

Port: A -- Auto port, M-- Managenent port, R -- Reference port

Flags: A -- LACP_Activity, B -- LACP_Tineout, C -- Aggregation,
D -- Synchronization, E -- Collecting, F -- D stributing,
G -- Defaulted, H-- Expired

Aggregate Interface: Bridge-Aggregationl
Creati on Mbde: Manual

Aggr egation Mbde: Dynamic

Loadsharing Type: Shar

Managenment VLANs: None

System | D: 0x8000, 000f-e267-6c6a

Local :
Por t St at us Priority Index Qper - Key Fl ag
XGE1/ 0/ 7 S 32768 61 2 { ACDEF}
XGE1/ 0/ 8 S 32768 62 2 { ACDEF}
Renot e:
Act or Priority Index Qper - Key System D Fl ag
XGE1/ 0/ 7(R) 32768 111 2 0x8000, 000f - e267-57ad { ACDEF}



XGE1/ 0/ 8 32768 112 2 0x8000, 000f - e267-57ad { ACDEF}
# #i%& ACCSW1 | VLAN 10 R E(E L, ik R E 2 SR
[ ACCSWL] display vlan 10

VLAN I D: 10

VLAN type: Static

Route interface: Not configured

Description: VLAN 0010

Nane: VLAN 0010

Tagged ports: None

Unt agged ports:
Bri dge- Aggregati onl
G gabi t Ethernet1/0/ 1 G gabi t Et hernet 1/ 0/ 2
G gabi t Et hernet 1/0/ 3 Ten- G gabi t Et hernet 1/ 0/ 7
Ten- G gabi t Et hernet 1/ 0/ 8

(5) [ E BPDU & 1hf
[ ACCSWL] stp bpdu-protection

(6) HcE DHCP snooping

# JTJ5 DHCP Snooping ZhfE.
[ ACCSWL] dhcp snoopi ng enabl e

# 5 2 A0 1 DHCP Snooping Zh&E H{5 T .
[ ACCSW] interface bridge-aggregation 1
[ ACCSWL- Bri dge- Aggr egati onl] dhcp snoopi ng trust

[ ACCSWL- Bri dge- Aggr egationl] quit
(7) HCE IP Source Guard

# JFJ3 #2101 GigabitEthernet1/0/1. GigabitEthernet1/0/2 [f) IPvA $2 482 ThE, 48R IP Hb
BEFT MAC Hhtik, JF )5 F# 1 f¥) DHCP Snooping KL & T EE -

[ ACCSWL] interface gigabitethernet 1/0/1

[ ACCSWL- G gabi t Ethernet1/0/1] ip verify source ip-address mac-address

[ ACCSWL- G gabi t Et hernet 1/ 0/ 1] dhcp snoopi ng bi ndi ng record

[ ACCSWL- G gabi t Et hernet 1/ 0/ 1] quit

[ ACCSW] interface gigabitethernet 1/0/2

[ ACCSWL- G gabi tEthernet1/0/2] ip verify source ip-address nac-address

[ ACCSWL- G gabi t Et hernet 1/ 0/ 2] dhcp snoopi ng bi nding record

[ ACCSWL- G gabi t Et hernet1/0/2] quit

(8) PRAFACE
# AR AN LA E (BLACCSWL AHBD .

[ ACCSW] save

The current configuration will be witten to the device. Are you sure? [Y/N:y
Pl ease input the file nanme(*.cfg)[flash:/startup.cfqg]

(To leave the existing filenane unchanged, press the enter key):
flash:/startup.cfg exists, overwite? [Y/ N:y

Validating file. Please wait...

Saved the current configuration to mai nboard device successfully.



1.4.2 BLERZDIZHEAL

i
A% BREE” . “EE P Telnet HEESHE, HAL ‘L4l REEATHI i
“i@ it Console # H A FZEE” « “BE IP ¥i4 Telnet” .

(1) A E VLAN 5 VLAN #11
# G2 VLAN 10. VLAN 20 #1 VLAN 100.

<Sysnane> systemvi ew

[ Sysnane] sysnane CORESWL

[ CORESWL] vlan 10 20

[ CORESW] vlan 100

[ CORESW.- vl an100] port gigabitethernet 1/0/1

[ CORESWL- vl an100] quit

# 67 VLAN #1110, FK42 08 1P Hulikd & 4 10.10.10.1/24.
[ CORESWL] interface vlan-interface 10

[ CORESWL- VI an-interfacelO] ip address 10.10.10.1 24
[ CORESWL- VI an-interfacelO] quit

# G2 VLAN #1020, FEK42 000 1P #ihkRCE A 10.10.20.1/24.
[ CORESWL] interface vlan-interface 20

[ CORESWL.- VI an-interface20] ip address 10.10.20.1 24
[ CORESWL- VI an-i nterface20] quit

# g VLAN #2111 100, FRIH101 1P Huhkid B 5 10.10.100.1/24.
[ CORESWL] interface vlan-interface 100

[ CORESWL- VI an-i nterfacelO0] ip address 10.10.100.1 24

[ CORESWL- VI an-i nterfacel00] quit

(2) WEMMIES, IAEERE

# A T EREED 1, JFRCE 2 I NS SR E A

[ CORESW] interface bridge-aggregation 1

[ CORESWL- Bri dge- Aggr egati onl] |ink-aggregati on node dynami c

[ CORESWL- Bri dge- Aggr egati onl] quit

# 437K 1 Ten-GigabitEthernet1/0/7 % Ten-GigabitEthernet1/0/8 IIA RIS &4 1 .
[ CORESWL] interface ten-gigabitethernet 1/0/7

[ CORESWL- Ten- G gabi t Et hernet 1/ 0/ 7] port |ink-aggregation group 1
[ CORESWL.- Ten- G gabi t Et hernet 1/ 0/ 7] quit

[ CORESWL] interface ten-gigabitethernet 1/0/8

[ CORESWL- Ten- G gabi t Et hernet 1/ 0/ 8] port |ink-aggregation group 1
[ CORESWL- Ten- G gabi t Et hernet 1/ 0/ 8] qui t

#ME )RR EAHN 18 Trunk 35 1, I A2 1F VLAN 10 [k Sl .

[ CORESWL] interface bridge-aggregation 1

[ CORESWL- Bri dge- Aggr egati onl] port |ink-type trunk

[ CORESWL.- Bri dge- Aggr egati onl] port trunk permt vlan 10

[ CORESWL- Bri dge- Aggr egati onl] quit



3)

#iEid di spl ay |ink-aggregation verbose A EEREGEL 1R EL R,

[ CORESWL] display |ink-aggregation verbose Bridge-Aggregation 1

Loadsharing Type: Shar -- Loadsharing, NonS -- Non-Loadshari ng

Port Status: S -- Selected, U-- Unselected, | -- Individual

Port: A -- Auto port, M-- Managernent port, R -- Reference port

Flags: A -- LACP_Activity, B -- LACP_Tineout, C -- Aggregation,
D -- Synchronization, E -- Collecting, F -- D stributing,
G -- Defaulted, H-- Expired

Aggregate Interface: Bridge-Aggregationl
Creati on Mode: Manual

Aggr egation Mbde: Dynamic

Loadsharing Type: Shar

Managerment VLANs: None

System I D: 0x8000, 000f-e267-6c6a

Local :
Por t St at us Priority Index Oper - Key Fl ag
XGE1/ 0/ 7(R) S 32768 61 2 { ACDEF}
XGE1/ 0/ 8 S 32768 62 2 { ACDEF}
Renot e:
Act or Priority Index Qper - Key System D Fl ag
XGE1/ 0/ 7 32768 111 2 0x8000, 000f - e267-57ad { ACDEF}
XGE1/ 0/ 8 32768 112 2 0x8000, 000f - e267-57ad { ACDEF}

# ¥1F CORESW1 | VLAN 10. VLAN 100 fIECE S, Wbl FRCE R EAE.

[ CORESWL] display vlan 10

VLAN I D: 10

VLAN type: Static

Route interface: Configured

| Pv4 address: 10.10.10.1

| Pv4 subnet nask: 255.255.255.0
Description: VLAN 0010

Narme: VLAN 0010

Tagged ports: None

Unt agged ports:

Bri dge- Aggregati onl
Ten- G gabi t Et hernet 1/ 0/ 7 Ten- G gabi t Et hernet 1/ 0/ 8

[ CORESWL] display vlan 100

VLAN | D: 100

VLAN type: Static

Route interface: Configured

| Pv4 address: 10.10.100.1

| Pv4 subnet nask: 255.255.255.0
Descri ption: VLAN 0100

Narme: VLAN 0100

Tagged ports: None

Unt agged ports: None

BCE DHCP iR%5#s, HAEFIE



(4)

# JT 5 DHCP k%5 .
[ CORESW] dhcp enabl e

# 6172 DHCP #ilibith 1, Fi3k A 10.10.10.0/24 W EL N %5 7 i 7 BCZh 28 IP Hukik, 3780 % DNS

k55 gty T ROE

[ CORESWL] dhcp server
[ CORESWL- dhcp- pool - 1]
[ CORESWL.- dhcp- pool - 1]
[ CORESWL- dhcp- pool - 1]
[ CORESWL- dhcp- pool - 1]
[ CORESWL- dhcp- pool - 1]
aabb- cccc-dd

[ CORESWL- dhcp- pool - 1]

HL, ON9TEIHLAC B E Y 1P Mkl 10.10.10.254.

i p-pool 1

net wor k 10.10. 10. 0 mask 255. 255. 255.0

gateway-list 10.10.10.1

dns-1ist 202.101.100.199

expi red day 30

static-bind ip-address 10.10.10.254 24 client-identifier

qui t

# €1 DHCP #hulikith 2, A3k 10.10.20.0/24 W EL R )% i 2y Be sh4s 1P Hihik, 37/ & DNS

k55 gty H T ROE

[ CORESWL] dhcp server
[ CORESWL- dhcp- pool - 2]
[ CORESWL.- dhcp- pool - 2]
[ CORESWL.- dhcp- pool - 2]
[ CORESWL- dhcp- pool - 2]
[ CORESWL.- dhcp- pool - 2]

.

i p-pool 2

net wor k 10.10.20.0 mask 255.255. 255. 0
gateway-list 10.10.20.1

dns-1ist 202.101.100.199

expi red day 30

qui t

# BCE VLAN #2110 1 VLAN #1120 TAETE DHCP JIR 55 #8450, 4 @ 48 151 FH f kit
[ CORESWL] interface vlan-interface 10

[ CORESWL- VI an-i nterfacel0] dhcp sel ect
[ CORESWL- VI an-i nterfacel0] dhcp server

server
apply ip-pool 1

[ CORESWL- VI an-interfacell] quit
[ CORESWL. interface vlan-interface 20

[ CORESWL- VI an-i nterface20] dhcp sel ect
[ CORESWL- VI an-interface20] dhcp server

server
apply ip-pool 2

[ CORESWL- VI an-interface20] quit
# i/ di spl ay dhcp server pool 4 %A DHCP il (s 2.
[ CORESWL] display dhcp server pool

nane: 1
10.10.10.0

Pool
Net wor k:

mask 255.255.255.0

dns-list 202.101.100.199

expired 30 00 0

gateway-1list 10.10.10.1

static bindings:

i p-address 10.10. 10. 254 nmask 255. 255. 255.0
client-identifier aabb-cccc-dd

nanme: 2
10.10. 20.0

Pool
Net wor k:

mask 255.255.255.0

dns-1ist 202.101.100. 199

expired 30 000

gateway-1list 10.10.20.1

FeE M, HFERHER
# BCE R FASER T, T —BeE A B ER S, A P O T DUAC R H R
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[ CORESWL] ip route-static 0.0.0.0 0O 10.10.100. 2
# {5/ display ip routing-table A AEKMERER.
[ CORESWL] display ip routing-table

Destinations : 21 Routes : 21
Desti nati on/ Mask Proto Pre Cost Next Hop Interface
0.0.0.0/0 Static 60 O 10. 10. 100. 2 VI an100
0.0.0.0/32 Direct O 0 127.0.0.1 I nLoopO
10. 10. 10. 0/ 24 Direct 0 O 10. 10.10.1 VIl an10
10. 10. 10. 0/ 32 Direct 0 O 10. 10.10.1 VIl an10
10.10.10. 1/ 32 Direct O 0 127.0.0.1 I nLoopO
10. 10. 10. 255/ 32 Direct 0 O 10. 10.10.1 VIl an10
10. 10. 20. 0/ 24 Direct 0 O 10. 10.20.1 VI an20
10. 10. 20. 0/ 32 Direct 0 O 10. 10.20.1 VI an20
10. 10. 20. 1/ 32 Direct 0 O 127.0.0.1 I nLoopO
10. 10. 20. 255/ 32 Direct 0 O 10. 10.20.1 VI an20
10. 10. 100. 0/ 24 Direct 0 O 10. 10. 100.1 VI an100
10. 10. 100. 0/ 32 Direct 0 O 10. 10. 100. 1 VI an100
10. 10. 100. 1/ 32 Direct 0 O 127.0.0.1 | nLoopO
10. 10. 100. 255/ 32 Direct 0 O 10. 10.100.1 VIl an100
127.0.0.0/8 Direct 0 O 127.0.0.1 I nLoopO
127.0.0.0/ 32 Direct 0 O 127.0.0.1 I nLoopO
127.0.0.1/32 Direct 0 O 127.0.0.1 | nLoopO
127.255. 255.255/32 Direct 0 O 127.0.0.1 I nLoopO
224.0.0.0/ 4 Direct 0 O 0.0.0.0 NULLO
(65) {RAFRHE
# (RAFIZ L 2L L CORESWL RIHCE -
[ CORESW] save
The current configuration will be witten to the device. Are you sure? [Y/N:y

Pl ease input the file name(*.cfg)[flash:/startup.cfqg]

(To leave the existing filenane unchanged, press the enter key):
flash:/startup.cfg exists, overwite? [Y/N:y

Validating file. Please wait...

Saved the current configuration to mai nboard device successfully.

1.4.3 BB O

Z i
A% HEEE . BE IPRIA Telnet” $icE ik, WAL “LA.1 R EHN I T4
“i@if Console @ FAAFEKE” « “BE IP hitfe Telnet” .

(1) FEAMEZEORNAMEDIP
# B AMET 1P Hifik .

11



[Router] interface G gabitEthernet 0/2
[ Router-G gabitEthernet0/2] ip address 202.101.100.2 30
[ Rout er- G gabi t Et hernet 0/ 2] quit

# ECE N 1P M.

[Router] interface G gabitEthernet 0/1

[ Router-G gabitEthernet0/1] ip address 10.10.100.2 24
[ Rout er- G gabi t Et hernet 0/ 1] quit

(2) HECE Y LM ACL
# BLE ACL.

[ Router] acl basic 2000
[ Rout er - acl -i pv4-basi c-2000] rul e perm et source 10.10.10.0 0.0.0. 255
[ Router-acl -i pv4- basi c-2000] rule perm et source 10.10.20.0 0.0.0.255
[ Rout er-acl -i pv4- basi c-2000] rule permet source 10.10.100.0 0.0.0. 255
[ Rout er - acl - i pv4- basi c- 2000] qui t
# MCE AR E
[Router] interface gigabitethernet 0/1
[ Router- G gabit Et hernet 0/ 1] packet-filter 2000 inbound
[ Router-G gabitEthernet0/ 1] quit
[ Router] packet-filter default deny
# i di spl ay acl w4 &F ACL IIECEE S
[ Router] display acl 2000
Basi c | Pv4 ACL 2000, 3 rules,
ACL's step is 5, start IDis O

rule O permt source 10.10.10.0 0.0.0.255

rule 5 permt source 10.10.20.0 0.0.0.255

rule 10 permt source 10.10.100.0 0.0.0.255
# i di spl ay packet-filter @4 & & ACL 7EH ST I A i B H 50 o
[Router] display packet-filter interface gigabitethernet 0/1 i nbound
Interface: G gabitEthernet 0/1

I nbound policy:

I Pv4 ACL 2000
(3) T Py R0 4 A 1 % e

[Router] ip route-static 10.10.10.0 255.255.255.0 10.10.100.1
[Router] ip route-static 10.10.20.0 255.255.255.0 10.10.100.1
[Router] ip route-static 0.0.0.0 0.0.0.0 202.101.100.1

(4) HCE DNS fif#T
[ Router] dns server 202.101.100.199

[ Router] dns proxy enable

(5) RABE
# LRA7H % B 28 Router EIOACE .

[ Router] save

The current configuration will be witten to the device. Are you sure? [Y/N:y
Pl ease input the file name(*.cfg)[flash:/startup.cfqg]

(To leave the existing filenane unchanged, press the enter key):
flash:/startup.cfg exists, overwite? [Y/N:y

12



Validating file. Please wait..
Saved the current configuration to mai nboard device successfully.

1.5 Eurfc &

(1) FE—DETIAEP S PC AT LA ping i .
# L VLAN 10 FrfERDkg-#0 1 v, PCL Fl PC2 J&idik ACCSWL SEI — Z B . ik
PC2 i DHCP H 33K IP 79 10.10.10.20, 415k PC1 #1 PC2 Z [Alfg ping i, {5 A —
JZ HIEIEH
<PC1> ping 10.10.10.20
Pi ng 10. 10.10.20 (10.10.10.20): 56 data bytes, press CTRL+C to break
56 bytes from 10.10. 10.20: icnp_seq=0 ttl =255 tine=1.015 ns
56 bytes from 10.10.10.20: icnp_seq=1 ttl =255 tine=2.338
56 bytes from 10.10. 10.20: icnp_seq=2 ttl =255 tine=1.951
56 bytes from 10.10. 10.20: icnp_seq=3 ttl =255 tine=1.719
56 bytes from 10.10. 10.20: icnp_seq=4 ttl =255 tine=1.629

3333

--- Ping statistics for 10.10.10.20 ---
5 packet(s) transnmitted, 5 packet(s) received, 0.0% packet | oss
round-trip mn/avg/ max/std-dev = 1.015/1.730/2.338/0.434 ns

(2) PMAFFBITAR PC AL ping i,
# S0 1R 138 (5 & BT CORESWL L] VLAN $: 1SE8 . {8 PC3 il DHCP H 33k
(7 1P 4 10.10.20.10, {1 PC1 F1 PC3 2 [8] H. ping M 1E# , W Wa I A6 12 [a]i@id VLAN
O =)= BB
<PCl> pi ng 10.10.20. 10
Pi ng 10. 10.20.10 (10.10.20.10): 56 data bytes, press CIRL+C to break
56 bytes from 10.10.20.10: icnp_seq=0 ttl =254 tine=2.709 ns
56 bytes from 10.10.20.10: icnp_seq=1 ttl =254 tine=0.877
56 bytes from 10.10.20.10: icnp_seq=2 ttl =254 tine=0.850
56 bytes from 10.10.20.10: icnp_seq=3 ttl =254 tine=0.805
56 bytes from 10.10.20.10: icnp_seq=4 ttl =254 tine=0.814

333 3

--- Ping statistics for 10.10.20.10 ---
5 packet(s) transmitted, 5 packet(s) received, 0.0% packet |oss
round-trip mn/avg/ max/std-dev = 0.805/1.211/2.709/0.749 ns

(3) FAERIIKik—& PC AL ping JBANM .
# DL VLAN 10 FT7E 381 1A, J@REAE PCL I ping A R S&HE RIS H 112 B a5
BRSSP Hhhk) SRIGUE R A rT LAVS R A, a5 ping WRIE R, U138 BH P9 I P
VAR IR o AT V25 00 1 2L

1.6 BeEXH

o AL ACCSW1:
#
syshame ACCSW

13



#
tel net server enable
#
dhcp snoopi ng enabl e
#
vlan 5
#
vl an 10
#
stp bpdu-protection
#
interface Bridge-Aggregationl
port link-type trunk
port trunk permt vlian 10
| i nk- aggregati on node dynanic
dhcp snoopi ng trust
#
interface VI an-interfaceb
i p address 10.10.1.1 255.255.255.0
#
interface G gabitEthernet1/0/1
port |ink-node bridge
port access vlan 10
stp edged- port
ip verify source ip-address nac-address
dhcp snoopi ng binding record

nterface G gabitEthernetl/0/2
port |ink-node bridge
port access vlan 10
stp edged- port
ip verify source ip-address nac-address
dhcp snoopi ng binding record
#
interface G gabitEthernet1/0/3
port |ink-node bridge
port access vlan 10
stp edged- port
#
interface Ten-G gabi t Et hernet1/0/7
port |ink-node bridge
port |ink-type trunk
port trunk permt vlan 10
port |ink-aggregation group 1
#
interface Ten-G gabi t Et hernet1/0/8
port |ink-node bridge
port link-type trunk

14



port trunk permt vlian 10
port |ink-aggregation group 1
#
interface Ten- G gabit Et hernet 1/0/ 10
port |ink-node bridge
port access vlian 5
#
line vty 0 63
aut henti cati on- rode scheme
#
| ocal -user adm n class nmanage
password hash
$h$6$/ up8i j TTul pXAAKL$sOf FDXwWWzNdOj 2F8Rq/ ZQEi MoA2s8uVB1lkkcaDoGHoNyVvE/ zZLV9HoL p+i 0+VcV6J
pmA8uf EAxbuKvi 6qt Wrg==
servi ce-type tel net
aut hori zation-attri bute user-rol e network-admn
#
o AN ACCSW2:
ACCSW2 HJBC & SCfFER VLAN ID. B VLAN #2111 1P $udik. JGH2 114455 ACCSW1 ANfFSh,
HABRLE 5 ACCSW1 MH[H], Hd & SCrhng.
o LNl CORESW1:
#
syshame CORESW
#
vl an 10
#
vl an 20
#
vl an 100
#
dhcp server ip-pool 1
gat eway-1ist 10.10.10.1
network 10. 10.10. 0 mask 255.255. 255.0
dns-1ist 202.101.100. 199
expi red day 30
static-bind i p-address 10.10.10.254 nmask 255.255.255.0 client-identifier aaaa-cccc-dd
#
dhcp server ip-pool 2
gat eway-list 10.10.20.1
net work 10.10.20.0 nask 255.255.255.0
dns-1ist 202.101.100. 199
expired day 30
#
interface Bridge-Aggregationl
port |ink-type trunk
port trunk permt vlan 10
I'i nk-aggregati on node dynamic

15



#
interface Vlan-interfacelO
i p address 10.10.10.1 255.255.255.0
dhcp server apply ip-pool 1
#
interface Vlan-interface20
i p address 10.10.20.1 255.255.255.0
dhcp server apply ip-pool 2
#
interface Vl an-interfacelO0
i p address 10.10.100.1 255. 255.255.0
#
interface G gabitEthernet1/0/1
port |ink-node bridge
port access vlan 100
#

nterface Ten-G gabitEthernet1/0/7
port |ink-node bridge
port link-type trunk
port trunk permt vlian 10
port |ink-aggregation group 1
#
interface Ten-G gabi t Et hernet1/0/8
port |ink-node bridge
port link-type trunk
port trunk permt vlian 10
port |ink-aggregation group 1
#
ip route-static 0.0.0.0 0 10.10.100.2
#

. H T #% B %% Router:

#

sysname Router
#

packet-filter default deny
#

dns proxy enabl e
dns server 202.101.100.199
#

nterface G gabitEthernet0/1
port |ink-node route
i p address 10.10. 100.2 255. 255.255.0
packet-filter 2000 inbound
#
interface G gabitEthernet0/2
port |ink-node route
i p address 202.101. 100. 2 255. 255. 255. 252
#
16



ip route-static 0.0.0.0 0 202.101.100.1
ip route-static 10.10.10.0 24 10.10.100.1
ip route-static 10.10.20.0 24 10.10.100.1
#
acl basic 2000
rule O permt source 10.10.10.0 0.0.0.255
rule 5 permt source 10.10.20.0 0.0.0.255
rule 10 pernmit source 10.10.100.0 0.0.0.255
#

1.7 tHHEER

o URLE “EME BT P CBFRRE.

mitE IS SE” R COERIE.

PR E “ TREEOR-BUKMZ AL E TR S TH) “VLAN.

o JUAIE “TEHEAR-LUKMA TS SE” i) “VLAN”.

o URMEE “ZEHEHAR-LKMZHE RS P CLLKNEERES
PEAILE “ T REROR-DIRMA Hdr 2% i) “C URMBERR RS 7.
PR E “C ZEEOR-IP LS E T P “DHCP”.

PEmACE CZREEARAP WS @A S %7 i) “DHCP”,

it E “ACL A QoS FLE 53” H1i) “ACL”.

FEElLE “ACL fl QoS w4 2% ” Hilf] “ACL”.

e  PANLE “LZAMEIRS” 1 “IP Source Guard” .

o JRMEE “LAm4ZE” Hif) “IP Source Guard”,

" H

T I
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2 /R X R 2

2.1 &4

ARG G v /N el X SR 2 X

2.2 AMEK

WK 3 fios, EF/NEX S, S5130 £2518% S5130S £ 41 LA AT Bl Ll i 3226 MR HENZ,
S5560X 418, S6520X 741 LLK A #ATL I &5 308 7 25 A% 0, H DB A8 —AEH MSR &
B EH 2% o

B OAZ N B VRRP A1 P 28 7] FE 1

el X ] AR ] FR oLl 25 388 111 43 BUAS [F) ) VLAN o, 381708 B9k 45 R A% 022 Bl L ilid VLAN
BEO=ZEHIE,

WO AZHHIAE Sy DHCP IR552%, Sl X W = 401 1P ik

FENAZHHL L E DHCP Snooping ThRE, By 1k I P AL /N B 28 e 1P shhik; RIS
H IP Source Guard Ihfg, Bk MR FA E 52 1P k.

FEH % 2 X A G B2 T 1P R BRE .

&3 /AU X #2 R 2E o [E]

Internet

5 Router
GEO/1 ROUTER GEO0/2

GE1/0/7 GE1/0/7
Vlan-int 100 Vlan-int 200
§) Im‘

Access
Switch 4

Access
Switch 3

Access
Switch 2
GE1/02

Access
Switch 1
GE1/0/1

PC1 PC2 PC3 PC4

Webfl45#% FTPAR %5 %%
VLAN10  VLAN20 VLAN 30 VLAN 40 VLAN 50
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2.3 FILER S HIEMK
B A A, AFITFEREWT, BEASIEMLNES I 2.3 (7)% 3.

(1) BERiEA
(2) FECEEH P ML Telnet DR
(3) M 4% i i
(4) FEZOA N DHCP IhfE
(5) MEZOZHNL OSPF DifE
(6) HCEAZ O W] FEPET)RE
(7) MR
=3 BEEHUER
fic & IR it &I i & H4E il
B i3 Console 1 5 B et S (5 B Z%?ﬁﬁ%wﬁﬁﬁ#%i
THHLELEVLANIVLAN 1.
A o tts
S EIVLAN VLAN & FECANKG JL L BN HEVLAN
A& % VLANS it B g & M
VLAN
AL LLACCSW 1 94
o 5 T DA 3L,
telnetIfg ey E MM RM O
B LK M ek B | 10.10.1.1/24 M-GigabitEthernet0/0/0 fii &

VLAN$Z [Pk

1P - B3 28 e pL

WA B PUR M 32
ML, TS HFVLANS: O E 1P
Hhuhik

HERRAZ AL Iy 1 B E N

trunk 28 R oy 11— B T i
AL
accessZR Ay 11— TR

Uit 11 20 trunk, EBEPCHMITZEN | PC
aceess. hybrid )5 12 i 1 5
fid B & O A E%ﬂ})ﬁ%éﬁiiﬁmﬁem, Ay
VLAN HRiERPC
AP TAFIE 1B 2 I
ACCSW1: VLAN 10. 20 =, KBE AR 4 2IVLANLO
VLAN ID CORESW1: VLAN 10. 20. | ‘F» #8IIBXI%Z FIVLAN20
30. 40. 50. 100. 300 #% 0 32 #1138 1 Vian-int100
TR R A
AN AN
DHCP Server CORESW1. CORESW?2 @% %éﬁ:ﬂ; Pbiz#idl2
K0 AZ AL AT H erver
E DHCP i 55 % - S i
e VLAN 10: ip pool 10 FEITTARI 235 Mip pool 1071 %k

H ikt

VLAN 20: ip pool 20

HUPHb AL
ERIIBI £ Mip pool 2093k

19



Hic B 25 % fit B 1T il B #iiE iRA
P H L
Hohk o e 7y =X B S e Sy B LA L &
Vlan-int100 f F#% 0 32 e pl 1
LCORESW 1 Jyfil: 5 X WO g
‘ Vian-intl0: 192.168.10.1/24 \g?;'{”fgﬁgféuiﬁml
EEROIHI | oy g Vian-nt20: 192.168.20.1/24 | o o VR
# . LT HHL LB
Vlan-int300: 172.16.3.1/24 g, SIIASETIBZ A A Ll
A% AT B L L
GEO/0 2y i 1O % /W 2% & £
P O H P GEO0/0: 202.101.100.2/30 InternetifI#2 1, —RFR AR
B0
AR S O R
BE A IPHbE, O
INZIZES 202.101.100.1/30 78 b 75 2 B — 2R AR % R
. ferizitht, M1 S A MR
I
REFLIH 1 e B K Enternet
DNSH 202.101.100.199 DNS i 5 5 Fl RS2 T ke
1Pt
A R 1 IP 3 AWM O, GEO/LER: X
GEO0/2: 172.16.2.2/24 W%, GEO/2MEHE &%
RN HHL L MEEEEOE, B R8s
A H DHCP | oy GE1/0/1 SO AT B2 TN [FIDHCP AR
Snooping 1 IP | GE1/0/2 3, B R YRR RA BN
Source Guard EHLHECIPH L

24 BLESLE
2.4.1 BRERENIZHI
Z inm

FEARIEA ACCSW1. ACCSW2. ACCSW3 #= ACCSW4 498t B L AARR] ., AT ABL BHEAR
AL ACCSW1 A 7 3LBABe B 7 ik .

(1) 8L Console M1 K& F& %
# 4% PC i
KI2A PC (1 UARSCRRAR, T ANEAE PC s IS AL T, 8 DRI ANBE 0 PC.
# {8 7 S BEALB S O B R 5% R PC LA & . 18 S0 I E R4 DB-9 (FL) #isk
AN PCAHLI 938 (B H00, P RI-45 ki td N % % 1) Console 1+,
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()

BR
o  EBEMFHIAEED EWARR, R REBALME T,
o LIFTRETHYAN, FHAKE RI4A55%, BT DB-9#.

E4 #ig&5 PC B ELE MR 4HITER

RS-232 Consolel] @:
fic B 2%

Host Device

# %4 PC L,
# 1E PC _EAT I & um( HARF, 15 HREE 4 ZOR W E ZmS 4

x4 BIRBSBRE

S &
PR 9600
B L 8
kA 1
AR 7
TR 7
# 4t B

R BARES AE, H ATBEN B4 N\ A &S LA -

X

A HILT, @it Console £ FiX&HIMEF XA None, BFPARERM P 4. BT E K
&. BRABFE, EUSHGEE Console B A FX & 09IAEF XA Rk & o4, A X

i@ it Console 1 A FK X & 9IAGEF R IEMALE, 1E 5T e BEF Mt “Hahife B39

Py BFIRET .

fic & IP Huht Al Telnet

# 0% VLAN 5, J1¥4% 0 Ten-GigabitEthernet1/0/10 M AF] VLAN 5 dr, B 5% 422 9 &5 4%
/& Ten-GigabitEthernet1/0/10.

<Sysnane> systemvi ew

System View. return to User Viewwth Crl+Z.

[ Sysnane] sysname ACCSW

[ACCSW] vlan 5
[ ACCSWL- vl an5] port ten-gigabitethernet 1/0/10

[ ACCSWL- vl an5] quit
21



3)

# G4 VLAN #2110 5, FPK4100 1P #ibikfic & >y 10.10.1.1/24.
[ACCSWL] interface vlan-interface 5

[ ACCSWL- VI an-interface5] ip address 10.10.1.1 24

[ ACCSWL- VI an-i nterface5] quit

# JFJE Telnet iR%

[ ACCSWL] tel net server enable

# ML E Telnet X scheme ET o

[ACCSW] line vty 0 63

[ ACCSWL- | i ne-vty0-63] aut henticati on-node schene

[ ACCSWL- | i ne-vty0-63] quit

# QUEARKA P, JFRCE A T BRSO AIRST R . A ] A4 ARG 10
admin, fg%J5AN telnet, F /1 €44 network-admin.

[ ACCSWL] | ocal -user admn

New | ocal user added.

[ ACCSWL- | user - manage- adm n] password sinple hell 012345

[ ACCSWL- | user - manage- adm n] authorization-attribute user-rol e network-adm n

[ ACCSWL- | user - manage- adm n] service-type tel net

[ ACCSWL- | user - ranage- adm n] quit

# 15 %0 LIl Telnet Bog 2%, WAL P A MM, HIUH PR ar 1718
IR I o

C:\Users\Adm nistrator> telnet 10.10.1.1

* Copyright (c) 2004-2019 New H3C Technol ogi es Co., Ltd. Al rights reserved.*

* Wthout the owner's prior witten consent, *

* no deconpiling or reverse-engi neering shall be all owed. *

IR R I I S S O O I O O I O S S kS S I I O Rk o o o

I ogin: admn
Passwor d:

= i
b kst h 47 &% 0k S5560X-30C-PWR-El %4 (Release 1118P07 Ja k) A, FAkdy
15 G R & F IR LA .

fit & %115 VLAN

# EEHN ML EAIE VLAN 10 F1 VLAN 20,

[ ACCSW] vlan 10 20

# ¥ %8 PCL % 1 GigabitEthernet1/0/1 A VLAN 10, FFfic & A%k,
[ ACCSW] interface gigabitethernet 1/0/1

[ ACCSWL- G gabi t Et hernet1/0/1] port |ink-type access

[ ACCSWL- G gabi t Et hernet 1/ 0/ 1] port acess vlan 10

[ ACCSWL- G gabi t Et hernet 1/ 0/ 1] st p edged- port

[ ACCSWL- G gabi t Et hernet 1/ 0/ 1] quit
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(4)

(5)

# &R PCL 13210 GigabitEthernet1/0/2 i\ VLAN 20, Fc & fik ki .

[ ACCSWL] interface gigabitethernet
[ ACCSWL- G gabi t Et hernet 1/ 0/ 2] port
[ ACCSWL- G gabi t Et hernet 1/ 0/ 2] port

1/0/2
link-type access
acess vlan 20

[ ACCSWL- G gabi t Et hernet 1/ 0/ 2] stp edged- port

[ ACCSWL- G gabi t Et hernet1/0/ 2] quit

# J44% 1 GigabitEthernet1/0/3 #1 GigabitEthernet1/0/4 f4% i 25 B B 4 Trunk 3 7014 VLAN

10 F1 VLAN 20 #fcdid .

[ ACCSWL] interface gigabitethernet
[ ACCSWL- G gabi t Et hernet 1/ 0/ 3] port
[ ACCSWL- G gabi t Et hernet 1/ 0/ 3] port
[ ACCSWL- G gabi t Et hernet 1/ 0/ 3] quit
[ ACCSWL] interface gigabitethernet
[ ACCSWL- G gabi t Et hernet 1/ 0/ 4] port
[ ACCSWL- G gabi t Et her net 1/ 0/ 4] port
[ ACCSWL- G gabi t Et hernet 1/ 0/ 4] quit

1/0/3
link-type trunk
trunk permit vlian 10 20

1/0/ 4
link-type trunk
trunk pernit vlian 10 20

# %% ACCSW1 | VLAN 10 F1 VLAN 20 (I & 1= B,

[ ACCSWL] display vlan 10
VLAN I D: 10
VLAN type: Static
Route interface: Not configured
Descri ption: VLAN 0010
Nane: VLAN 0010
Tagged ports:
G gabi t Et hernet 1/ 0/ 3
G gabi t Et hernet 1/ 0/ 4
Unt agged ports:
G gabi t Et hernet 1/ 0/ 1
[ ACCSWL] display vlan 20
VLAN I D: 20
VLAN type: Static
Route interface: Not configured
Descri ption: VLAN 0020
Name: VLAN 0020
Tagged ports:
G gabi t Et hernet 1/ 0/ 3
G gabi t Et hernet 1/ 0/ 4
Unt agged ports:
G gabi t Et hernet 1/ 0/ 2

I & BPDU R4 it

[ ACCSWL] stp bpdu-protection
fic & DHCP snooping

# JTJ5 DHCP Snooping ZhfE.

[ ACCSWL] dhcp snoopi ng enabl e

# 15 7€ GigabitEthernet1/0/3 & DHCP Snooping Zhfg 4 i 1 -
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(6)

(7)

[ ACCSW] interface gigabitethernet 1/0/3
[ ACCSWL- G gabi t Et hernet 1/ 0/ 3] dhcp snoopi ng trust

[ ACCSWL- G gabi t Et hernet 1/ 0/ 3] quit

It & IP Source Guard

# JT )54 11 GigabitEthernet1/0/1. GigabitEthernet1/0/2 [¥] IPv4 £ 1148 E Thie, 4 1P i
HEAT MAC Hihik, )5 42 1) DHCP Snooping FIiic sk D fg

[ ACCSWL] interface gigabitethernet 1/0/1

[ ACCSWL- G gabi t Ethernet1/0/1] ip verify source ip-address mac-address

[ ACCSWL- G gabi t Et hernet 1/ 0/ 1] dhcp snoopi ng bi ndi ng record

[ ACCSWL- G gabi t Et hernet 1/ 0/ 1] quit

[ ACCSW] interface gigabitethernet 1/0/2

[ ACCSWL- G gabi tEthernet1/0/2] ip verify source ip-address nac-address

[ ACCSWL- G gabi t Et hernet 1/ 0/ 2] dhcp snoopi ng bi nding record

[ ACCSWL- G gabi t Et hernet1/0/2] quit

PRAFIC B
# AR AN LA E (BLACCSWL AHBD .

[ ACCSW] save

The current configuration will be witten to the device. Are you sure? [Y/N:y
Pl ease input the file name(*.cfg)[flash:/startup.cfqg]

(To leave the existing filenane unchanged, press the enter key):
flash:/startup.cfg exists, overwite? [Y/ N:y

Validating file. Please wait...

Saved the current configuration to mai nboard device successfully.

2.4.2 BLERZDITHRM

Z inm
A8 AL CORESW1 #= CORESW?2 ¢ 8t B AR AARR] . A1 o LAFZRULER, VAR B AZ S SR
CORESW1 A3 BB 7 ik,

(1)

it & #1115 VLAN
# 1% VLAN 10. VLAN 20. VLAN 30. VLAN 40. VLAN 50. VLAN 100 #1 VLAN 300,
<Sysnane> systemvi ew
[ Sysnanme] sysname CORESWL
[ CORESW] vlan 10 20 30 40 50 100 300
# L B 42 1 GigabitEthernet1/0/1 FEEER S ALy Trunk, FF7¥F VLAN 10 A1 20 Ffi SCidid .
[ CORESW] interface gigabitethernet 1/0/1
[ CORESWL.- G gabi t Et hernet 1/ 0/ 1] port |ink-type trunk
[ CORESWL.- G gabi t Et hernet 1/ 0/ 1] port trunk pernmt vlian 10 20
[ CORESWL.- G gabi t Et hernet 1/ 0/ 1] quit
# Wi B 42 1 GigabitEthernet1/0/5 RS ALy Trunk, Jf 70 ¥F VLAN 300 (4R Cilid
[ CORESW] interface gigabitethernet 1/0/5
[ CORESWL.- G gabi t Et hernet 1/ 0/ 5] port |ink-type trunk
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(2)

[ CORESWL- G gabi t Et hernet 1/0/5] port trunk permt vlan 300
[ CORESWL- G gabi t Et hernet 1/ 0/ 5] quit

# Mo B L Ah2 RO BE ST I Se v LY VLANGEIE, HARACE IR .
L& VLAN £ 11

# Q% VLAN £ 10, IR 000 1P skl B4 192.168.10.1/24.
[ CORESWL] interface vlan-interface 10

[ CORESWL- VI an-interfacelO] ip address 192.168.10.1 24

[ CORESWL- VI an-interfacelO] quit

# 0% VLAN 211 20, ¥4 08 IP HikAC B N 192.168.20.1/24.

[ CORESW] interface vlan-interface 20
[ CORESWL.- VI an-interface20] ip address 192.168.20.1 24
[ CORESWL- VI an-interface20] quit
# B VLAN #2111 100, JREE: 01 1P Mk & 4 172.16.1.1/24.
[ CORESW] interface vlan-interface 100
[ CORESWL- VI an-interfacelO00] ip address 172.16.1.1 24
[ CORESWL- VI an-interfacel00] quit
# @17 VLAN $:11 300, FF458: 1110 IP bl i B ok 172.16.3.1/24.
[ CORESW] interface vlan-interface 300
[ CORESWL- VI an-interface300] ip address 172.16.3.1 24
[ CORESWL- VI an-i nterface300] quit
# G HA VLAN 800, JFECE 1P Mk, FARRC B ARng .
# #iF CORESWL1 I VLAN 10. VLAN 20. VLAN 100. VLAN 300 FJfCE S S .
[ CORESW] di splay vlan 10

VLAN I D: 10

VLAN type: Static

Route interface: Configured

| Pv4 address: 192.168.10.1

| Pv4 subnet nask: 255.255.255.0

Descri ption: VLAN 0010

Name: VLAN 0010

Tagged ports:

G gabi t Et hernet 1/ 0/ 1

Unt agged ports: None
[ CORESW] di splay vlan 20

VLAN I D: 20

VLAN type: Static

Route interface: Configured

| Pv4 address: 192.168.20.1

| Pv4 subnet nask: 255.255.255.0

Descri ption: VLAN 0020

Nanme: VLAN 0020

Tagged ports:

G gabi t Et hernet 1/ 0/ 2

Unt agged ports: None
[ CORESW] di spl ay vlan 100

VLAN | D: 100
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3)

VLAN type: Static

Route interface: Configured

| Pv4 address: 172.16.1.1

| Pv4 subnet nask: 255.255.255.0
Descri ption: VLAN 0100

Name: VLAN 0100

Tagged ports: None

Unt agged ports: None
[ CORESWL] di spl ay vlan 300

VLAN | D: 300

VLAN type: Static

Route interface: Configured

| Pv4 address: 172.16.3.1

| Pv4 subnet nask: 255.255.255.0
Descri ption: VLAN 0300

Name: VLAN 0300

Tagged ports:

G gabi t Et hernet 1/ 0/ 5
Unt agged ports: None

fii & VRRP 17

IEH SN PR 4R Fi% %) CORESWL #H474b#, WA CORESW1 5, CORESW1
) EATEE RS M 2 )5, VRRP & 41 Y1# CORESW2 N ¥ 4%, WMF i Fik s
CORESW?2.

# £ CORESW1 Al E VRRP & 4HIRE.

# G VRRP &340 1, JFACE VRRP %4041 1 (4L IP ikt 172.16.3.10.
[ CORESW] interface vlan-interface 300
[ CORESWL- VI an-interface300] vrrp vrid 1 virtual-ip 172.16.3.10

# ¥ CORESW1 £ VRRP #4341 1 L4y 120, 1 CORESW2 ({54 100,
PAPRIIE CORESW1 A Master 1t 5t % K it & .

[ CORESWL- VI an-interface300] vrrp vrid 1 priority 120

# ¥ B CORESW1 TAEZEH: 5773, LARIE CORESWL MibE Ik &2 5 , g FF Uk H o B h Master,
P Z CORESWL IE# T4, #tth CORESWL st kKifid. N 7 Gl EHh ik 1R A )
#e, BCEHE IR Ay 5000 JEAD.

[ CORESWL- VI an-interface300] vrrp vrid 1 preenpt-node del ay 5000

[ CORESWL- VI an-i nterface300] quit

# Q@A FATH: 0 GigabitEthernet1/0/7 PERAS SCHRI Track Tl 1. 4R Track TR A
Negative, i8] CORESW1 f 4745 11 HY IR ik fe

[ CORESWL] track 1 interface gigabitethernet 1/0/7

[ CORESW.-track-1] quit

# WE IR Track I,

[ CORESW] interface vlan-interface 300

[ CORESWL- VI an-interface300] vrrp vrid 1 track 1 priority reduced 30

# 1t CORESW2 LACE VRRP &M 4R, 0 VRRP %134 1, FFACE VRRP %4 1
FRRESIL 1P Hidik oy 172.16.3.10.
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<Sysnane> systemvi ew

[ Sysnanme] sysname CORESW2

[ CORESW2] interface vlan-interface 300

[ CORESW2- VI an-interface300] vrrp vrid 1 virtual-ip 172.16.3.10
# It & CORESW2 7E VRRP #1741 1 # it 2%y 100,
[ CORESW2- VI an-interface300] vrrp vrid 1 priority 100
# LB CORESW2 AR/ 73, #65ZELM [A]Jy 5000 .
[ CORESW2- VI an-interface300] vrrp vrid 1 preenpt-node del ay 5000
[ CORESW2- VI an-i nterface300] quit
# £ CORESW1 Lf#i ] di spl ay vrrp verbose fir4#i#] VRRP &3 4115 H.
[ CORESWL] display vrrp verbose
I Pv4 Virtual Router I|nfornation:

Runni ng node : Standard

Total number of virtual routers : 1

Interface Vlan-interface300

VRI D 1 Adver Timer : 100
Adm n St atus : Up State . Master
Config Pri ;120 Running Pri  : 120
Preempt Mode : Yes Del ay Tine : 5000
Aut h Type . None
Virtual IP : 172.16.3.10
Virtual MAC : 0000- 5e00- 0101
Master |IP 1 172.16.3.1
VRRP Track | nformation:
Track Object o1 State : Positive Pri Reduced : 30

# 7t CORESW?2 L f# ] di spl ay vrrp verbose fir4#i#] VRRP &3 4115 H .
[ CORESW2] display vrrp verbose
I Pv4 Virtual Router I|nfornation:
Runni ng node : Standard
Total number of virtual routers : 1
Interface Vlan-interface300

VRI D 1 Adver Timer : 100
Adm n St atus o Up State . Backup
Config Pri ;100 Running Pri  : 100
Preenpt Mode . Yes Del ay Tine : 5000
Becone Master 1 27810ms | eft

Aut h Type . None

Virtual IP : 172.16.3.10

Virtual MAC : 0000- 5e00- 0101

Master |IP 1 172.16.3.1

# LA W, VRRP &340 60 T, CORESWI1 4 Master %4, CORESW2 A Backup %
e
(4) HCLE DHCP k%4, & EME

# JT 5 DHCP k%5 .
[ CORESW] dhcp enabl e
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# 17 DHCP Hubikyth 1, FISRA 192.168.10.0/24 W BN K% P i A B sl 45 1P ik, FEc &
DNS fleds dstht. T RISe. FH, J9dTEDHLEC B B2 1P #iht 192.168.10.254.
[ CORESW] dhcp server ip-pool 1
[ CORESWL.- dhcp- pool -1] network 192.168. 10.0 mask 255. 255. 255. 0
[ CORESWL.- dhcp- pool -1] gateway-list 192.168.10.1
[ CORESWL.- dhcp- pool -1] dns-1ist 202.101.100. 199
[ CORESWL- dhcp- pool -1] expired day 30
[ CORESWL.- dhcp- pool -1] static-bind i p-address 192.168.10.254 24 client-identifier
aabb-cccc-dd
[ CORESWL- dhcp- pool -1] quit
# Al DHCP Hhbibith 2, FIskA 192.168.20.0/24 W B P 2 7 ot /) FRsh 45 1P bk, FFHc &
DNS Iz g5 2tk H A oe, FH.
[ CORESW] dhcp server ip-pool 2
[ CORESWL.- dhcp- pool -2] network 192.168.20.0 mask 255. 255. 255. 0
[ CORESWL.- dhcp- pool -2] gateway-list 192.168.20.1
[ CORESWL.- dhcp- pool -2] dns-1ist 202.101.100. 199
[ CORESWL- dhcp- pool -2] expired day 30
[ CORESWL.- dhcp- pool -2] quit
# WCE VLAN £ 11 10 #1 VLAN #1120 T./E#E DHCP JIR %5 a5t
[ CORESWL] interface vlan-interface 10
[ CORESWL- VI an-i nterfacelO] dhcp sel ect server
[ CORESWL- VI an-interfacelO] quit
[CORESW. interface vlan-interface 20
[ CORESWL- VI an-i nterface20] dhcp sel ect server
[ CORESWL- VI an-interface20] quit
# i/ di spl ay dhcp server pool 4 %A DHCP HililibfifE 2.
[ CORESWL] display dhcp server pool
Pool nane: 1

Net wor k: 192.168. 10. 0 mask 255. 255. 255.0

expired 30 00 0

gateway-list 192.168.10.1

static bindings:

i p-address 192. 168. 10. 254 nmask 255. 255.255.0
client-identifier aabb-cccc-dd

Pool nane: 2

Net wor k: 192. 168. 20. 0 mask 255. 255. 255.0

expired 30 0 0 0

gateway-list 192.168.20.1

(5) HcE OSPF

CORESW1 ] OSPF Bt &

[ CORESW] ospf 100 router-id 2.2.2.2

[ CORESWL.- ospf-100] area O

[ CORESWL.- ospf - 100-area-0.0.0.0] network 172.16.1.0 0.0.0. 255

[ CORESWL.- ospf - 100-area-0.0.0.0] network 172.16.3.0 0.0.0.255

[ CORESWL- ospf - 100- area-0.0.0.0] network 192.168.10.0 0.0.0. 255
[ CORESWL- ospf - 100- area-0.0.0.0] network 192.168.20.0 0.0.0. 255
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[ CORESWL- ospf-100-area-0.0.0.0] quit

[ CORESWL- ospf-100] quit

CORESW?2 ff] OSPF i & .

[ CORESW2] ospf 100 router-id 3.3.3.3

[ CORESW2- ospf-100] area O

[ CORESW2- ospf - 100-area-0.0.0.0] network 172.16.2.0 0.0.0.255

[ CORESW2- ospf - 100- area-0.0.0.0] network 172.16.3.0 0.0.0. 255

[ CORESW2- ospf - 100- area-0. 0.0.0] network 192.168.10.0 0.0.0. 255
[ CORESW2- ospf - 100- area-0. 0.0. 0] network 192.168.20.0 0.0.0.255
[ CORESW2- ospf - 100- area-0.0.0.0] quit

[ CORESW2- ospf-100] quit

# i di spl ay ospf peer 4 #%E CORESW1 L[] OSPF 4f&1E 5.
[ CORESWL] display ospf peer

OSPF Process 100 with Router ID 2.2.2.2
Nei ghbor Brief Information

Area: 0.0.0.0
Router ID Addr ess Pri Dead-Time State Interface
3.3.3.3 172.16.3. 2 1 33 Ful I / DR VI an300
# i di spl ay ospf peer 4 #%E CORESW2 L[] OSPF 4f&1E 5.
[ CORESW2] di spl ay ospf peer

OSPF Process 100 with Router ID 3.3.3.3
Nei ghbor Brief Information

Area: 0.0.0.0
Router 1D Addr ess Pri Dead-Time State Interface
2.2.2.2 172.16.3.1 1 36 Ful I / BDR VI an300

6) PRAFHCE

# PRAFAZ O AL B E (L CORESW1 M) .

[ CORESW] save

The current configuration will be witten to the device. Are you sure? [Y/N:y
Pl ease input the file name(*.cfg)[flash:/startup.cfqg]

(To leave the existing filenane unchanged, press the enter key):
flash:/startup.cfg exists, overwite? [Y/N:y

Validating file. Please wait...

Saved the current configuration to nai nboard device successfully.

2.4.3 BEEH OKHZE

(1) FEAMEORAMEDIP
# ECE N EET 1P sk

[Router] interface G gabitEthernet 0/1
[ Router-G gabitEthernet0/1] ip address 172.16.1.2 24
[ Rout er- G gabi t Et hernet 0/ 1] quit
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[Router] interface G gabitEthernet 0/2
[ Router-G gabitEthernet0/2] ip address 172.16.2.2 24
[ Rout er- G gabi t Et hernet 0/ 2] quit

#ECE A M 1P ik,

[Router] interface G gabitEthernet 0/0

[ Router-G gabi tEthernet0/ 0] ip address 202.101.100.2 30
[ Rout er- G gabi t Et hernet 0/ 0] quit

(2) HECE Y LM ACL
# BLE ACL.

[Router] acl basic 2000
[ Rout er-acl -i pv4-basi c-2000] rule permt source 192.168.10.0 0.0.0.255
[ Rout er-acl -i pv4-basi c-2000] rule permt source 192.168.20.0 0.0.0.255
[ Rout er-acl -i pv4-basi c-2000] rule permt source 172.16.1.0 0.0.0. 255
[ Rout er-acl -i pv4-basi c-2000] rule permt source 172.16.2.0 0.0.0. 255
[ Rout er-acl -i pv4-basi c-2000] rule permt source 172.16.3.0 0.0.0.255
[ Rout er - acl - i pv4- basi c-2000] quit
# BoE AR oS I .
[Router] interface gigabitethernet 0/1
[ Rout er- G gabi t Et hernet 0/ 1] packet-filter 2000 i nbound
[ Rout er- G gabi t Et hernet 0/ 1] quit
[Router] interface gigabitethernet 0/2
[ Rout er - G gabi t Et hernet 0/ 2] packet-filter 2000 i nbound
[ Rout er- G gabi t Et hernet0/2] quit
[Router] packet-filter default deny
# fiH di spl ay acl w4 &E ACLIMACEGER.
[ Router] display acl 2000
Basic | Pv4 ACL 2000, 5 rules,
ACL's step is 5, start IDis O

rule O permt source 192.168.10.0 0.0.0.255

rule 5 permt source 192.168.20.0 0.0.0.255

rule 10 pernmit source 172.16.1.0 0.0.0.255

rule 15 permt source 172.16.2.0 0.0.0.255

rule 20 permt source 172.16.3.0 0.0.0.255
#{iH di spl ay packet-filter fr%&H ACL FEHRSLIEH N HIH L -
[Router] display packet-filter interface gigabitethernet 0/1 i nbound
Interface: G gabitEthernet0/1

I nbound policy:

I Pv4 ACL 2000

[ Router] display packet-filter interface gigabitethernet 0/2 inbound
Interface: G gabitEthernet0/2

I nbound policy:

| Pv4 ACL 2000
(3) M® OSPF

BB — sk oh B B s FIZE

[Router] ip route-static 0.0.0.0 0.0.0.0 202.101.100.1
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P #51) OSPF BCE . 7E OSPF H 5| N R el , AT 242 P9 A2 A
[Router] ospf 10 router-id 1.1.1.1

[ Rout er-ospf-10] default-route-advertise always

[ Router-ospf-10] area O

[ Rout er- ospf-10-area-0.0.0.0] network 172.16.1.0 0.0.0. 255

[ Rout er- ospf-10-area-0.0.0.0] network 172.16.2.0 0.0.0. 255

[ Rout er-ospf-10-area-0.0.0.0] quit

[ Rout er-ospf-10] quit

# i di spl ay ospf peer 4% Router L[] OSPF 4BfE1E 5.

[ Router] display ospf peer

OSPF Process 100 with Router 1D 1.1.1.1
Nei ghbor Brief Information

Area: 0.0.0.0

Router 1D Addr ess Pri Dead-Time State Interface
2.2.2.2 172.16.1.1 1 31 Ful I / DR GEO/ 1
3.3.3.3 172.16.2.1 1 39 Ful | / BDR GEO/ 2

# 1§ H di spl ay ospf routing fiz%#&%E CORESW1 L] OSPF ¥ H#E(E R
[ CORESWL] display ospf routing

OSPF Process 100 with Router ID 2.2.2.2
Routing Tabl e

Topol ogy base (Ml D 0)

Routing for network

Desti nation Cost Type Next Hop AdvRout er Area
172.16.1.0/ 24 1 Transit 0.0.0.0 2.2.2.2 0.0.0.0
172.16.2.0/ 24 2 Transit 172.16.3.2 1.1.1.1 0.0.0.0
172.16.2.0/ 24 2 Transit 172.16.1.2 1.1.1.1 0.0.0.0
172.16.3.0/ 24 1 Transit 0.0.0.0 3.3.3.3 0.0.0.0
Routi ng for ASEs

Desti nation Cost Type Tag Next Hop AdvRout er
0.0.0.0/0 1 Type2 1 172.16.1.2 1.1.1.1

Total nets: 5
Intra area: 4 Inter area: 0 ASE: 1 NSSA O

# 1§ H di spl ay ospf routing fiz%#&%E CORESW2 L] OSPF ¥ H#E(E 5.
[ CORESW2] di splay ospf routing

OSPF Process 100 with Router ID 3.3.3.3
Routi ng Tabl e

Topol ogy base (Ml D 0)

31



(4)

(5)

Routing for network

Desti nation Cost Type Next Hop AdvRout er Area
172.16.1.0/ 24 2 Transit 172.16.3.1 2.2.2.2 0.0.0.0
172.16.1.0/ 24 2 Transit 172.16.2.2 2.2.2.2 0.0.0.0
172.16.2.0/ 24 1 Transit 0.0.0.0 1.1.1.1 0.0.0.0
172.16.3.0/ 24 1 Transit 0.0.0.0 3.3.3.3 0.0.0.0
Routing for ASEs

Desti nati on Cost Type Tag Next Hop AdvRout er
0.0.0.0/0 1 Type2 1 172.16.2.2 1.1.1.1

Total nets: 5
Intra area: 4 Inter area: 0 ASE: 1 NSSA 0

BCE DNS f#tT
[Router] dns server 202.101.100.199
[ Router] dns proxy enable

B B LT 1P R IP R B I PR s
# .8 CAR %K.

[Router] qos carl 1 source-ip-address range 192.168.10.1 to 192. 168. 10. 254 per - addr ess
shar ed- bandw dt h

[ Router] qgos carl 2 source-ip-address range 192.168.20.1 to 192. 168. 20. 254 per - addr ess
shar ed- bandw dt h

[Router] qos carl 3 destination-ip-address range 192.168.10.1 to 192. 168. 10. 254
per - addr ess shar ed- bandwi dt h

[Router] qos carl 4 destination-ip-address range 192.168.20.1 to 192. 168. 20. 254
per - addr ess shar ed- bandwi dt h

# Mo B PR

[Router] interface gigabitethernet 0/1

[ Rout er- G gabi t Et hernet 0/ 1] qos car inbound carl 1 cir 512
[ Rout er- G gabi t Et hernet 0/ 1] qos car inbound carl 2 cir 512
[ Rout er- G gabi t Et hernet 0/ 1] qos car outbound carl 3 cir 512
[ Rout er- G gabi t Et hernet 0/ 1] qos car outbound carl 4 cir 512
[ Router-G gabi t Et hernet0/ 1] quit

[Router] interface gigabitethernet 0/2

[ Rout er- G gabi t Et hernet 0/ 2] qos car inbound carl 1 cir 512
[ Rout er- G gabi t Et hernet 0/ 2] qos car inbound carl 2 cir 512
[ Rout er- G gabi t Et hernet 0/ 2] qos car outbound carl 3 cir 512
[ Rout er- G gabi t Et hernet 0/ 2] gos car outbound carl 4 cir 512
[ Rout er- G gabi t Et hernet 0/ 2] quit

# 1] di spl ay qos carl #4#&%A CAR I,

[ Router] display gos carl

List Rules

1 sour ce-i p-address range 192.168.10.1 to 192. 168. 10. 254 per - addr ess
shar ed- bandw dt h

2 sour ce-i p-address range 192.168.20.1 to 192. 168. 20. 254 per - addr ess

shar ed- bandwi dt h
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3 destination-ip-address range 192.168.10.1 to 192. 168. 10. 254 per - addr ess
shar ed- bandw dt h
4 destination-ip-address range 192.168.20.1 to 192. 168. 20. 254 per - addr ess
shar ed- bandw dt h
# fiiH di spl ay qos car interface i &HEREHNMMERELEHUMAEIHEE.
[ Router] display qgos car interface gigabitethernet 0/1
Interface: G gabitEthernet0/1
Di rection: inbound
Rule: If-match carl 1
CIR 512 (kbps), CBS 32000 (Bytes), EBS 0 (Bytes)
G een action : pass
Yel | ow action : pass
Red action . discard
Green packets : 0 (Packets), O (Bytes)
Yel | ow packets: 0 (Packets), 0 (Bytes)
Red packets : 0 (Packets), 0 (Bytes)
Rule: If-match carl 2
CIR 512 (kbps), CBS 32000 (Bytes), EBS 0 (Bytes)
Green action : pass
Yel | ow action : pass
Red action . discard
Green packets : 0 (Packets), O (Bytes)
Yel | ow packets: 0 (Packets), 0 (Bytes)
Red packets . 0 (Packets), 0 (Bytes)
Di rection: outbound
Rule: If-match carl 3
CIR 512 (kbps), CBS 32000 (Bytes), EBS 0 (Bytes)
Green action : pass
Yel | ow action : pass
Red action . discard
Green packets : 0 (Packets), O (Bytes)
Yel | ow packets: 0 (Packets), 0 (Bytes)
Red packets . 0 (Packets), 0 (Bytes)
Rule: If-match carl 4
CIR 512 (kbps), CBS 32000 (Bytes), EBS 0 (Bytes)
Green action : pass
Yel | ow action : pass
Red action . discard
Green packets : 0 (Packets), O (Bytes)
Yel | ow packets: 0 (Packets), 0 (Bytes)
Red packets : 0 (Packets), 0 (Bytes)
[ Router] display qos car interface gigabitethernet 0/2
Interface: G gabitEthernet0/2
Di rection: inbound
Rule: If-match carl 1
CIR 512 (kbps), CBS 32000 (Bytes), EBS 0 (Bytes)
G een action : pass

Yel | ow action : pass
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(6)

Red action . discard
Green packets : 0 (Packets), 0 (Bytes)
Yel | ow packets: 0 (Packets), 0 (Bytes)
Red packets . 0 (Packets), 0 (Bytes)
Rule: If-match carl 2
CIR 512 (kbps), CBS 32000 (Bytes), EBS 0 (Bytes)
Green action : pass
Yel | ow action : pass
Red action : discard
Green packets : 0 (Packets), O (Bytes)
Yel | ow packets: 0 (Packets), 0 (Bytes)
Red packets . 0 (Packets), 0 (Bytes)
Di rection: outbound
Rule: If-match carl 3
CIR 512 (kbps), CBS 32000 (Bytes), EBS 0 (Bytes)
Green action : pass
Yel | ow action : pass
Red action : discard
Green packets : 0 (Packets), O (Bytes)
Yel | ow packets: 0 (Packets), 0 (Bytes)
Red packets : 0 (Packets), 0 (Bytes)
Rule: If-match carl 4
CIR 512 (kbps), CBS 32000 (Bytes), EBS 0 (Bytes)
Green action : pass
Yel | ow action : pass
Red action . discard
G een packets : 0 (Packets), 0 (Bytes)
Yel | ow packets: 0 (Packets), 0 (Bytes)
Red packets : 0 (Packets), 0 (Bytes)

PRAFIC B
# RAF O % 1 28 Router FITCE .

[ Router] save

The current configuration will be witten to the device. Are you sure? [Y/N:y
Pl ease input the file name(*.cfg)[flash:/startup.cfg]

(To leave the existing filenane unchanged, press the enter key):
flash:/startup.cfg exists, overwite? [Y/ N:y

Validating file. Please wait...

Saved the current configuration to mai nboard device successfully.

2.5 WUFACE

(1)

[ —ANE T & PC [ AT L ping i .
# LA VLAN 10 FrfEfDL g5 &80, PC (A2 iEid ACCSWI skl — )= Hal i) . kA A .
ping M IEH, W =2 BB IEH .
<PCl> pi ng 192.168. 10. 83
Ping 192.168. 10. 83 (192.168.10.83): 56 data bytes, press CTRL+C to break
56 bytes from 192. 168. 10.83: icnp_seq=0 ttl =255 tinme=1.328 ns
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56 bytes from 192.168. 10.83: icnp_seq=1 ttl =255 tine=0.808
56 bytes from 192.168. 10. 83: icnp_seq=2 ttl =255 ti nme=0.832
56 bytes from 192. 168.10.83: icnp_seq=3 ttl =255 tine=0.904
56 bytes from 192.168. 10. 83: icnp_seq=4 ttl| =255 tinme=0.787

333 B

--- Ping statistics for 192.168.10.83 ---
5 packet(s) transnmitted, 5 packet(s) received, 0.0% packet | oss
round-trip mn/avg/ max/std-dev = 0.787/0.932/1.328/0.202 ns
(2) WNAFFBITAR PC AL ping i,
# S0 1R (38 & BT CORESW1 5k CORESW2 SEHLf . Wik 7 2 6] H. ping MR IE %,
DU B AN 1) 2 (Rt VAN 32 1 sE P = )2 BB IR .
<PC1> ping 192.168.20.5
Ping 192.168.20.5 (192.168.20.5): 56 data bytes, press CIRL+C to break
56 bytes from 192. 168.20.5: icnp_seq=0 ttl =255 tinme=69.146 ns
56 bytes from 192.168.20.5: icnp_seq=1 ttl =255 time=1.735 ns
56 bytes from 192.168.20.5: icnp_seq=2 ttl =255 tinme=1.356 ns
56 bytes from 192.168.20.5: icnp_seq=3 ttl =255 tinme=1.302 ns
56 bytes from 192.168.20.5: icnp_seq=4 ttl =255 tinme=1.379 ns

--- Ping statistics for 192.168.20.5 ---
5 packet(s) transnmitted, 5 packet(s) received, 0.0% packet | oss
round-trip mn/avg/ max/std-dev = 1.302/14.984/69. 146/ 27. 082 ns

(3) FAERIIKik—& PC AL ping JBANM
# DL VLAN 10 AT7E 5381 1A, JE8REAE PCL I ping A PR S&HhE RIS H 112 b a5
BLEE v & 0 IP Hhlk) SRIGUE R A mT LAVS R A, a5 ping WRIE R, U138 BH P9 I
Vi AR IR o ATV P 1 2L

2.6 BEENXH

o AL ACCSW1:
#
sysnane ACCSWL
#
tel net server enable
#
dhcp snoopi ng enabl e
#
vlan 5
#
vl an 10
#
vl an 20
#
stp bpdu-protection
#
interface Vlan-interfaceb
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i p address 10.10.1.1 255.255.255.0
#

nterface G gabitEthernet1/0/1

port |ink-node bridge

port access vlan 10

stp edged- port

ip verify source ip-address nac-address
dhcp snoopi ng binding record

nterface G gabitEthernetl/0/2

port |ink-node bridge

port access vlan 20

stp edged- port

ip verify source ip-address nac-address
dhcp snoopi ng bi nding record

nterface G gabitEthernet1/0/3
port |ink-node bridge
port link-type trunk
port trunk permt vlian 10 20
dhcp snoopi ng trust
#
interface G gabitEthernetl1/0/4
port |ink-node bridge
port link-type trunk
port trunk permt vlian 10 20
#
interface Ten- G gabit Et hernet 1/0/ 10
port |ink-node bridge
port access vlan 5
#
line vty 0 63
aut henti cati on- mode schene
#
| ocal -user admi n class nanage

password hash
$h$6$2JSf 20ub4uEzj y2F$cXWBO3Jt 5C 21ECze7wW2MIRpLebMaE4v XBo59f r Ur | Zs+Knxw760NBu+H BOzgkTf r
nwlPheOr SRa5d+Csl | bg==

servi ce-type tel net

aut hori zation-attribute user-role network-admn

aut hori zation-attribute user-role network-operator
#

. BN #HL ACCSW2. ACCSW3. ACCSW4:

AN ACCSW2. ACCSW3. ACCSW4 [k T VLAN ID. ‘B VLAN £ IP Huhl. #: 0% 5
5 ACCSW1 A4, HAhALE 5 ACCSW AH[E, A& U .

o IZOAHAHL CORESW1

#
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sysnane CORESWL
#
track 1 interface G gabitEthernetl1/0/7
#
ospf 100 router-id 3.3.3.3
area 0.0.0.0
network 172.16.1.0 0.0.0.255
network 172.16.3.0 0.0.0.255
network 192.168.10.0 0.0.0. 255
network 192.168.20.0 0.0.0. 255
#
dhcp enabl e
#
vl an 10
#
vl an 20
#
vl an 30
#
vl an 40
#
vl an 50
#
vl an 100
#
vl an 300
#
ftth
#
dhcp server ip-pool 1
gateway-1ist 192.168.10.1
network 192.168.10.0 nmask 255.255.255.0
dns-1list 202.101.100. 199
expired day 30
static-bind ip-address 192. 168. 10. 254 nmask 255.255.255.0 client-identifier aabb-cccc-dd
#
dhcp server ip-pool 2
gat eway-1ist 192.168.20.1
network 192.168.20.0 mask 255.255.255.0
dns-1ist 202.101. 100. 199
expired day 30
#
interface Vlan-interfacelO
i p address 192.168. 10. 1 255. 255.255.0
#
interface Vlan-interface20
i p address 192. 168. 20.1 255. 255.255.0
#
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interface Vl an-interfacelO0

ip address 172.16.1.1 255.255.255.0
#
nterface Vl an-interface300
ip address 172.16.3.1 255.255.255.0
virp vrid 1 virtual-ip 172.16.3.10
vrrp vrid 1 priority 120

virp vrid 1 preenpt-node del ay 5000
virp vrid 1 track 1 priority reduced 30
#
interface G gabitEthernet1/0/1
port |ink-node bridge
port link-type trunk
port trunk permt vlian 10
#
interface G gabitEthernet1/0/2
port |ink-node bridge
port |ink-type trunk
port trunk permt vlan 20
#
interface G gabitEthernetl/0/5
port |ink-node bridge
port link-type trunk
port trunk permit vlan 300
#

o LN CORESW2:

Ol CORESW2 [ 7 VLAN ID. #1445 . OSPF [f] router-id. VRRP #f34H 1 (o2
5 CORESW1 ANF4h, HAhELE 5 CORESWLAHF, MlE ST .

. H T #% H #% Router

#

sysname Router
#

packet-filter default deny
#

gos carl 1 source-ip-address range 192.168.10.1 to 192. 168. 10. 254 per - addr ess
shar ed- bandw dt h

gos carl 2 source-ip-address range 192.168.20.1 to 192. 168. 20. 254 per - addr ess
shar ed- bandwi dt h

gos carl 3 destination-ip-address range 192.168.10.1 to 192.168. 10. 254 per - addr ess
shar ed- bandwi dt h

gos carl 4 destination-ip-address range 192.168.20.1 to 192.168. 20. 254 per - addr ess
shar ed- bandw dt h

#
ospf 10 router-id 1.1.1.1
defaul t-route-advertise al ways
area 0.0.0.0
network 172.16.1.0 0.0.0.255
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network 172.16.2.0 0.0.0.255
#
dns proxy enabl e
dns server 202.101.100. 199
#
interface G gabitEthernet0/1
port |ink-node route
ip address 172.16.1.2 255.255.255.0
packet-filter 2000 inbound
gos car inbound carl 1 cir 512 cbs 32000 ebs 0 green pass red discard yell ow pass
gos car inbound carl 2 cir 512 cbs 32000 ebs 0 green pass red discard yell ow pass
gos car outbound carl 3 cir 512 cbs 32000 ebs 0 green pass red discard yel | ow pass
gos car outbound carl 4 cir 512 cbs 32000 ebs 0 green pass red discard yel |l ow pass
#
interface G gabitEthernet0/2
port |ink-node route
i p address 172.16.2.2 255.255.255.0
packet-filter 2000 i nbound
gos car inbound carl 1 cir 512 cbs 32000 ebs 0 green pass red discard yell ow pass
gos car inbound carl 2 cir 512 cbs 32000 ebs 0 green pass red discard yell ow pass
gos car outbound carl 3 cir 512 cbs 32000 ebs O green pass red discard yell ow pass
gos car outbound carl 4 cir 512 cbs 32000 ebs 0 green pass red discard yel | ow pass
#
interface G gabitEthernet0/0
port |ink-node route
i p address 202.101. 100. 2 255. 255. 255. 252
#
ip route-static 0.0.0.0 0 202.101.100.1
#
acl basic 2000
rule O permt source 192.168.10.0 0.0.0.255
rule 5 permt source 192.168.20.0 0.0.0.255
rule 10 permt source 172.16.1.0 0.0.0. 255
rule 15 pernit source 172.16.2.0 0.0.0.255
rule 20 pernit source 172.16.3.0 0.0.0.255
#

2.7 FHXER

mlicE “HERICEIR R P CBRBRR

aliCE “HEAlamSSE” P COBRRR

e “ ZEEOR-DURM S #AC B iR 5 i “VLAN”,

AL E “ TREROR-DLKM S e dr £ 2757 i) “VLAN.

mAlE “ TERAR-DUKMZ AL E RS 0 LK R A7
ACE “ T RERR-DIRMA Hdr 2% i) “ URMBERR R & 7.

S S B
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